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~ Abstract

The DoS (Denial of Service) attack is notorious and threatening in the normal use or management of
the internet. For preventing the attack, when authenticating between a server and a client, we need extra
stratagems in the protocol: the server’s response obviously shouldn’t consume its CPU resource as much as
possible. Namely, the first response in an authentication protocol should be simplified to process a large amount
of initiators’ request. In this paper, we consider and propose the method of dividing message in the protocol
from such a viewpoint. Especially, we introduce the concept of late binding, which is based on timing of binding
in a protocol, and design a new protocol tolerant of DoS. Furthermore, we show the safety of the protocols

based on late binding, and give the example of protocols.
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B, my & me BV Ny EgEO—EH L LTDOHR
VBN TWADT, A L B USMIENS Z LTk,

(2) m, IZBVT B & Np OREHLHD

(2) o7 a b ANOEFEE, mp KRBT B & Ng @
TS BDT, my BZE LEZRRT A ONIRE
DR B OWSBHETSH. 5T, my BEHAT
BRI, B DA P ERWLZENTED.
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) A Y

WA 0 b VORI M TTTREZLZED
CTERVEEAREREZEE L TIER L. BT
DoS KB <= 0icid, WA ETITHE L %
BTaoEREDTHD. KT, RIESw b=
DREMERIE LD, FOLSICEREDEILTEE
EHu iz L, BT e AL OREODHO
fegteR L=, —ofgshcied ki &y, Bl kD
PN M B T LoD BRI 0 b I &R
HTAHZLNTES.

SRR KA SRR LRI RS R R O N
KERE, WIFZ BT EBRICE U CHREHER L.
CFELTRE L ET
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A ZIE 7o ranLaH

Al [BELBE[A / AR
(B BAWIL & [A /A &V CRFERTT .

A.l.1
BEAND 22D mlIiZBWT, Bt Py il Lo TS
NTVDH I EICER.

{A,Na}

= {{B,/(Na), Np}palpss

| {f(NA)>{B)NB}PA}P§‘

| {{A7 f(NA)vNB}PI;l}PA

| {f(NA)!{A’NB}PB_I}PA
|

|

early binding

ml =
ml

HA, F(Na)}por NBYp,

{f(NB)}ps
{Ack} s (ng)

m2

A1.2
(1) my 12BVT B & Np OREHGLY

IDEE, m KBWTBOEAERANDLILD, Ny
& Np OFERRRE = DBRIZIRD.

late binding

m) = {A,NA}
ml = {{Np}p,,{{4,f(Na)}pz1lr.}
| {{NB}PA?{{B’f(NA)}PA}Pg’}
m2 = {B>f(NA)}f(Ns)
1 {B}f(NAyNB)
m3 = {Ack}f(NB)
(2) my IZBWVT B & Np ODEELHD
m0 = {A,NA}
ml = {{B,Np}p., ({4, f(Na)}p=:}rs}
l {{BﬂNB}PA’{{B’f(NA)}PA}Pgl}
l {{{BJNB}PA}PEI’ f(NA)}
| {{{A)NB}PB—I}PAx f(NA)}
m2 = {f(Na), f(Np)}ps
I AS(Na)}ss)
| {Ack}(na,Ns)
m3 = {AC]C}f(NB)\
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A.2 [B/ VAR [A EBRZBIE]
[B /v ARG & [A BATGE 2 AV CRILETY. =

DEE, ADEXERACZEHRE m0 THRETDE (7))
&, m2 THEETLR (A1) D 2o hs.

A21
(7) m0 TEIET BB

early binding

m) = {{BVNA}PZI}PB
| {{4,Na}pp}p-s
ml = {B’f(NA)7NB}PA
| {B.ANB}sva)}ra
| {B,Np}sva
m2 = {Ack}

(4) m2 TRIET 5B

m0 = {A, NA}PB
ml = {B:f(NA)lNB}PA
| AB, {NB}swa)lps
m2 = {f(NA)}P;1
' {{ACk}PZI}f(NA)

A.2.2

(7P-1) my I26WVT B & Ny ORENGL
(P-1-1) m; IZBWT Ny & N ORERHD

late binding

m0 = {{B,Na}p-1}ps
| {{A Natps}p-s

ml = {f(Na),Npl}r,
I {{NB}sva)tra
[ {Ne}rva)

m2 = {B}f(NA)

m3 = {ACk}f(NB)

(7-1-2) my I:é‘st\‘c NA t NB @iﬁb‘tf»b‘
ZDEE, ml & m2 TFY LUV LRARVRILRD

DT, ZORE—Z0. LFDLSIZ, Ny & N

EHET 502, Ng ZLARVALTWATED :

mO = {{B’NA}P:{I}PB
| {{AYNA}PB}PA_I
ml = {{f(Na)}rs,{NB}P.}
| {{};va) {NBIPa}
m2 = {B,f(Na)}sng)
I AB, f(NB)}r(va)
| {B}swans)
m3 = {ACk}j(NB)

(7-2) my IZBWT B & Np ORENRSHD

(7-1-2) LRI, ok &, ml & m2 TFyLv
PVARVAZIRBDT, ZO/RE— 3.
(4-1) my I2HWVT B & Np OFREARGZL

(4—1-1) ma f:ﬁb‘t NA t NB wﬁﬁb‘ﬁé

m() = {A,NA}pB
ml = {f(Na),Nplpr,
I {NBlrvatra
m2 = {{B}por}sna)
I {B,f(NA)}P;1
m3 = {Ack}s(ng)

(4-1-2) m; IZBWLT Ny & Np OEREHEL
(7-1-2) LEERIZ, ZD&E, ml & m2 TFyL
PVARVRIZIRDLDC, ZONRE— 3R
(€4-2) my IZBWVT B & Ngp ORERHD
(7-1-2) EEHEIZ, ZOEE, ml & m2 TFyL
PVARVRZIRBDT, TORE— 330,

A3 [BERRBE][AZEAEL

[B EAE] & [A B4R ZHOTRIERZIT). 20
LE, ADBXHEAVCBHEE m0 TRET LR (7)
L, m2 CREET L0 (1) D205,

A.3.1
BHID 22D mLIZB T, BiX Pyt ko THE{LE

NTWE I EICEE.
(7) mo CEIET 58

{NA}P;1

B, f(Na), NB}PA]PB_l
{f(NA): {B, NB}PA}P;‘
{{A7 f(NA))NB}Pgl}PA
{f(NA)y {A)NB}PI;’}PA
{A F(NA)}pzr, No e,
{Ack}

(€) my TRET HH

early binding

il

m0
ml

h———==—

m2

{A7 NA}

{{B’f(NA)7NB}PA}P;1
{f(NA)) {Ba NE}PA}PI;I
{{A: f(NA)ﬂNB}PE;‘}PA
{f(NA)’{A’ NB}P;‘}PA
{{A’ f(NA)}Pgl’NB}PA
{NA}P;‘

mo
ml

W————11

m2

A.3.2

ZDEEY, ml & m2 TFY LU LVAKRVARZRD
DT, TORE—iFen,

late binding
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