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Abstract

The method was proposed that separately encrypted personal information is registered
at the center and selected to inform to realize to both keep genuineness of information
and inform an only entity the user permit only information the user permit at the
services which need personal information Ilike an authorization using personal
attribute[1]. In this method, because the key which is used for encryption itself become
an identity of the user whom the information belong to, there a problem that it is possible
to analyze the relation of information which belong to same user by maitching of
decryption keys by the colluding service providers. In this paper, we propose an
encryption protocol which avoids this problem by changing decryption keys for service
providers each time.
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