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Abstract In order to use digital signature securely, it is important to consider countermeasures against the compromise of a
signing key. This paper discusses a digital signature scheme that can verify signing hardware even though the signing key was
compromised. To verify hardware that carried out a computational process, Matsumoto and Tanaka[12] proposed a method that
is based on a clone resistant module. In this paper, we apply the method of Matsumoto and Tanaka[12] to a digital signature
scheme and consider its security requirements. Next, we compare the signature scheme that employs the method of Matsumoto
and Tanaka[12] with the hysteresis signature[9, 10] and the forward-secure digital signature scheme[1, 2, 4, 5] from viewpoints
of their effects and environments. We also show a protocol of the digital signature scheme that fulfills the security
requirements.
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SDT(M)=[SD(M), Tag(M)]
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SDT(M) = [SD(M), Tag(M)]

D ED#ER, AL DB2 (D, t, ¢*, EV)Z2HRETS.
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< IREEALIEE 1 : EHE A1, TagM)D 53D, t)ZEW O HL,

DB2 7» 5(IDy, t)IITHIET D * EMKT 5. LT3 ¢
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5.6.1 U EEROEERD (E41

9, B 1RSI TWA I &2 KRT 5. Ky
B N—RU27 2 OESSFFEH OREREAF L
LT, BATERLET—F MWICKT 2455 - BLAGE
T—4 SDT(M’) (=[SD(M’), Tag(M")]) ZHET 2. ZDH
&, ERENY VN EOBROBEERANT B L 8RT.

(1) BREFRE 1, 2

BBEIN-RU2T ZIBRIN T HOREE
EAFLTVWAHDT, BEHREICBVTRARTRERBE
T SDIM)EBETEZENTES. LT, WS
%, Y7 ERAVEREOBIZREDRAINANESIC
SDM’)® TagM')2B1ET 2 Z L 2lHB 5.

WBEL, £, TapgM)ERBETBHIC, RIFLE 1
BT 25X 51T REQ DRIEERT—4 t, 2RO DUE
BHB. TORDHITE, HWRFIERICZEINEZRIA
Dy ENRTOILERDZN, THEEIA & HORE
FYEEET D) BEs) SEELTWRIENS, B
BIZE>TRIAD (R4 D ¢*Z2AFEL, ThERE
WHIAT B ENTES.

LTTIR, FROFHETHICERINEY VHEDESL
9257 -4 T, RBICHASINHDDLEETE2AY
Uy TRILTS. £7, KEENEEICL>TAFTS
R1 NDOBMT—% % 1, R4 HOMMZ O—2FED a—)b~N
DANE G*ETB. 1,0 gl ko TERS WY V2B
BITHIET BBERNBRT &M EL, ¥ TRIRF—%
ZEV (=h(@*fa*)...[la* [SDMOf) &T 5.

YU EBELGFR TR, RBEEIDPBEOANIIHT S
WrO—>EPa—VORNEAFTS) GEFE 1) LEE
LTWwaZens, RBRER g*iMTsmro—-—2%
Ta—V DI a* = f(g*) (=1, 2, ..., DEAFTEHZ &N
TE2. TIT, WBRERL, Z0a*EAVT TagM’) = [ID,,,
ID,, hia* fla*|l...J]a*,), 1) EET 5.

ZORR, BREAE 1 ICBL TR, ¢ IR S ¢*A8
DB2 KRESINTNS T MG, RIFLE 1 ITBW TS
ERAT S EIITERN.

F7o, BEEAE 2 iCBIL TS, BREMD TagM)DRiE
DEITANTE a*i8 gL TWA T EMN S, hia*jlaty|
e )DBEBRINT S, Ll TREELE 2 iz T
HREERAMTD I LT TER.

—251—



(2) RELALE 3
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