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Abstract: Unauthorized access containing Malware propagation is activated and causes a lot of damage. Especially, In
the information system which consists of Web service based, the influence accompanied by self-propagating worm of
Web service based becomes very large. This paper described the overview of the Web mapper's (Web service port / host
mapping system) functions, which suppress Web service based worm propagation and support the stable Web service
operation. The features of Web mapper are the following. The port change component on the Web server shifts Web
service port number to an alternative port number for suppression Web service based worm propagation. The port / host
conversion component on proxy server hides the URL change accompanied by a shift for an alternative port number.
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SCR]PT FILENAME- /usr/local /apache2/cgi-bin/printeny”
SCRIPT_NANE="/cgi~bin/pr inteny”
SERVER ADDR- 192.168.1.17
SERYER_ADMIN="rewr i te@sd] .hitachi .co.jp”
SERVER_NAME=" test sdl .hitachi .co. jp”
SERVER—PERT 999"

R_PROTOC(]_ "HITP/1.0”
SERVER _SIGNATURE=" <address>Apache/2.0,36 Server at test.sdl.
SERVER_SOFTWARE="Apache/2.0.36 (Unix)”
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Virus Research),
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