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Abstract Attackers often intrude their target sites by using one or more vulnerabilities found in
victim hosts. Also, they can use viruses to put backdoors into target sites. Security scanners which
are commonly used for security assessment cannot detect such risks described above, because they
can just enumerate vulnerabilities. In this paper, we propose a vulnerability assessment tool,
which can simulate whole possible activities taken by attackers. This is achieved by applying an
inference engine based on first-order predicate logic to decide attack scenarios.
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