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Automatic Encryption Key Management function

for Crypt-Mail Secretary

Takao OHTAT |, Masahiko HATANAKAT

We had been studying automatic cryptograph system for mail to reduce
personal troublesome work of mail encryption (ex. management of encryption
keys), and constructing some alpha-version mail-proxy systems (Crypt-Mail
Secretary: CMS). In a current CMS system, CMS administrator in an
encryption-domain must exchange to the encryption keys manually with the
ones in other domains. So the number of encryption-domains is increased, the
administrator must take a lot of time to exchange encryption keys.

In this report, we propose an automatic encryption key exchange and
management procedure for CMS, which is based on IPsec, to reduce labor of
CMS administrator. And, we show an implementation of the proposed CMS
system which automatically exchanges the encryption key scheduled by each
key’s date of validity.
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