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The method of detecting the administrator authority capture by a script attack

Masashi lwata Tomokazu Yamamoto Masanori Tanaka
Takehiko Abe (Kanazawa Institute of Technology)
Haruhiko Kimura (Kanazawa University)

The purpose of this research is to build an intrusion detection system, which detects
the administrator authority capture by a script attack. The script attack is the attack
technique which acquires the administrator authority of the personal computer by
sending and performing a script in the personal computer for invasion. In Windows,
user information is recorded on the class type database called registry. In this paper,
we propose a hew database named the user information database and use it to record
the user information which is the same information recorded on the registry. The
system can detect an inaccurate user by comparing the user information on the
registry with the user information on the user information database.
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