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Abstract Copyright marking schemes are techniques applied to protect the copyright on digital contents. They are the
embedding of marks into digital contents that can later be detected to identify owners (watermarking) or recipients
(fingerprinting) of the content. Anonymous buyer-seller watermarking protocol allows the buyers to purchase watermarked
contents anonymously. However, on illegal redistribution the anonymity can be revoked. In this paper we show serious
shortcomings of recent proposals on anonymous buyer-seller watermarking protocol. The problem is that it allows the seller to
cheat honest buyers. Thus, if another copy with specific watermark turns up, one cannot assign responsibility to one of the
buyer and the seller. In this paper, we present secure buyerseller watermarking protocol using commutative cryptosystems,
which prevents the buyer from cheating honest buyers.
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