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PKI S/W Architecture for Mobile Phone Using Removal Encryption Token
Takeshi Yoneda, Tetsuo Nakakawaji’

Online services by mobile phone such as online banking and online shopping, which require user
authentication, have become popular. On the other hand, cash cards and credit cards are now being
replaced by smart cards which have strong user authentication function using PKI technology. If
mobile phones can use the smart cards, mobile phone users can access online services easily and
safely provided by smart card service providers. So in this paper, a PKI S/W architecture for mobile
phone using removable encryption token such as smart cards and USB tokens is proposed. By
developing a prototype system based on the architecture, the mobile phone S/W implementation

feasibility is confirmed.
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