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Packet filtering using DNS responses against worm propagation

TAaKEsHI OKAMOTOt

Packet filtering using DNS responses that permits outgoing packets to resolved IP addresses
and limits all the other outgoing packets to unresolved IP addresses by the “virus throttle”
method has been proposed and simulated. The simulation result has shown that the packet
filtering makes delay time and time to stop worm propagation smaller than the virus throttle.
Furthermore, the packet filtering enables to connect to only the resolved IP addresses even if

a computer is infected with a worm.
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Fig.1 Example of a packet filtering system.
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Table 1 Property of captured packets.
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responses among all destination IP addresses.
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Fig.2 Working set size vs. delay packet rate.
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Fig.3 Timeout vs. delay packet rate.
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Table 3 Experimental parameters.
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