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Secure Efficient Logging Architecture for Forensic Computing

Nobutaka KAWAGUCHI* Reina MIYAJI*
Naohiro OBATA* Hiroshi SHIGENO* Kenichi OKADA*

In forensic computing, highly reliable operation of logs is required. In this paper, we propose a
secure and efficient logging architecture to operate the logs. In the architecture, operation is divided
into following sections, generation, signing, preservation and analysis. Discrete organizations take

charge of each operation. Finally, we describe secure and eflicient methods to encrypt, compute
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MAC, sign the logs in each organization.
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