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Abstract— Compared with IDS installed on a network, IDS installed on a host can use more
information for intrusion detection. However, IDS installed on a host can detect intrusion into
only the host. Therefore, when a host is newly connected to the network, it is necessary to newly
install IDS into the connected host. In this paper, Agent-based IDS is proposed. The system
can automatically install IDS into the connected host On the proposed system, the mobility of
mobile agents can save the time and effort of introduction of IDS. Moreover, by simultaneous
distribution of upgraded agents, efficient maintenance management is realized.
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