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A Proposal of Hierarchical Secure Database Construction Technique
Shuji Yamazaki  Yohtaro Miyanishi

Recently, computer and computer network technologies have been developed rapidly, and
individual information and company secret are flowing on the Internet. According to it, the
technology of the illegal intruder to networks, such as a cracker, and a destroyer also progresses,
and a crime is turning wicked. Therefore, security is becoming important, in order to prevent
tapping or alteration etc. Moreover, the personnel system of a company etc. is the hierarchical
database with which only in person and a superior can see data, and security is important also
here. Then, in this paper, we propose construction technique of the hierarchical database of high
security when creating a hierarchical database, using encryption program called PGP, it performs

not only access control but also data authentication and data protection and data decision.

oooooo
O0000oooooooooooooooo O0000o0o00o0ooo00oDooooooo
O0000ooo0oooDooooooooooo O000oDooooooooooooono
O0000ooooooooooooooooo Oo0000ooo0oOoooooooooooon
O0000o0o00oo0oooooDooooooo
O0000ooo0oooDooooooooooo O0000o0o00oo0oooooDooooooo
ooOd O0000o0o00oo0oooooDooooooo
Graduate school of system information oooobooboobobooobooboo
science, Future University-Hakodate oooobooboobooboobono PGP

010


研究会Temp
社団法人 情報処理学会　研究報告IPSJ SIG Technical Report

研究会Temp 
2004－ＤＰＳ－117　（1）
2004－CSEC－　24　（1）

研究会Temp 
2004／3／4

研究会Temp 
－1－


gobobobooooooboobbooooboobooa
gobobobooooooboobbooooboobooa
goo

oooomopeGPOOUODODODOODOO
gbobo pPGPOODO0ODOODOODOOO
gobobobooooooobbooooboobooa
gobobobooooooobbooooboobooa
goobooogd

oobooooooo

PGP Pretty Good PrivacylO OO OO QOO
O000000000oDooooOoooooooo
O000000000oDooooOoooooooo
O000000000oDooooOoooooooo
O000oooooooofRr)o

goo0bOooDooDooopee DODOODO
O000000000oDooooOoooooooo
O000000000oDooooOoooooooo
O000000000oDooooOoooooooo
O000000000oDooooOoooooooo
O000000000oDooooOoooooooo
O000000000oDooooOoooooooo
O000000000DoooOoooooooo
O000000000DoooOoooooooo
O000000000DoooOoooooooo
oooooooog

O0000o0oo00oooooooooooono
O000000000DoooOoooooooo
O000000000DoooOoooooooo
Oo000oooooooooooon

o0oooooOoO0oO0OOoO0OoDOOoOoOooOooOoa
ooooo
goboboogoobbbooooobobog
gobobobooooooboobbooooboobog
gobobobooooooboobbooooboobog
gobobobooooooboobbooooboobog

020

gobooobooooooobooooboboo
goob0oo0oooooDoOoEIoooooooo
goboooboooooooboooobobooo
gogbobobooooooobbogo

3.10000000000000
gogobbooooobbooooobboo
goboooboooooooboooobobooo
ooooboobo@obooomoooboo
goboooboooooooboooobobooo
goboooboooooooboooobobooo
goboooboooooooboooobobooo
ggo
goobobooooooon
gobooobooooooooboooooooboobo
goboooboooooooboooobobooo
goboooboooooooboooobobooo
gobobobmobboooooobooboooo
gobooobooooooobooooobobooo
goooood
gooooood
gobobobooogoooobooooooboobo
goboooboooooooboboooobobooo
goboooboooooooboboooobobooo
goboooboooooooboboooobobooo
oooobooboboboboomoboobo
goboooboooooooboboooobobooo
gooo
gooooood
gobobobooogoooobooooooboobo
goboooboooooooboboooobobooo
ggo
gooooood
gobobobooogoooobooooooboobo
goboooboooooooboboooobobooo
goboooboooooooboboooobobooo
goboooboooooooboboooobobooo


研究会Temp 
－2－


gobobobooooooboobbooooboobooa
O00D0000000OO0b0OoooiMo
ooooboobobooobogoo PGP OO
gobobobooooooboobbooooboobooa
EEN
oooobobo30boobogooboobooo
gooboboogd

oo

ug ug
oo

ug ug
oo

01 0Doos3spono

32PGPOOOODOOOOONO

oooooono pGPOOOOOOOOOO
godoboooboooooooooon

HP, OO iOODOjo000o0o0oa

HS,O00i000jo00000oao

KPODO ioooooooo

KSsOOioooooood

ooooo DO PGP O D DOOOODD
ooobobooooooooo

D' =PGR_ (D)

K. Oself(dO O)O secretkey(D O O)

K, Opartnert] 00 00 public keyd 0000

DooD'o peP O DOODOCDOODODO
oooobooooooo

D=PGR, (D)

gooo0boo0o0ood 11 o0o0oooooo
ofdb0100000ooboobooooooboog
ooooboooooooono
goobooood

ocongoooood,0oooopGPOO
0000000d,, 0000000000000

030

0000

d;, =PGP,_ (d,,)

K. =HS,

K, =KP,

00000 11 00000000000000
000000000000000000000
0000000000O0000O0O0On
000O0O0o0o0oo
00000000000000000000
0d,0 PGPOOOO0OO0OO0OOd, 0000

d, =PGPZ, (d;)

K. =KS,

K, =HP,

000O0O0o0o0oo
000000000000000d,000
00 PGPOOOOOOd,; 000000000
00000000

d;; =PGP_,_(d;)

K. =KS,

K, =HP,
00000000000000 11 00000
0000000000000000PGPOOO
0000000000d,000000000
000000000000000000d,00
000000000000000000000
000

dj, =PGP.,,, (dy)

K. =HS,

K, =KP,

00100000000000000000
0000000000000000O0

00000000000000000000
000000000000000000000
000000000000000000000
00000000000000000 PGP O
0000MO0000000000000mO
000000000000000000000


研究会Temp 
－3－


obobboOoooobooobooboobon
obobboOoooobooobooboobon
obobboOoooobooobooboobon
obooooobooog

oooobooboboooboooobooboo
obobboOoboooboobooboooon

0011 0000 0012 0000
|0 HP, ||oHs, | ||[o HR, |[oHS, |
|DIZIIZIDIZIIZIDIZIdu| |DIZIIZIDIZIIZIDIZId12‘

ooboooooo

0oo DI:IVDD .
|0HR, | [poooooood, |
|0HP, | [ooooooood, |

0
0

02 O0Oooooooo

gboboobooobooboboboobooo
gbobboOooooboooboobooobon
gbobboOooooboooboobooobon
obobobooooobooobooboobobobo

ooooood

ooooboobOoobobooonbogno PG
POOOOLOOOOODOO PpGPOOOOODOO
gbooopPGPOOOOOODOODOODOOO
gbobOboOooooboooboobooobon
gbobOboOooooboooboobooobon
ood

040

ooooad

oboboboooooboooboooboobo
ooooboobobobooboobopGPOn
oooobooboobobooboobon
oo0oobooboobobooboobon
oo0oobooboobobooboobon
oogd

obobboOo0oooboooboooboobo
oo0oobooboobobooboobon
gooogoo

ooood

[11]00O 0,00 OO O,00000000
00, 0000 ((2001)0

[2] Simson Garfinkel, OPGP O O0OOODO0O
o000, 0000(2996)0

[3100 00O, 0000DBOOOOOOO
O000000000OQFITOODO0O0OO0
0 0 0)2003,pp587-5880

[4 00 OO0, 0000000000000

0o0o0ooo0ooOOoOoOOO0O0OOO0OO0O0, 000

000000 ,Vol.42,No.11, pp2789-2799
(2001)00


研究会Temp 
－4－


ggog o0 11
gopooooono
KS, gogdoMs HS,
HP, KR
1,000,000
00
d;, [ d, [ PGP [I7 d,
d,000,000
d,00,000
d, 4 PGP* |«
PGP € d,
00 v
dy
00
00
> d, @ —» OK
1d,0 0
dy M PGP |4 1Id,00,000
l PGP 4 d,
: . ¥
dn 1 dlkl
L oad d11
PGP
d;, —>OK

bbb nngoboboboobobobobobobobobtdbobobob o

050



研究会Temp 
－5－




