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Abstract Recently, rapid increasing attacks that influence network services have become critical issues on
the Internet. A detection technique for large scale attacks and worm infected hosts needs to estimate degree of
its propagation. In this research, we propose an anomaly detection technique for IDS (Intrusion Detection
System) events using the information entropy. And the information entropy is adapted to a profiling approach
which compares the current information entropy with mean and standard deviations of the past information
entropies. Experimental evaluations with real IDS events show that the detection ratio of false positives and
false negatives for the large scale attacks or the worm attacks on our approach is better than that using event
counts on previous approach. Furthermore, the combination system of our approach and previous approach is
able to detect potential issues perfectly. We also adapt the techniques to a thereat indicator, and its objective
alarms effect with quick and reliable response for security operators.

Keyword IDS Log, Information Entropy, Anomaly Detection, Statistical Distribution

1.1 ®»IiT LTWDI[1]. SOC TiX, IDS b S DA
HE, YA R—FallElT 2B AEE 5T, Ny NOBEEICERLT, BE LR DN E
IDS 2HWVWT Ry NI = VAT AEEHRT S oo A XV FOBRHIZED TS, Ll

SIN
SOC(Security Operation Center)® 1§ £ 23 3 D 5 DB IDS D% L, B, HoiKLEM, £



HERM, MNREFLBRMARE, TERA XV M
ZEICGLEYD, BRERBICTELVNVREL D
L. flax DAY NEHEHCHTT L FEL
LT, HMamEZ, IP, Port fF#7e & & HICE L
DARY NI N—=TT DI TAXY TSy
FR2IBISCPHBE S [4] R EXRRESINLTVD
EELL, RHBOAL N2 FEEDOKF S %
MHMOWTEBHOA X MEEORFEEZFEH L
T, fERZR A Xy N EIBMAT T AV AT AR
R L TE2[5].

M4, Slammer V — A X Blaster 7 — A[6]7¢ &,
B ¥ —F v PERBICIERT 2 TR 3E
G BEIC > TS, SOCEMITEBWT, X
y N = - RICHEEE X D KRB
BRI U — DAY R A NS K D BT 2
AEET L ZCITEELRPEETH Y, TEHHE
EFRUETHMHERNRINTWD[T]. i, &
HY 5288 A X hO M FFHEICET 516 ®E
M BREAZE#R- S PrE—[8] T
GG S FHEERBRL WS, #lxiE, £
Destination IP Wik I N2 KB O A, £ DO
BREE A2 RBBEK L 2L CRMEL TS, L
LZOWgEE, 4 OBCR RN % 3 L 72 1@
P, Xy T I —ECRIEBETE DK
BEBRHTI2ICEE> TR0,

Z ZTARMEZETIE, IDS A N2 b eEOF#R
Ty bR E—EOEAOREICER Lo T
EERETD. 20, BEHMMoOBHR-V bR
Y — Ml OFERE AT O L AR A & VT,
HHMoOE#R=- b v —[HEO R ORE % FE
M sFETHDL. KFEZOVWTEERIL
TWAIDS u 7% AW TRATH IS O K HRIC
BT 2 Ma1T o2 MR, RRHERDLOICH
BRHEREZRETEDZ L, HRELDLDOAL XU b
HEZHWEZREREFELEHAGDLDE DL &
THEEIZRETEAZ a2 T.

UF2EIZEBWT, BEfFO IDS v 7 %ﬁ/x
FAEFOBRBEIIONWTEHET L. 3= 7T, 1
4&V%#6%méﬂ5%ﬁiy%uﬁ~ﬁ®
BEEd#MT 2 FHECOVWTRET S, 4 &
T, AFEOFMEITY, AN EHETD. 5
BT, AREE RO R A BCR AR~ H
TOHIEEZRELT, REBEIC6ETELDD.

2.IDSu v AT A EEDRE
ST, AMIEOTASY X AEERT S
R AT HAELT, BEEOPHELTCERZIA

Analysis System for Active IDS Events

— 5
Integrated
Log DB

IDS
ek
IDS
Network 2 Sensor B
o

IDS
Network N SensorC

Event
M Collector

Event Analyzer

Selecting Parameters

Source/Destination IP

Destination Port .
Attack Signature
Count

Profiling Axes

Time-axis Space-axis

Ranking Algonthms

Multiplication Rare-ratio

n
Manager [ Analysis ] [ Analysis }
Web/Mall
Bmwser A
—
Results Web/Mail
Security Operation Center Interface

X 1. JREMROZD O IDS v Z 59 v 2T A

WEHOT-D D IDS 2 Z5H s 25 AIZDWT

BT 5[5, £72, A OIREERICBIT D
BAERY B, 2o%ta2EET 5.
2.1. IDS v 3 v AT A

K 112,IDSa 7o AT LD ERT.

R AT AL, F#HORy NU—TIZRE L
IDS Or 7 & INE - HAEHLT, 41X MHA
FEWZEE LEERER R 3 T LB A ATV, S AT #E
B % Web X° Mail CEMRFICEMT 5.

ARy MOFETH® S A N M, & IDS
WEBLTEENDEFTHREICHELIZUTO 4
DDNTF A= THDH.

- Attack Signature

- Destination Port

- Source IP / Destination IP

INH 450 A= ICELT, R kL
EZEMEh E oAy NEEDO S ERH LT,
W R DHEOTRMMZFTML TWD. K
M EcoRmMoORE L, RN THRMINE
ARy N OEEIC kT B TR S
NloA Ny NEEOHGECTHMT 2 LE ST L,
FEHIM O A X MHEOYYE & 4ERE % H
w1@%ﬁm4&ybﬁﬁmﬁﬁmﬁﬁﬁaﬁ
DHEEGEITMT2HBESITO_EY ThHD.
2.2. SOC EA ORELEH

Hax il —LARKBEY —ALRBENATE
D, DR AN MBS KR AR5
TWa. flziE, 77ACHEORY NU—7
ZEEMH L TV D IDS DA, Attack Signature T
35 E R,

Destination Port, Source IP,



Destination 1P TIZE THBEO A N M3 A %
mmEn<Tns., Zokynth, Z2EOLE L
Ty 7 hEFIFE TRy N - —E X%
Z ik & % X% (DDoS: Distributed Denial of
Service) X, LU — LD RERIL K7 L, SOC
WX B OR Y RLUEBORAE 4~ /It LT,
HELXEEZRKDE ZERROENL TS,

8% DA X2 MHEOLEIER LR
DHrFEIE, BEl A X M EWREICHE T
X5b00, HFRKBIZLLRAMREELET
B 213 LTnRy. Ee, HEONS R
ARV POEFPESFMEATLENR ST,
BB S EEETLIMErR S D .

DEo¥EmEMERLD,

[ 1] 2SR AKELED TRIMiTE 52 &
(B 2] HBEORF CIEBEMHKRZIEETE S 2 L

[ 3] o RIS REECTCHDLZ L
[ZEf 4] HEECHMHTEAZ L

[EfE 5] Bt EE<mzsz &

NIDS = 7T o EfE L LTETF BN D.

3. R P —EORE SN

TZTIEHEMS 12 ZBELT, SEEERA
R PO BBEOR Y IR E R A IS
flid 2 FELELT, a/OBKEDEICEH
LIRS FEERET .
3.1. BET )V

FFHOIC, KFEETHIRRICR DL E=E
FAICONWTERTH. ¥ 212, 2.2 HTHMH
L7240 TA—F I ZIEHLIZEZD, ALY
— A/IP A X ¥ R #, B.DDoS W#, C.RIE#
BEITHO>T TV r—va P WEBOKETERT.
FHEET LTI, 1545, £xt1, 1x10A
R NBREEIZEEIND. IO NNT A —H
WCHEET D E, A2 WY N3 AE L TEIE
EMEL 5. "ECERT S E, ZHEED
ANV IR EINTEBEREENELS D).
3.2. F@M= e —DHEHA
ZHEBELRABET VOEBERANICIE
BT D0, FENRNTA—FIZEENDIETO
ARV IFDOELSEE—FLTHFHR- e Y
— T+ 2 FHEICHOVWTIRET S.
HHHEAFFB IR Sz X b 0
Holrltx, AXVNIDEAXRVPIZHED D
BEEpibTDH. Z0OLEDEAN FOBK
ErEIER=r br v —E AL, (HXZEN
Hans.

A. Worm/IP Scan B. DDoS

C. Suspicious Application

@ a Attack: Attack Signature
_ D-Port:Destination Port
@ @ S-IP:  Source IP
D-IP: Destination IP
M 2. KFETHRIZTDHEET L

H:_ipi log, p; ()
i=1
33. BZE O

(WX THEEINADER— L FrE—DEN
CORERE TH I EHBT 5720, FFHE
i ECo®T= L e ©—EORE S E
7R FiEERET 5.

FEf ST 2 E MM e HAME Lk
T, TOEHRz b Y —1E Hs 3, T &
VHMEORMMOBEMERH Y OfFHT
ha B —fEOFYE p ik LT, HEUHERZE o (T
BHLTEOBRENTHAL TS E, ZTOEHE
XM oOMEESTHMT 2. ZoFET2K 3 IR
T EHEoBHET s FrE—EATEH LD
INE e E (B oEXKBEOMESZ N
Mg EIEY, FH L0 b RERGEA (AU @
BHEEXMOMEARLT EMUHmELIESRZ LIZT 5.

Number of Unit Time Periods
A

Lower
Raresratio

Information
Entropy

30 20 -10 u 1o 20

Short Time Profile (Hs)
3.y EERREE MO RE SN

m EHORAFEHR 622 RHAMOFER=T >
v —fEO I,



m

H,

p=s Tl (g
m
ERD B, 0B E,
m 2
S D LGPl e
m

tkovohns.

AW T, EMIMOEHR- Y beE—@EoD
Mt oA, XN oEREEEEIcRINDIE
oM b ERET S.

1 x—u2
fuo—A—L—e_E( Gﬂ) (4)
V2o

XY, FMFER L EMFER RuIL, *

nERXG)EGD L HIICEHEND.

R, = [:f(xh’x ()
R, =[ flxpx  (©

3.4. EEH

412, 2003 4 8 H @ Attack Signature @ {F
Wz b —lOEB T 7L, 7T 7KK
HOMEREEHT DIV AT AOHAFIZRL T
W5, KT, SAISADERT Y bu '—1H
NAFLTWE., ZOHDEHR= b E—1i
1$033 THY,Z0 FRIFKEL0.12%Th > 7-.
Z ® HIZ, Blaster 7 — A[6ITEKE L 7R A b D
WENZBICEEINTZATHY, BT KE
DWEBNFEICHNAL TS, 20 X512, H#R
T bR E—HOLEBICERTHI & T, KE
DR OBREERSICIETSZ N TE D
(2,3 DER).

] I
L =
Sl il TR SRR
e e S
FIME 4 = ; - b L)
(] fi | | L
J L {
1l 8A18H
I _Hs=033
| T pirssE=0.12%
el s = |
4. Attack Signature OfFH = b B — D

2T

4. FAH

T, B b E—HOKmEICHEH
L7mEROZY 52 HERT D0IC, RERICHE
HAanhTnwadIDSue 7 2HWT, RIFTWIED
KRR BRI RICE L CHEMET D
4.1. PS4

PRI, 77 A CHBIEDO Ry b T — 7 B
LTW5 IDS v 7 & M5, T4l 4 o 48R
1HEL, E#MZ1»AL9 5. IDSr Y
1%, 2003 4E 7 A5 20034 12 AETOHLD %
v, 7A0a 7 8 AOHENMNERFZ M 2
EOICORFRT 2. MmEELH BT 54 H 5T,
SHIBMNOLI2A31IHBETDE 1S3 RS,

TFAAL LTIS3HMOAETO IDS 1~ 7|
DWT,FEHOLOFEIC K DM 2170,
2R LRy U= —ERICKRERE
BERIETHELZEH I3 AME L. 2013 B
DRFNEED > L, THNRT —L/IP A X v
LECTHY, HOVO 6 ANAEREFEEITH>T S
Vor—va WB,Tholz.

AFROBEHR T b o ©—1E O =E %2 M
T HTDIT, TERMFZED A X b E O R ER[5]
LS. 2T, ERMIEME L DA R
FNORFENEEZBRCHMT L2FETHLIN, Z
CTCHEHETOARY e —DICBD - REE %
RS D FIEA~NEIBALT, TO®BEEH WD
Ll .

4.2. KFAELPERFTADEL#R

Attack Signature IZEH L TRl 24T 95 2 &
EL, RFTMKERLINTLE XL, £HKXT
N ER /NS 2y, ek Tk B
BRPNEL B Z LICERLT, B ROHM
EITH. MHEOLLDOBEEL S%ICREL, Z
NEVLFmRAICELS RN ERIRH S
TWAHZ EaHERTH.

KLIZ, RTMETERRE IR, AKX
OTFMHEEDBRMEV /NS ot B, KK
LXOLAHREPEBIV /NS Ao BEDY b,
WPENNCHETI2HORTRBEOLEE L F
FROBBEORTE2779. RPO7A™IK 2 ©
AU—L/NP AF v VHBERA %, "C’iX C.RIEHA
B> 77V r—a r WB®A &2, "N L#A
MHHEZZENZERERT, oK 21T, EMmm,
K, BRREOEKE L2 EBD R ERT.

z1BIOER2 L0, AFXFRGFAICHK
NRTRBHERZLCICHRBREER/NS L, EL
EHFRTHDENb»D. ik, HEEITE



ACKRMICE > TRESEBT LA H 50

R LT, g ber E—fHESEA RN D
HOAEEICERT AL T, ALK O®

BEZTICS WEE LB EZ/HL, KT K
BICEIDANFORY ZHHEICHRHTE 572
OTHD

#£ 1. BE 5% & X o R T A BCB O R R

bﬁ@%#45@ E K.
blek 1 kY, XKAEAKXEWRAFRXNOMWE T

BRHEINTZEAEN 2E®H LD, 2EHE S FHITAK
BRITONZRIC KL TWDE I EnbND
4.3, 75 A— 58 BT

ZITE, OXTHTRMENT AV — A/IP
A Xy U BEEIZB] L C, Attack Signature, Source
IP, Destination IP O AR ICER T 5. XK
XDRER & L Tid, Attack Signature & Source IP
TIE TR RN/ X< 7Y, Destination IP TlE
FFER NS RDZENTREND. £ 3

67
>

TR TRmEREERL,

FUETOHOMmEROMRERT. RPo”
“ETIR R R E RS

KB A5 Bk 55 K

B | (FRIHE) | (ERIHE)
N-1 B H i - 1 H
A-1 H B H T T
N-2 HH iz - T
N-3 HH s T -
A-2 HH H - 1 H
A-3 H H H A -
A-4 B B H % -
c-1 BB f T 1
A-5 H H H fg -
N-4 HH pil3 f H -
N-5 A H i # -
N-6 H H iz T -
c-2 HH H fg -
c-3 HH " - #
N-7 B H i - f
N-8 H H iz T
A-6 H H H fg -
A-7 B H " A -
C-4 H B H % -
c-5FH & T M -
c-6 A H H g M -
e | S| muas | ms

K2 RX1OBHBEHEBLIOHBMEROE LD

TE AR H B H PR AR H

. 11 [=] 2 [ 4 [A]

G 85% 15% 27%

bk H 5k A 1 o 17l 40

31% 69% 50%

A E 13 [A] 0 [H] 8 [a]

(OR Z&14) 100% 0% 38%
LrL, ARERXOALTIIRBBICRDEA

HDID, Kﬁﬁ&%%ﬁﬁwk%%#—ﬁf
bR SN AaEZREE A2 THAEE K
WZOoWTHEZ L. MEEFATIE, EHlE
ERER G LD /&<, RREERIT 0%I272
VD, EICRFINKELZHRETE TSI N

£33 U —LHBICEBTHHE
Attack S-1P D-IP

A-1 A H T 0.12% T 0.07% | F 64.25%
A-2 A H T 50.23% | F 11.64% | | 55.87%
A-3 HH T 0.74% T 0.39% | E 18.68%
A-4 HH T 4.77% T 5.36% | E 84.15%
A-5 HH T 0.23% | F 12.60% | k£ 94.76%
A-6 A H F0.41% F 0.30% £ 0.10%
A-7 A H T 2.57% T 0.80% | I 38.98%

# 3 X v, Attack Signature & Source IP O Fi

X, 2 BEHZRWT

WhHLZ ENRLMND
[[l U Attack Signature 73 0 &

FIERC XS
. Z i, R U Source IP 20 6
LRE S TA

B LT

X MWRAD 70 TH D, Destination IP @ F

F®I1x3,6,7RH BT
B DR AN

NS o THBYV KBRS
EHLTWDIHRTRDONS.

Wiz

1,2,4,5SBRIZSWTIE, KEYELEARR b
Ao T2 AR G
S

v — il 23
e L TCTHEHMICRKRERBIBTIIRWVWI ER b2
B(EM 2 OER).

6 H HL

5. KBEBIULERE~DISH

%G @ Destination IP 3255 IP TH
, B % % & 7T % Destination IP (2
EHLTHERNMTONDEZ LT,
THoTW5.

B o
i, SRR

4 EOFMAERL LY, IDS £ X ML T
AHFKoEHRz e —Eo/BERL, Kk

R OBEEOREL MV THERT 5L T, X

v NI =% —CRICEEEHXDIHBEHKE
B T2 R bhotz. ZZ2THINS
OWiHFEry, RBEHREZRITHEE~EHT 22 &

ERETD.




5.1. EF O B I 6 AR

X2V T A BEREEFELTCNDLY A b
FIZiE, *y hU— 7 EAESS A AL T
12, WEMRIZET I ERERKEZERL TV
% . f#l 21X, “InfoCon [1]”, »ThreatCon [9]
[10]”, ”AlertCon [’ ENHDH. T b DI
ik, Ex =2V 5 4R —IEHR, IDS A 2k
OB, EeoES R EBELC, 1R/A
OHEETHEHINRTWS., LALARL, Z0
EHEBRICIE, SOCERAFO BN A L7 <
FEWERNHFEIZ > T RVWEE, EFA A H
PfETULMDEREEINZWVEEORENH 5.

WAL, AR C ok S
TA—BEEZE LR\ L, WEn e R
THEMICEHTE 2t EnRkdond.
52. BRI —fEOREOHE H

50 fiogEEzEBE LT, AHFRKOBERLRDL
Cicitk b RomERr A ¥ —F v O
W FEIE S LCRIAT 2L 2K T 5.

B 2@ IDS 7y AT A%, EHMNIZA
HOIDSEIZ7EZRELTNWDE. Zor s zINE
+ 25 %A v F T, Attack Signature |29 5 A
FROMRLEUERTRNOBREEHT 5.

KEOBREZ 4 BRI ICBT 22 LT 5.

4.2 FOFEAM T, fERIFX IV HAREA DN HE
YAy NV =7 Y —bERICEEE H 2 5 HE
EFRHETED2Z2ERRERTVWS., 22T, K
FROMRErEBRTDLI1C, R4 THE

WIZHEW 4 BEBEOEREICRIEM T D 2 22T 5.

=7 HNER R %L LA R BRKBIC, R4
OFRREHETZ 7 TCHEMTD. 20K T 71T,
Xy MU= Y —ERICEELHE X LHBEH
e/ W THMG L 2 BB R BETH Y, SOC
EAEICE S THMLL T BN HEE L
THIRF S D (B 3 DERR).

4. BURBE DU AF o Y fE B

L L AF XD weRFRo | fakRE
i Fii 3
1 — — 1
2 — AR 5% A i h
3 TR 5% A Vi — =
4 T 5% AT | A 5% A T I
6. BV Iz

AW TIL, & IDS A Xk OBRBEE &2 R
TA—HKHBENTHEDTHEHR= b —THMH

L, TORFEEELTMT 2 FELRE L. &£
HOEZ, EYHoE#H- Y Fe ¥—EEx &M
DIEF A DY) & FEREAR 22 % W Tl 5
FETHY, EEHRBMOMESLLTHO SN
L. 2L, BREMRKEDOR L LB
MAERFIIERBTED2 L5 1Chotz. HEHS
NTW3 IDS v 7 % A\ CiEfli 247 » 725 &,
AFEELEURFEEEAGDLEDL LT, BT
MKBIZOWTHEBHEBLZ /NI SIMARD DI
RIIRHTEL Ml L. SMICREL
7IDS e ZAWVWTEBREREZITH> 2 & T, K
HMEXZEORME G AREICRD, £/, ZAbH0
i WM NEE~EA Tt 2 REL.
ORI, BENRREHRFIRCTHLZD, A
A IS BB L & G5 2 & AT &, SOC i#
MEOREL I EFREBIZTET 5.

X B

[1] Internet Storm Center, http://isc.incident.org/

[2] K. Julisch, "Mining Alarm Clusters to
Improve Alarm Handling Efficiency", In
Proceedings of the 17th Annual Computer
Security Applications Conference
(ACSAC2001), December 2001.

[3] F. Cupperns, "Managing alerts in a
multi-intrusion detection environment", In
Proceedings of the 17th Annual Computer
Security Applications Conference
(ACSAC2001), pp.22-31, December 2001.

[4] A. Valdes and K. Skinner, "Probabilistic Alert
Correlation", The 4th International
Symposium on Recent Advances in Intrusion
Detection (RAID 2001), pp.54-68, October
2001.

[5]1 "raRugth, ==&, TRE -, THLMH,
Wi, “BEX a2 T 4T Ra T
XEVAT LDORBER A~ 1HAL,
A a—HF X2 T 4R T T A
2003 (CSSS2003), pp.397-402, 2003 4F 10
A.

[6] CERT/CC, http://www.cert.org/

[7] /AR5, /NS, S mE e, ZAE R,
FAHBLE, “HWRTr brbE—%2Hnkx
vy N =V RABM T AT hn TR
EORRE”, HQ, arPa—FEFxal
T 4 v AR YU A 2003 (CSS2003),
pp.653-658, 2003 4F 10 A .

[8] C. E. Shannon: “A mathematical theory of
communication”, Bell system tech. J., Vol.27,
pp-379-423, pp.623-656, 1948.

[9] Deep Sight, http://tms.symantec.com/

=

[10]Security Focus,
http://www.securityfocus.com/
[11]Internet Security Systems, http://www.iss.net/



