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Abstract  Recently, rapid increasing attacks that influence network services have become critical issues on 
the Internet.  A detection technique for large scale attacks and worm infected hosts needs to estimate degree of 
its propagation.  In this research, we propose an anomaly detection technique for IDS (Intrusion Detection 
System) events using the information entropy.  And the information entropy is adapted to a profiling approach 
which compares the current information entropy with mean and standard deviations of the past information 
entropies.  Experimental evaluations with real IDS events show that the detection ratio of false positives and 
false negatives for the large scale attacks or the worm attacks on our approach is better than that using event 
counts on previous approach.  Furthermore, the combination system of our approach and previous approach is 
able to detect potential issues perfectly.  We also adapt the techniques to a thereat indicator, and its objective 
alarms effect with quick and reliable response for security operators.  
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