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Abstract This paper proposes a biometric challenge-response authentication with a key extracted from a fingerprint. The
authentication scheme proposed here employs “statistical A/D conversion”, which is an effective technique to convert
fingerprint to just one and the same ID in real-time. Then, the ID generated from fingerprint is used as a password for
challenge-response authentication. The proposed scheme provides advantages such that (i) the user no longer needs to
memorize his/her password because the password is a part of body, (ii) the password does not travel on the network since
challenge-response authentication is carried out, (iii) user’s private fingerprint information would not be revealed from the
password because any password is generated from fingerprint with a random number added. The availability of the fingerprint-
based challenge-response authentication is studied by comparing it with existing schemes.
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