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Abstract This paper reports the 3rd annual PKI R&D workshop, held on April 12-14, 2004 at NIST.

(URL : http://middleware.internet2.edu/pki04/)

1. FL®»Ic

20044 4 5 12 A»5 W HET, KEAV—-FFRIcH
ZEFIZERHTR (National Institute of Standards and Tech-
nology, NIST) iZH W\ THM#E hie 3rd Annual PKI R&D
Workshop [3] ICDWTHIET 2. ATY—7vav i, 20024
WKE—ET—7 v ay 7 (1] KBS TLOR, LHMBRAER
(Public Key Infrastructure, PKI) IcB8 9 2T —7 > ay
T UTHENIST ICTHEZATVS. E_EV—7Vay
7%, NISTICT 20034 4 A 28 Bbh5 29 HIcHhIF THME
hiz[2]. B=E PKIIET—7 v 3y TOBMBEICDOWVTIE, X
#[6) BBEOCZ L.

£I—2vay TORBEL LT, PKIEHIEI TR YT -
Y—E R, FUw RE, RV AT LFOREMMNERESD, PKI
DEA, EEZCLEARYTTIVS. A2 ay TDH
#iE, PKI i 532 BiiHIERE® PKI 28 B9 5 L TOME
S, EF¥EICHEI3 PKIMEOEMROMTHE Latas
T5CLTHB

SEDT—T Y3y TORMERZ 100%IZETHD, KEH
SOBMBENKETH . BN S, HFX3B, THY
14, ®"E1%, MVals, E=YYYRX14THY, H
ENSREESHBMU. KEOMEELIUCE, BIFRR

¥OYF a7 EFARENSHEBML TV, 11 HFORE
Fichz, BERBRONSRINVT XAy arbiThhl. @X
DODAHBEL LTI, EMRRRSCRERIZD Tk, PKI Hifici
T HRERLOSHRD PKI BANCHET Z2HBRDREL S - 1=

Fiz, REDE 4 B PKI R&D 77— 3 7 2005 4E 4
A 19 BH»6 21 BIZMIT, S TLRAKIC NISTICTH#EES
hBTFETHS [4).

2. FAvSA
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Russ Housley (Vigil Security LLC)
Ken Klingenstein (University of Colorado)
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Eric Norman (University of Wisconsin)

Tim Polk (NIST)

Ravi Sandhu (George Mason University: NSD Security)
Krishna Sankar (Cisco Systems — program chair)

Jeff Schiller (MIT)

Frank Siebenlist (Argonne National Laboratory)

Sean Smith (Dartmouth College)

Michael Wiener (Cryptographic Clarity)

3. Fayvshi

2004448128 (A)

11:00 - 12:00 Registration

12:00 - 12:15 Opening Remarks

12:15 - 13:15 KEYNOTE ADDRESS : Non-Intrusive

Cross-Domain Identity Management, Stefan Brands

13:15 - 14:00 Break

14:00 - 14:30 Role Sharing in Password-Enabled PKI,
Xunhua Wang
14:30 - 15:00 Greenpass: Decentralized, PKI-based Au-

thorization for Wireless LANs, Nicholas C. Goffee
15:00 - 15:30  X.509 Proxy Certificates for Dynamic Dele-
gation, Von Welch

15:30 — 16:00 Break

16:00 - 17:30  Panel: Controlled and Dynamic Delegation
of Rights, Frank Siebenlist, Carl Ellison, Kent E. Seamons,
Ravi Pandya, Von Welch

18:15 - 20:00 Social Gathering and Workshop Dinner
2004 %4 813 B (KX)

8:30 - 9:00 Continental Breakfast

9:00 - 10:00 KEYNOTE ADDRESS: How to build a PKI
that works, Peter Gutmann

10:00 - 10:30

tributed system operated by mutually distrusting parties,
David Chadwick

Experiences of establishing trust in a dis-

10:30 - 11:00 Break

11:00-12:15 Panel:NIH-EDUCAUSE PKI Interoperability
Project: Phase Three, Peter Alterman, Russ Weiser, Scott

Rea, Deb Blanchard
12:15- 12:45° Trusted Archiving, Santosh Chokhani

12:45 ~ 14:00 Lunch - NIST Cafeteria
14:00 - 15:00

John Landwehr, Ron Usher
15:00 - 15:30 PKI: Ten Years Later, Carlisle Adams

Panel:Document Signatures, Randy Sabett,

15:00 — 15:30 Break

16:00 - 16:30 An Examination of Asserted PKI Issues and
Proposed Alternatives, John Linn
16:30 - 17:30 Which PKI Approach for Which

Application Domain?, Peter Alterman, Carl Ellison, Russ

Panel:
Weiser

2004 % 4 A 14 B (k)
Continental Breakfast

8:30 — 9:00

9:00-10:00 KEYNOTE ADDRESS: A New and Improved
Unified Field Theory of Trust, Ken Klingenstein

10:00 - 10:30
Membership Evaluation Protocol, Hiroaki Kikuchi

Private Revocation Test using Oblivious

10:30 - 11:00 Break

11:00 - 11:30  “Dynamic Bridge” Concept Paper, Ken
Stillson
11:30 - 12:45 Panel: Approaches to Certificate Path Dis-

covery, Peter Hesse, Steve Hanna, Matt Cooper, Ken Stillson

12:45 — 14:00 Lunch - NIST Cafeteria

14:00 — 14:30  Johnson & Johnson Use of Public Key Tech-
nology, Rich Guida

14:30 - 15:00
PKI Deployment and Usage, Jean Pawluk

Identifying and Overcoming Obstacles to

15:00 - 15:30  Break

15:30 — 16:30  Panel: The PKI Action Plan: Will it make a
difference?, Steve Hanna, Sean Smith, John Linn, Lieutenant
Commander, Tim Polk, and Jean Pawluk

16:30 — 17:00 Wrapup Session
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4. RROBE

KEYNOTE ADDRESS:
Domain Identity Management, Stefan Brands

RIr 3 B RAA D Identity Management <89 % #81H.
I-—FORYENHBOBUNERFATZTIENV - JLT
R VERIALESREZRELTVS. BEARE, BYIE
PERFIATHESLIRRED, TV - JUT VvV
EEIBTT2BEEBRIENTEXRELDS. TOD,
A—FDTSA Ny~ RFBTEEBNARLTS.

Non-Intrusive Cross-

Role Sharing in Password-Enabled PKI, Xunhua
Wang

Password-Enabled PKI T, f&#%Z 11—V EHEVRE
FTEDTREL, FAVIFIA Y —NLECBEELRRT— K%
HAWTHIET 3. BRIEE TIC, virtual soft token & virtual
smartcard D = DDARMEREN TV . virtual soft token
PKI Tl&, AT —REBEROESLICAVLER, Thid
Y—NEIEHENS. 12—, RRAY—FZAVLTY—A
Ly v VREPHETL, BEEIhEREREZXY  O—F
T3, FhBENRATV-RCL D ESLT 2ETHERZAFT
%. £5—DDAETHB virtual smartcard PKI TlE, &
BII—oOlcHBETNB. —DRI—YHBNRAT—RE LUTHRRE
L, £5—2RY—NEcRMIBARTHS. LL, Th
& 0 Password-Enabled PKI AR Ti&, —ADI—YHh—D
OREREFHDET IV (single user-oriented) ZFIMA L7t D
THYH, BEOI—FH—DOREREHETZETIV (role
sharing) IZ DWW TEEBENTWiEh o,

WX TR, EEOI—FH—DOWERELELTVBETIV
(K1) IZ$513 % Password-Enabled PKI IZ DWW THRA%Z1T> T
Y, (t,n) B{#EE%HV 7z Threshold password-enabled role
sharing PKI Z2ELT\V5%. F1—VicHb Y Tohky
BiEH (share) &, AT —RICKDBEB{LENTE 51V
Y—NERFEENS. (t,n) BEZEZFALTVZEER, ¢
ALLEDW DR 3 Ui role DEIT (RERIC X 5005E)
WTERV.

Greenpass: Decentralized, PKI-based Authoriza-
tion for Wireless LANSs, Nicholas C. Goffee

Greenpass 1, EEBIFESINcI—FOHRBAMOT A
YLARY VI —VICBHETE, THCHABOT R AR
FVRT =T \DOT JEAERBENTEZHZENE L,
Dartmouth X¥D 70V x 7 v THB. TAVYLARY FT—
ZIEHFBEF ) T4V TER, RS EhaA—Y%
#Rd B 7z ic SPKI/SDSI (Simple Public Key Infrastruc-
ture/Simple Distributed Security Infrastructure) DHEFRAEA
ERFIFHLTWS. SPKI/SDSI Tid, AR T4
R AICERET B B2 RD.

©

2o Em()
Ep3("‘)
A28—32Vk —\

)

8O ®DO BLO

1 Password-Enabled Role Sharing

X.509 Proxy Certificates for Dynamic Delegation,
Von Welch

RIFZLBAE (Proxy certificate) (&, NHHAASZAAET S
IVF4TAD, DI T 4T 4 CHEREZEBRT 57D H
FEhBARETHS. NHARBAABLAZZRLLTE, &
ARTIRAEL, NFAFAAEL LB OREFAZSOMESE
MREFMAZORTE XS, REAABEZRITI 2B,
NBIRAIBAEDRIT 7O A D K 5 R ERRAEN BB RV
B, BMHORMCEITI B ENRETHS. iz, KEL
RixZEE UTRIBEAERTEOR DL T DOHERZ KA
EMEBICBETZIRY V—ERETIENTES.

FUyR-arv¥a—54rT0tFa) T+ BBTHS Grid
Security Infrastructure (GSI) Tk, ZRAELBES{LEERTS
fedbic, X.509 2NFSALAAE, SSL/TLS 7o b lbicinx T
X.509 RIFAIFAZEFIAAREL > TV 3. A TIX AL
BEAVE, BEERBEAROY VIV - FA2 AV
DVTRA L TV3.

KEYNOTE ADDRESS: How to build a PKI that
works, Peter Gutmann

REHIZ, UTDXS5% PKIICBIIZBEEZER/RL, 70
RRERRER LI

(1) Key lookup
1976 £Fic, Diffie & Hellman I X D “Public File” MEEEh
7ehS, 30K oS TLNHBORRIEHTH . BEER
BRRBE LT, Web ZFIATZAEEERLTVS. Google
DESERBRLY Y VZAVTHEICARRZER > TL 28
TE5.

(2) Enrolment
MASERITLTE S BORMDBERIERER, 2—Yick-
TIERICHEE THEOINBIEETHS. £I T, DHCPOX
351 ID & PIN 3T, BEIMNICRERLAMBRITEITOA
RZRBLTWS.

(3) Validity checking
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Submission Client

=

Retrieval Client

AA

o

2 Trusted archive system

ASAY N FTETR, VT IVEA LTHENERIED
BETHB. TO)TNVEALERERT 2D, VITA
I LT Yes/no DISEERTRIAS AT LERBL TS

Trusted Archiving, Santosh Chokhani

PKI D¥{HELVER, BFEKGICEITZTYXNVELDF]
APSBETETERLTOLENTFRAENS. LML, 2F
REARBICIEVHELN DB 7280, HRYINPEILcEL,
EHICT VA NVBENERRETED VAT LNLEEEN
TWVW3. FRXTIE, BEFXEZRPMZLICRET5/.HD
T=HATYRAF LDV THRETVS.

BRELTWBT—hATVART LI, BEOHZT7T—hAT -
A— 7 4 (Trusted Archive Authority, TTA), ZA LAX
v7 A —YVUF 4 (Time Stamp Authority, TSA), BFX
BREMTE IS5 T7 b, BFXEBEZRRTB /547
DADDLYT4TAICEVEBRENS (K 2).

EFXBILTVRZNVBEMIEThTVWBEE, #HERIE
FXBICA T, AMBENRS, TR LOAHEE, CRLEF
ORILC AT T — 26— TAA RIS 2. TAAR, &
SN TELBFLER TSAIKEY, 2ALAZY TR FELT
£595. TSA OLHBAASOENFABMIYIND &, XML
2T ENTBRT—ZORIANTERVD, BRY
AFLTREALAR Y TOEHEITS. TR, 7—AA
7 La— RGBECEHF LU T—ZDOANFRE L Z> T
5. BEOE, T—AAT VAT LOBRLEERITo>TED,
Long-term Archive Service Requirements %27 = 74  [5]
K TBHRTES.

PKI: Ten Years Later, Carlisle Adams

X TIE, PKI DS LHELICDOWTRAET>TED, )
D PKI DEBRMNED X S IKEBR LT AZRAEL, B
EOEREL OLLBET> TS, 10 FFEFIC PKI WS T
EAEEN, FOYURIA—Y VT 0 L UTRALR, KMREE
¢ LT CRL O&ZEo7. LHL, 10 EMOMFEMFREZEER

TR, BLaA—V )71 (BRE, BERLRST) DRMR
AR (A I4 RAARE) MEREh TV 3.

¥ s TiE, X.509, PGP (Pretty Good Privacy),
AADS (Account Authority Digital Signature)/ANSI X9.59,
SPKI DWW, EHERT OEAR, RIETSOEAZED
BRA o2 ToT05. #ER, SEOPKIDEELL
T TH#b 5 EEADHIT (Moving from theory to practice)
1 ZEALTOE.

An Examination of Asserted PKI Issues and Pro-
posed Alternatives, John Linn

RIED PKI IC B MERZEEL, BED PKIIKb3
HEEARRFLVEEEARIC DOV TH U TWS. PKIICETS
RIRER L LT, AEMRRDIAHSMRANED IR FHEKIC
TBHER, FAAVBIcH) 2E8EML, 7513 —RREIic
DWTHED EIFTW3.

ZTHhoDHBEREZMRT27OD PKIOKRERL LT,
Identity-Based Encryption (BIEBFZEE L T Certificateless
Public Key Cryptography, Certificate-Based Encryption i<
DVTEHANLTWVB) R, VT4 E=#HM (On-Line
TTP) AV IEARFZRNLTVS.

Panel: Which PKI Approach for Which Application
Domain?, Peter Alterman, Carl Ellison, Russ Weiser

PKIREZDT IV r—vay (LEBBA, B BELE) T
FIFT 200, Xl EDESE (B, SMF) TRATZOM
&oT, BAT S PKIHEM L ZOHRIC DV TREZIT> T
5. ¥, EFA-NVES{LORDOFEN S/MIME, %X b
J—YRECHATNB Y INY A Ay, EERRESED
Jz&®D SSL/TLS #Hifiic DWW TOFHBAEMThhi.

Private Revocation Test using Oblivious Member-
ship Evaluation Protocol, Hiroaki Kikuchi

OCSP (Online Certificate Status Protocol) D & 5 7%~/
SAVEARBRIE VAT LTI, 21—V IXE=EHBE (LXK
VH F4LT b)) ICAABORERICETEY J AT
EEET B COBE BEEBICIED & OABDERL
HRELTVBMIOD>TLES. ThT IS4 —RE
CRNBENMEREINTVS. COTSAN—EERET
Blcdic, EOAABCOVTENHERZT> TV B0 %,
WEDbETBE=FICERICTES PIR (Privacy Information
Retrieval) A% (K 3) IC DV TREZIT> TV 3.

BWERZ)ITAMDTSANY—ICIAT, EhEMOER
el (VI TAFELVARYZADOY AR, 21—V DHE
aX b)) ZERLU PIR AREERELTVS.

”Dynamic Bridge” Concept Paper, Ken Stillson
PKI T, AIBAEZRALT BHRIC " BRRE/NAMS " & " BRAL

NRAREE " DZDODOMNBHRE L2, BASARETE, B

AENTER & 735 AERAE & RRAEE OEH L TV 5 ERALR DRI DEEAE
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EOHERE SV THLE
PETOEAHBBL
;%gﬂ

Request: E[A]
Response

N .

& 3 Private CRL Testing
z Y - X
a—4

Yox

>4 1 AP =
AHECHD
BT OBER

4 Dynamic Bridge CA

NAEFRRL, B RA LDAAEZAFT 5. AL NAHEE
MEDB L, AFUAABIC DV TEN TR EROER,
RITEDBLORAZONEZITS (B SAMRALNE).

Ay Y aEFNRTV y VRARETNDE 1, £LOH
HIRAAASEH AV 5TV PKIEEEFMCBNTE, &8
A SADMAED CEET B8, X LVERMNREZRET S
TedIC T S THMICE DI NRSRARERT VIV XL EERT 24
ENHD. TOD, A SAEENIBIIIERICHEM TRAID
BB LS. Eiz, RANANERL AD LRIALT BEEHA
BOEHKEL D, R SARILBIC L BN S

XTI, BANSABE, RINHEOHRLEZENELT,
BT v VRRAER E WO BEEEERLTVS. K4 IC#NT
U VRAROEBZRT. RABIFNT ) v JRARZE
HRed3 g7V v VRARE, HHEBEF—E—DIKC
ERELIAERB Y DX ZHITT2REZHFD. hickd
AEAE Z 2T B, BIEORETIRAAE X LiHE
Y IZDWTHREE LI hida o e, AERBY P X %
BAET 372 TRV, ARG T2EHAHRL 55,
Panel: Approaches to Certificate Path Discovery,
Peter Hesse, Steve Hanna, Matt Cooper, Ken Still-
son

AERABZ AL T BRI, AABEN SERL TV 3R (1§
FR) XTORMNRAEBETILENDS. R, 7V vy
BARETIVRA Y Va2 E7)IVE, HERIMEAHBZRALT

W35 PKI BEETFNVERELIES, TORENSABETE
M L 75 %,

PRAL S RARBE AR, NV— RRERA HAIAE £ TR KR
AR (Forward REK) LAFSH 5)V— pRALREZM S AR
(Reverse REK) BH3H, NRUR Mo, BERETIVTIE,
Forward %, X ¥aETIV T Reverse RE, TV v IJE
FTIVTREAZRATEHENRBOEFRL TV, Eie, &
A SAREOBELFEL, RIS T7ERICETINRE
B7NVIVXLEFTRRRTET, SR SRERIEY—/\i
FryvaTEREOLIRMLETH BT LZEAL TV

Johnson & Johnson Use of Public Key Technology,
Rich Guida

Johnson & Johnson #£ T, 6 A AL DEBL—Y DRI L
LT PKIRFIALTVS. ZOBRRDP SV OO DOEHZR
H EFTwa. FlAE, AERERZY X POREX(E (1 X AN
A+ EOMBERZERLTNS

Identifying and Overcoming Obstacles to PKI De-
ployment and Usage, Jean Pawluk

PKI OEEMMASEN TV BOMCDONT, ZOREERES
7 PKI ¥FIRAT V7 — MR EHL, TOHERITOVTH
HLTW3. PKIEROEELZ>TWBERELT, Y7 h
D7 M PKI ZHR—b LTV, aXbBAKEY, PKI
IKDWTHBNRB D ZWEDT 7 — MERMHz. PKIER
DT bic, PKIEE - BAAEC DOV THETINDRY
WHA FSA VOEBRNBRETH5ER2EEIFRL TV

5. b VI

AW TR, B=E PKIRKD V—2 v 3y 7 OBREEE
KOWTHE L. T—2 v 3y 78MEICRRATRBE LK
FREVEREND, RIRUCREZREIT—7 Va9 7D
R—LR—Y[3] EeAHENTVS

X L

[1] 1st Annual PKI Research Workshop
http://www.cs.dartmouth.edu/ pki02/

[2] 2nd Annual PKI Research Workshop
http://middleware.internet2.edu/pki03/

[3] 3rd Annual PKI R&D Workshop
http://middleware.internet2.edu/pki04/

[4] 4th Annual PKI R&D Workshop
http://middleware.internet2.edu/pki05/

[6) Long-Term Archive and Notary Services
http://www.imc.org/ietf-1ltans

(6] HE #H, “E2E PKIBERY— S ay I8MEE", ¥
B Fa2 U 71 B3ES (ISEC), fE%H# Vol.103 No.196, Jul.
2003.
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