#HEABEA BFRLERS MRS
IPSJ SIG Technical Report

2004—CSEC-26 (14)
20047720

HRBERESED 22—V OHRICET 5 LR

RUE ' B EE' Tl RE°
t 1 ELEREN X7 a3 Ea—T 4 CTHES
T T674-8555 BHE T RARETFER 64
T T211-8588 JIIEH FEK _E/NHEF 4-1-1

E-mail: 1 1 {jyajima, takenaka, shimo}@labs.fujitsu.com

oL FT—INBRERITERLAABEREESE 2 -VORRIIDODVWTERT S, ZOLIREY a2 —
VOBERBR T, T—TIVHOLT—Y2BRBIZLEND D, FHRXTRTF -1 X EBRBEENSLT
— Y SREREZEHTIEBRRERL. NISTEORBEINTVEIECFHNORRIIOVWTET — Y B RERER
93, TLTEEICI>TIERET—Y2BRBLAVNIEZERICIS>THRT., LT IVBBHEEREVNSE X
NEFHLWEMERER % 2 FiERET 5.

F—-U—R HEHRES. BEET ). BERR. T2 57 VOB, NIST

On Validation Tests for Block Cipher Modules

Jun YAJIMA'  Masahiko TAKENAKA' and Takeshi SHIMOYAMA®

t 3 FUJITSU LABORATORIES LTD, Secure Computing Laboratory

¥ 64 Nishiwaki, Ohkubo-cho, Akashi, 674-8555, Japan
1 4-1-1 Kamikodanaka, Nakahara-ku, Kawasaki, 211-8588, Japan

E-mail: t % {jyajima, takenaka, shimo}@]labs.fujitsu.com

Abstract We consider validation tests for a block cipher module with table-lookup. In tests for these modules, all data in
tables should be referred for validation. In this paper, we have examined a probability that all entries of tables are referred by
test data. The probability is derived from the size of tables and amount of test data. Using the probability, we have considered
the validation of tables about Monte Carlo tests published by NIST. As a result, we show that whether or not the NIST's Monte
Carlo tests work depends on the implementation methods for the module. And we propose two revised validation testing
methods.
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