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Abstract Hardware organized modular multiplication based on division algorithm is one of the effective methods
used for RSA encryption/decryption. This paper generalizes the hardware organization of the modular multiplica-
tion based on the higher-radix SRT division algorithm, and describes the area/time trade-off of the organization.
For the number representation we used the signed-digit number system and for selecting the multiple of modular we
employed the arithmetic operation instead of the conventional look-up table. The method based on the arithmetic
operation is suitable for keeping the same structure over wide range of high radices. The result of the evaluation
revealed that a radix-16 multiplier produced 1.5 times speedup at about 1.6 times area cost compared with radix-4
multiplier.

Key words RSA cryptosystem, modular multiplication, SRT division, high-radix, signed-digit number

EaEns[s5)].

FRLTIE, BRECEDHEREEZRATS. ZOMREE,
XHA[3] MOIAE D, XBK([S]1~([7] TRIES N, THEK(8)~[13]
THRREINTEL. RECEDEHRREEROEELICIIK

1. ILC®IC

RSA B 5 1] 2800 & 2 NS O S/ESLNE
BREFRFETITONDS. ZOREFRFEHIIBAREICH

MTED. WEOE Yy MNEMERITKEL, LUBHHNENT
ENS, BEEDOEDIIE DEBERENFEEINTNS.
FRFET7 NIV XL OFT, BREIEHNZBDOELT,
MREIZEDSHERI & B IXAVREICEDIHE 4 DD
5. BERBEDO)ONNE L HLUBNLBEIZR DN, EENk
EH 2 OBBREIL OB TIIAEFICHART 2 EEERETH S

DFENH 5.

(1) BIZADEOBERIRZTIEY OB TIIRL,
EMBE Y FOREETTS. £LRAMIC, KERBRICAEXRE
AWTIMEZH LR LTS, 23T SRT RE [14] ITHB
T5.

(2) #EEKRELL, HAHOEEE/NELTE. £k, &


研究会Temp
テキストボックス


EEKET2HE, BEEERMNEOERMEESDEEZLELVED
M, BOBLE—EAZITVWEERREELES T NTBHILET,
HELDNSREICRDS.

(3) BEEECIVEVERLERERST.

(4) ARSURICHBAEREEAN, ZFREELEE
MEREATHITS. COLDERFEBITHRZET 2 £RICE
BT DLENEL< RS, JOFRITEH LTEBMENLEIC
70, BETAEY hENAKEVWES, ERLT S LB
EL2B.

(5) MAMEEOBEEEAMKICLT, £EREEBIC
T5.

BEXHMOEREERNT DL, THEOERILFEEESA
TWBXH[13] DBRIEVE THBEEZ SN, TITIIE
B4 DBRBTONTRRENTNS. £IZT, FHXTE, &
OHEEBERLLTRELE. 2L T, REICEDHE
ARBEEROBERIC L 2EMEED b L — R4 7 25
L. XIS (7] THEABIN TS, EOBERRIC
3, BEMSRT RET—RBICAVWSNETFT—TINICE2H
RIE[15] T3 <, FUBEZERL TEERILTSDICEL
7z, BREHEICXI2REZANTNS[16].

T, 2ETRERREDOTINIYZLRZDVWTRN, 3ET
BEEREAREERICOWTRNS. 4 ETHEZRERL, 5
ETELDS.

2. BRFHOTIITUVXA

Xk [13] DERIKREO7 I IV XL E—RET .

BE¥Er, rid2ONER, WHEEY MiEn, HEN, 2V L
N < 2", %K, X, #®%E2&%z y. RR. — pN £
z,y,RR £ pN, #H#% R;, — oN £ R; £ p2N,
ror = p2, 1/2< p1 £1, g; € {-r/2,...,—-1,0,1,...,7/2},
¢ € {~gmaz,-»—1,0,1,....¢maz} £ET 5. FREHE RR =
(zy) mod N iZKRRK%E j = n/log,r| 5 j = -1 XTHRVE
TETHTS.

R; =rRjq1 + g0 — ;N 0]

g & —p2N < Rj £ poN 2 TLIWCRET 5. HiT
RR=R./r TH3. §-1=0&LDZDr KEZBRFEELT
rOBZTITAS. £, RO BENZr 72L& THS
gz OREENIKLT, gmar NS TEDFHEEZHEAL
TW5.

RIZ p2, Gmar DEBEERETS. £F, rRjp1 + gz B
B/ME, BREOELERRTZIEENSRRANELND.
rp2N +7/2-p1N = 7qmaz N 2 p2 N &

2rqmax
2r—1

p2 £ 2

KIZ, 5 q; EBRIRTZDEHEEZADE, —p2N < rRj11+
95z — rg;N £ p2N < (rg; — p2)N £ 7Rjp1 + 952 < (rg; +
p2)N £73%. XoT, BEDED q. ¢— 1 ZBINTE D HRANER
THERENSKREANESNS. (rg—p2)N < (rq—r+p2)N &

Modulur: N|Reg

Rsi/4 Rdv/4

B1 B4 OEBHEER

m>g ©)

RQ3) &0, ¢ OBRAEMNEL, rRp+g2 E NOLE
MEHTNS g ERETES.

Qmaz DR/MEERETS. R(Q2), B)&D, gmas > (2r—1)/4
ETRD, Gmer IXBETHZZENSRANESNS.

2r—1
Qmaz"L 4

J+1

3. BEBFERREEE

BRECEDS HEKBRREERRICDOVWTRNS.

3.1 [ %A

M1 ICE 4 OEBHEERT.

(Rs, Rd). (zs,zd), (ys.yd) Z&X R, z, y DR 2 ERZ L
5. £z, P=rR+gz &L, (Ps,Pd) & P DL 2EX
BET5.

BHIOYA 7)VT, WoiE4ERER recoding & XIIVF T L
5% MUXI Tg; € {-2,-1,0,1,2} £ LT, &2 #EHO
W gyx ZERT D, MUX1 T I— FIhEESTHE
T5. BOM gz 2 (fs,gzd) ELT, LI AY Reg ITHREF
5.

KRYA 2T, Tk 2 EMEEE (RBA) RBA1 TIL& 2 i
FRI N FHBOERNE (4Rs,4Rd) & (Yzs, gzd) DME
(4Rs,4Rd) + (§zs,9zd) = (Ps, Pd) £175. HEOBKERE
% qselect TEOMBERR P L N O LEHFENSEN O



Multiplicand: xs{Reg

s>

N '
Sk MUX1

RBAO

16Rs 16Rd  xs|Reg| Sxd|Reg Modular: N|Reg|

q_select _1
-128N -64N 64N 128N1
BRI S W
4 i

Buffer

q.l=
(210121

Rs /16 Rd:N16

M2 E¥ 16 OEEHENL

&8 q; BREL, MUX2 T —rg; N 28T 5. RBA2 T
(Ps,Pd) + (—rq;N) = (Rs,Rd) #1T\), Reg KR¥T 5.
j=-1123B133 (Rs,Rd) & 2Hi> 7 FLEHDA, M RR
TH?. WA gz 2 1 I 7IEITERTHIET, BOH
gjx DERE, ¢ DBRRBIVEOBEE —rgN OME & A5
EZIFLTW3S.

B2 13 EH 16 DEIBHERTHS. g€ {-8,...,~1,0,1,....8}
ELT, Ih%, gn € {-8,-4.0,4,8}, € {-2,-1,0,1,2},
T=0n+4 KT B. BELITHET ZE5 8 Jzrn. g2 %2 RBAO
TIETS. FE#IC, g€ {-8...,-1,0,1,..,.8} &LT, Zh
%, gn€{-8,-4,0,4,8}, 1 €{-2,-1,0,1,2}, g=qn +q
2T 5. BLITHIET DEDEE —rqNy, —rgN; 2 RBA2h,
RBA21 TP EMET 5.

BICEEE LT 2813, & MUX, RBADZELINS.

HUF, &EDa—-)VOFEMERND.

3.2 BAREREE (recoding)

BB 4> F 4 BRI B8 recoding Td, RO FIET gy, %
{-r/2,...,-1,0,1,...r/2} UHBITSZ. BTMHZE 0
BETS. (1) (ys,yd) D (logyr)j + (log, 7 — 1) Ev bEM
5 (logyr)j Ev FB % (§s,9d;) EL T, %1 %5(L. ()
gi=ci+s; £ET5.

3.3 T2 #MEE (RBA)

ME2HEROMEIIDNTRRS([17]. $2TE 2 #X
a = (as,ad) DEY FEIDYTZ, (1,1) = -1, (0,0) = 0

# 1 recoding DEME

(gs5.9d;) | ci+1 s
-r+1 -1 1
-r -1 2
-5-1 -1 -1
5|1 -
-5 +1 0 —-L+1
-1 0 -1

0 0 0

0

’—2"—1 0 %~1
B 10 -3/
L+1 1 —5+1
T 1 -2
r—1 1 -1

“Y(logy r)i—1 PR [ TOMh

%2 RBAl 0%

(a)

(rR)n/—1 (TR)n/_2 Pry sl
-1 -1[*=1/x *-1/x
-1 0 -1 0
-1 1| *0/-1 *-1/1

0 -1 *0/-1 *=1/0
0 0 0 0
0 1 *1/0 *—1/1
1 -1 *1/0 *-1/1
1 0 1 0
1 1 *x/1 *x/1

*(PR)y_3 IR | TOM

(b)

Pr—3 Vpi-3 81| Py

0 1 0 1

0 1 -1 0

0 0 1

0 0o 0 0

0 0 -1 -1

1 1 1 1

1 1 0 0

1 1 -1 -1

1 0 1 0

1 0 0 -1

,(0,1)=1&3 5.

3.3.1 JiE 2 EKFELOME (RBAO, RBAL)

ZODNE 2 EK a, b DINE (as,ad) + (bs,bd) = (25, zd)
i, ROMBRICLDITS. ZITORAF i IHOMEEE
T, £T, ROEEERETS. p; = as; Vbs;, sd; = ad; ®bd;,
Uu; = 8d; ®pi—1, vi = ~(sdi Api—1) A—(as; Abs;)A(ad; Vbd;).


研究会Temp
テキストボックス


%3 RBA2 DE#ik

pv Ri,_, R, _,|Rn_1 Rpi_y
-1 1 - -1 R, _,
-1 0 1 -1 -1
o - -|RBu, R,

-1 1 1
1 -1 - 1 R, _,

zhns, RARKD (25,2d) 2% 5. 28 = wi A w1,
2d; = u; D vio1.

RBAO TH, gen & g2 # LOBERD o, b & LTNE
9zh + 9T = gz BT D.

RBA1 Tid, rR & gz 2L DOHRBERD 0, b ELTME
rR+gz = P %2f75. ¥/, (Ps, Pd) DHi¥% n' = n+2(log, )
MADEDIT, B 2HER 20), 0)DEDIIKTS. RA
B S 58EOHENS, &2 D x OBB/ITEI S0,

3.3.2 ME2EREER 2 #EOME (RBA2)

TE2EK a LiBE 2 ER D OME (as,ad) + b = (25, 2d)
3, ROBERICEVITY. £7, ROEKEZ2HAETS.
u, = sd; = ad; ® bi, vi = —as; A (ad; Vb). THNND,
KRREY (25,2d) 2155, 28 = ui A—wi—1, 2zd;i = ui vi-1.
b2 DEBOBEEIL, bDBEMEY NCADESZEEX D
», BEMHOMER, KOBERNTITD. uw = adi @b,
28 = u; A w1, 2zdi = u; D vi—1, 2841 = as; A\ by,
zdi+1 = (as; Ab;) V (—as; A ad; A —b;).

RBA2h T3, P& —rqN, 2 LOREBERT b M 2 OHEKD
BEDa, b ELTME P+ (—rgNy) Z172.

RBA2()) Tik. P (£7-12 RBA2h OHH) & —rgN()
LORBRD 0, b ELTME P+ (-rgN) = R %2175.
F7, ROW¥%E n" = n+ (logyr) KMADHIZ, P&
—rgN(l) ® n" HfiBUALEZEL P, (-rgN) &LT, RD&K
3195, (1) pv=P' + (—rgN) +up/_, 25ETS. &7,
pv € {-1,0,1} &725. 2) R3IZKD n" HIZTS. n" -3
HBLUTIE, R=R &£95.

3.4 EOEHRIRER (gselect)

EOREBGERIREI g_select TIX, SRTHRELRKICLTP &
N QERIEHMNS ¢ ZRETS. Z 2T, SRTRET—RE
BF—TNERVSHETIIREL, RUBEEHERL TRER
3 20IE L EMEEIC K 2BRIEEZANTNS [16).

X 312 q_select DEIRHRO—EERT. P & N O LA
M5 P—kN DREEZESALE P — kN ORFSE Y hEHEL,
ZOHEEY MSX 1 O Table 25(&, ¢; 28R 3. ki,
BTRRDEHBROBERBETHS. ¢; 73— FLEEKT
id, Table iIXAND 77—~ 1 R TH 5. (a) I& CSA1IZ 3-2CSA
EZRAVWESHE, b)1d4-2CSA ZAVEHETHS. £Va—
JVKN T —kN ® ERI#E v b TkN £8HE L, CSA1, CPA2
T (Ps, Pd) D LA1%# (Ps, Pd) EOMEETS. —kN 3%
DNOHA 2N TTOHELTHL. CSAl TRAN% (Ps, Pd)
DEDHEZEDLEDBDE, ADHEEDTE Yy FRESED
DIZEHBEL TS, CSALIRT V)T 4 HIVIRATH B0, (a)

X3 qselect DEIREHERD—ER

P=rR+9x

(rq-r+p2)N

— kN

” /
]

(rg-p:)N

2"

N

2

X4 BEHEBRIIBITZPD /Oy

DFEBVDUEL 2B, kN OEROEEBRIMAD.

3.4.1 CPA2DE Y MK

qZRRTZ-DDO CPA2 DE Yy MNEZEFHETS. K4 1Txt
93 P-D 7Oy hERY.

$9, P— kN OWBBEE A 2#ETS. P_kN =
(P-kN)~-AXET2. £/, BVED q. ¢-1 2ERT
EFLEBEEBOERRE KN £ 75, FBERE A O LRI,
PHN=2""ZBI2EREHO LROEOEFITELS
BEIICHREBNS, (rg—r4p2)- 2" —k-2"T-A2
0 AL (rg—r+p2—k) 2071 THD. RRICTRHII,
(rqg—p2)- 2" 1 —k-2"" ' —AS0& (rg—p2—k)- 201 <A
THD. LI OHFFEED, (rgq—p2—k)- 21 <AL
(rg—r+p2—k)-2""! ThH3.

KIZAWINES CPA2DEy "N EEETS. S, C% P-kN
O EIFRERBETH 2 LTS, S+C=P—-kN TH%. T
T, N=2""1 IZBUDEEBEEOWE (rq—r+p2) 2" —
(rg=p2)- 2"t = (2p2 —7)- 2" 5, 2F < (202 —71) 277!
b YA S UNDL 2

f = llogy((2p2 —7)-2"71)]

EBATS.

S, C D®BEEEZELZAS,AC,0 < AS,AC < 2° £F 5.
S=8+A8.C=C+ACTHS. MBI CPA2TS+C+2°
EFSE, (S+C) - (AS + AC — 2°) LD BEDHEII,
2 < AS+AC-2°< 2°THB. Zh, AOHEIC



1024-bit

feee ' ' i ra&)x4_1024' +
7e+06 | radix16_1024  x
60406 | - . . .
5e+06 I k - —
§ i s e i
£ 46+06 :
= %
3e+06 g
2e+06
1e+06
0 L L 1 I L
0 1 2 3 4 5 6 7

(ns)

5 1024 Ev bOBRKER

FEhTnhEENI ENS, (rg—p2—k)- 2771 < -2,
(rq—r+pa—k)- 201220055 NB. TI Tk ZEHEMR
HoOH LR

k=r(g' —1/2). ¢ € {~gmaz + 1, .., qmaz}

ETBE, cLf-12FESNS. 5T, BFftEvy b0
Evy hEELT, f-1Ey FEULTHETHIZE W,

ZO&KITBVTIE, CPA1IZCPA2 LK f—1E v hE
ETHEThEI L. ZOMO CSA IR, FhLDED CPA,
CSA &0 1 Ey FREFHITREZE LN,

RIZCPA2 D LWwWOEY MMIBERET S. Zhid,
—(2rgmaz + p2 — 7/2) - 2" < (rR + §iz) — kN < (2rgmaz +
p2—1/2)-2" &V, |log,{(2rgmaz +p2—1/2)-2"1}]| TH 3.

4. ¥ i

EB 4 LEK 16 DFRKRREER % Verilog-HDL TR L,
WE ARV — )V DesignCompiler TER L THONIEELH
MoKEEZRVWTHERLL. ¥~ MNEIOREBIEISD. &G
BEZEERV. SRICEAMNAOMEBERHFICEDEFTHASE
THERRE 172 CMOS 0.18um IV 5S4 TS5 U 2RV, 2D
1TV BEE 30 BOENNHS.

BRY IV OBERMHOEELIETRVEBELEBHARKRL
HHEEHANE. B5121024 By FOBRERERT. HOE Y
FETHIEIERBROEM THS. K5 X DEK 16 TidEK 4
2% LERDR 1.6 5, EEMW 15fELBoTNnS. 41K
REOZEBRERERT. BEEY MEMAZWED, BEREN
Ey MITIKRE L 72 gselect, recoding DEEIT/NE . [@
BREILREE Y RICHHIL TS, £&RELD, 1024y
FORZFRFEE, BREOHET, EH 4 TIIH 34ms, #
¥ 16 T3 2.3ms TITAB.

£S5121024 Ey bDOZ )T 4 AN ADBERKEZRT
BEEROLOKEIELAMELTND. &L, gselect &
RBA2 DBIEMNEBHKENT EN0MS. RBA2 Tid, LT
B ICEMRUEEZ L TWELEOBENAEL > TWNS.

5. b U [

AHX TR, RECEDSHAREEROBHEKLICEZHE
MEEONL—RATERNT B0, BEASNTVEE

F4 KENLERER

n | 7| number |cycle | total total
of cycles | time | time area
(ns) | (us) | (um?)
256 | 4 131 3220422 | 849784
16 67| 4.22|0.283 | 1388766
512 | 4 259 | 3.23 | 0.837 | 1636070
16 131 | 4.26 | 0.558 | 2634339
1024 | 4 515| 3.28 | 1.689 | 3219271
16 259 | 4.28 [ 1.109 | 5182771

&5 JUTARIIVNADEERR

radix-4 radix-16

module | time || module | time
(ns) (ns)

Reg 0.41 || Reg 0.40
RBA1 | 0.65 || RBA1 0.75
q.select | 0.98 || qselect | 1.28
MUX2 |0.34 || MUX2.h | 033
RBA2 | 090 || RBA2h | 045
total 328 || RBA21 | 1.07
total 428

BEFEEZETEAEBREEZEHERILLT—RLLE. FL
T, TOBRIEICEDSEL 4 LEK 16 DEIBZFREL,
BLUZ. HBOBER BERLICXD, KEEEORKEDNE
T, O KELEER ENESNE.

;B APIFIL, 21 2 COE BMBFRMEBKIT, BL
W, BRSNS SRR ET R 5T
WERLEEROZRICEDITbhAL. iz, ERAFEARE
HH AT LARFEERE L y—2BL L) TP A%kREH
DHATITLNEHDTHS.

X K

[1] R.L.Rivest, A. Shamir and L. Adleman: “A Method for Obtaining
Digital Signatures and Public-Key Cryptosystems”, Communication
of the ACM, 21. 2. pp. 120-126 (1978).

2] BARESE : NFRHEFAERROTIVI) XA, ERNE, 37, 4,
pp. 362-368 (1996).

[3]1 E.F. Brickell: “A fast modular multiplication algorithm with applica-
tion to two key cryptography”. Advances in Cryptology - CRYPTO
’82. Chaum et al., Eds., New York. Plenum, pp. 51-60 (1983).

[4] P.L.Montgomery: “Modular Multiplication Without Trial Division”,
Mathematics of computation, 44, 170, pp. 519-521 (1985).

[5] S.E.Eldridge and C. D. Walter: “Hardware Implementation of Mont-
gomery’s Modular Multiplication Algorithm”, IEEE Trans. Comput-
ers. 42, 6, pp. 693-699 (1993).

[6] C. D. Walter and S. E. Eldridge: “A verification of Brickell’s fast
modular multiplication algorithm™, Intern. J. Comput. Math., 33, pp.
153-169 (1990).

[71 C. D. Walter: “Space/Time Trade-Offs for Higher Radix Modular
Multiplication Using Repeated Addition”, IEEE Trans. Computers,
46. 2, pp. 139-141 (1997).

[8] ATk, BEM! b& O REHE : “Signed-Digit M % EIRBEIKICE
D< RSA BB Oty Y DMK 15254, J71-D. 12, pp.
2659-2668 (1988).

[9] H. Morita: “A Fast Modular-multiplication Algorithm based on a
Higher Radix”, Lecture Notes on Computer Science (Advances in
Cryptology — CRYPTO’89). Vol. 435, New York: Springer-Verlag.
pp- 387-399 (1990).


研究会Temp
テキストボックス


(10]

(11]

(12]

[13]

[14)

(15]

(16]

0nn

C. D. Walter: “Faster Modular Multiplication by Operand Scal-
ing”, Lecture Notes on Computer Science (Advances in Cryptology
- CRYPTO’91). Vol. 576, New York: Springer-Verlag, pp. 313-323
(1992).

H. Orup and P. Kornerup: “A high-radix hardware algorithm for cal-
culating the exponential ME modulo N”, Proc. IEEE 10th Symp.
Comput. Arithmetic, pp. 51-56 (1991).

N. Takagi and S. Yajima: *“ Modular Multiplication Hardware Al-
gorithms with a Redundant Representation and Their Application to
RSA Cryptosystem”, IEEE Trans. Computers, 41. 8. pp. 949-956
(1992).

N. Takagi: “A Radix-4 Modular Multiplication Hardware Algorithm
for Modular Exponentiation”, IEEE Trans. Computers, 41, 8, pp.
949-956 (1992).

J. E. Robertson: “A New Class of Digital Division Methods”, IRE
Trans. Electronic Computers, EC-7, 9, pp. 218-222 (1958).

N. Burgess and T. Williams: “Choices of Operand Truncation in the
SRT Division Algorithm”, IEEE Trans. Computers, 44, 7, pp. 933—
938 (1995).

B %, PR, AR BEN SRT REORERRERICE
D < EIRE MR &3, HHILE E R ICE, 43, 8, pp. 2665-2673
(2002).

S. Kuninobu, T. Nishiyama, H. Edamatsu, T. Taniguchi and N. Tak-
agi: “Design Of High Speed MOS Multiplier And Divider Using
Redundant Binary Rep ation”, Proc. IEEE 8th Symp. Comput.
Arithmetic, pp. 80-86 (1987).






