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Grasping the Security Management Situation by Functional Mapping
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Abstract

There is a great expressive difference between a security policy and actual security parameters in
security management, and consequently, policy-based security management might be difficult to
accomplish. In this paper, we propose a new security policy description method that is easy and
consistent, and also describe a functional mapping technique that matches a fragment of security policy
with a software or hardware node in a network system. The description helps security administrators to
draw up security policies without omissions. Also functional mapping helps them to grasp their security
management situation and to discover some inadequate pieces of policy or nodes in the network system
from the mapped situation.
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function.filtering

PC

network.segment.dmz DMZ

network.segment. internet

J N SA network.segment-boundary.dmz-int DMZ
network.segment-boundary. intra-wan WAN

function.router

function. filtering.packet

function.filtering.contents

function.address. ipmasgarade 1P

function.service.integrity

function.service.job

function.encode.des.54 54 DES

account.generic.root root

account.generic.user

file.acl.readonly

file.acl.readwrite

Ffile._password

packet. forward

packet. ip.tcp.httpd 80/TCP

packet.ip.udp.1434 1434/UDP

information.fingerprint

DMZ

LAN DMZ-INT 2
(DMZ 33.

<standard name="DMZ-001-1">

<comment> </comment>
XML <subject>function.logging</subject>
<enforce>add</enforce>
<segment>network.segment.dmz</segment>
4 </standard>

<standard name="DMZ-002-1">
<comment> </comment>

3.2. <subject>function.authorize.service</subject>
<enforce>add</enforce>
<segment>network.segment.dmz</segment>

</standard>

<procedure name="DMZ-002-1-1">
<comment> </comment>
<parent>DMZ-002-1</parent>
<subject>service.*</subject>
<set>disauthorize</set>

</procedure>
3
(DMZ-001-1)
DMZ (network.segment.dmz)
(function.logging) (add)
3

()

function.filtering.packet

function.filtering.contents
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DMZ
SCCML[4]
SCCML
34,
1
XML
1.

0980

2.1

4.2.

<software canonical="ipchains” version="1.3.10">
<function>function.router</function>
<function>function.filtering.packet</function>
<function>function.address.ipmasquerade</function>

</software>

<software canonical="iptables” version="1.2.7"">
<inherit canonical="ipchains” version="1.3.10"/>
<function>function.address.snat</function>
<function>function.address.dnat</function>

</software>
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(&) nfasn —(fo$n faz=fh)) -
) n(—=fa$n —(—f$n -
@3) n(—= f(f$n)) overpolicy
4) n(— f(=f$n) R
5 (5) f(—= n{f$n) underpolicy
(6) n(fa$n f$n ..) -
@ n(—fa$n —fbs$n -
<topology>
<segment name="int" type="network.segment.internet”> ® nfa$n —f$n ) -
<address>0/0</address> ) n(fagn —fa$n) collision
</segment>
<segment name="int-dmz” type="network.segment-boundary.int-dmz"> 9 f(f$n1 f$n2 .. -
<address>207.100.5.233</address> (11) f(—=f$nl —f$n2 -
<address>207.190.1.1</address> —
<hardware name=“fw0"> (12) fa fb(fa$nl fh$n2 collision
<canonical>NEC Express5800</canonical> (13) fa fo(—fagnl —fb$n2 —fa —fb) collision
<model>54wd</model> .
<nic name="eth0">207.100.5.233</nic> (14) f h(fsnl f$n2 h) collision
<nic name="eth1">207.190.1.1</nic>
<software name="fw0-0s">....</software> 2
<software name="pfls">
<canonical>iptables</canonical>
<version>1.4.3</version> .. .
<Jsoftware> Collision( Overpolicy(
<segment name="dmz” type="network.segment.dmz"> ) Unde rpol Icy( )
<address>207.190.1.1/24</address> ( 2 3 _ )
<hardware name="www">
Collision
</topology>
5 2 (9
Overpolicy
44,
(2 @)
Underpolicy
2 )
( 2 (5)
45
2
f
—f
n Collision 3
(A)

@)

(B)

2 ()
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(A) (B) Caollision 1

(C) Collision

Overpolicy

Underpolicy
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[1] BS7799: Code of practice for information
security management, 1999
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(ISMS)
) 5 , http://www_isms.jipdec.jp/
Underpolicy [3]
0.92a
http://www.jnsa.org/policy/guidance/ 2003
[4]
SCCML
2004-CSEC-27(17) 2004.
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