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A Policy Description Language for Policy-based Security Management
Sumitaka OKAJO, Katsushi MATSUDA and Ryuichi OGAWA

Abstract

In order to protect networks against network security threats, many security components with
various security functions have been deployed, and the configuration and management of those
components are highly complex. Therefore, we need a security policy management system to
reduce system administrator’s load.

This paper presents a common security policy language, SCCML(Security Configuration
Coordinator Markup Language), which can express various configuration of security components.
SCCML has three features; (1)to express both access control and monitoring policies, (2)to express
multiple security functions in a policy and (3)to express detailed of a specific device.
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PolicyGroup policyCombiningAlg

PolicyGroup

Polciy

Policy

target "firewall”
PolicyRule effect
PolicyRule Action

(permit) (deny)
policyRuleCombiningAlg
PolicyRule

Policy
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"ordered-deny-overrides”
PolicyRule
effect "deny”
" (deny)”
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PolicyRule
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effect "permit”
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"and”
Conditions Condition
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Obligations fulfillOn
Obligation
"permit”
Policy

Obligation

ndenyn

SCCML

(Track)

<Policy policylD= p iningAlg=" d ides™>
<PolicyDescription>LAN Web <[PolicyDescription>
yRule policyRulelD="p: ingo01” effect="permit">
<PolicyRuleDescription>LAN Web <IPolicyRuleDescription>
<Target>

<Function>packet_filtering</Function>
<InputObject>
<Packet>
<SrcIP>192.168.1.0/32</SrcIP>
<SrcPort>any</SrcPort>
<Protocol>tcp</Protocol>
<DestIP>0.0.0.0/0</DestIP>
<DestPort>80</DestPort>
<[Packet>
</InputObject>
<Action>accept</Action>
<OutputObject/>
<[Target>
</PolicyRule>
<Obligations fulfillOn="permit">
<Obligation>
<Track>long</Track>
</Obligaion>
</Obligations>
</Policy>
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<PolicyGroup policyGrouplD="nidsPolicy001"
policyCombiningType="independent”>
target="nids">

<MonitoredObject>
<SecurityEvent>
<EventName>backdoor, subseven</EventName>
</SecurityEvent>
</MonitoredObject>
<Function>
<PacketMonitoring>
<Enabled>true</Enabled>
<Priority>high</Priority>
</PacketMonitoring>
</Function>
<Responses>
<Response>
<Email>
<MailServer>192.168.3.10</MailServer>
<MailAddress>abc@xxx.com</MailAddress>
</Email>
</Response>
</Responses>
<[Target>
</Policy>
</policygroup>

<PolicyGroupDescription>NIDS </PolicyGroupDescription>
<Policy policylD="packetMonitoring001”>
<PolilyDescription>subseven </PolicyDescription>
<Target>
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CheckPoint FireWall-1

ISS RealSecure
NetworkSensor
SCCML
NIDS
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e  PCIM(Policy Core Information Model)[3]
PCIM
(PolicyCondition )
(PolicyAction )
(PolicyRule )
(PolicyGroup )
PCIM QoS
SCCML
e XACML
XACML
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XACML
SCCML XACML

e Ponder[4]

Ponder
Ponder
Authorization Policy
if-then
Obligation Policy
Ponder
SCCML
Ponder
SCCML SCCML
SCCML
SCCML
SCCML
[1] 0.92a
http://www.jnsa.org/policy/guidance/
[2]0ASIS XACML Versionl.1

http://lwww.oasis-open.org/committees/xacml/repository/cs-
xacml-specification-1.1.pdf

[3] IETF Policy Framework WG PCIM - Versionl
Specification(RFC3060) http://www.ietf.org/rfc/rfc3060.txt
[4]Nicodemos Damianou Naranker Dulay Emil Lupu
Morris Sloman "The Ponder Policy Specification
Language” Proc. Policy2001
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