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abstract IP traceback is a technique that searches DDoS attackers. There are many kinds
of IP traceback methods. In a practical use of IP traceback systems, reliability of the systems
is very important. In this paper, we analyze reliability features of typical IP traceback
methods, which are ICMP, marking, and an UDP method newly proposed. False negative
rate and False positive rate are evaluation parameters of the reliability. First we analyze
mathematical models. Then we compare the analysis with measured values using the real

large network for verification.
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