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Abstract: In this In this paper, we introduce a improved exception handler, based on
debug and instruction trace technology for real-time malicious process nullification.
Proposal system, which is relied on the concept of process debugging is applied for the
prevention of buffer overflow, which makes it possible to nullify the infected process
without rebuilding the application. Previously, there is no technology that the some kind
of control such as stopping for malicious process without recompiling source code. In
experiment, it has been validated that the load stress testing of detecting buffer overflow
is reasonably low in the proposal system.
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LIST_ENTRY m_ListEntry;
ULONG ThreadlD;

ULONG *StackPointer;

LONG CurrentStackLocation;

};
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Vvoid LoadlImageNotifyRoutine{
PUNICODE_STRING FulllmageName,
HANDLE Processld,
PIMAGE_INFO Imagelnfo

LoadImageNotifyRoutine
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