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A Proposal of Worm Detection Method

Following the Infection Process
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Abstract: The network incidents caused by Internet worms are increasing every year. The signature
matching method for worm detection is effective only for known-worms, and is not effective for their
variants and unknown-worms. Several methods for unknown-worm detection have been proposed. These
methods detect worm’s typical behaviors. However, such methods generate many false positives. In this
paper, we propose an improved worm detection method following the infection process that is necessary
for Internet worms to spread.
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