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An Integrated Security Configuration Analyzing System

for Policy-based Security Management
Sumitaka OKAJO, Katsushi MATSUDA and Ryuichi OGAWA

Abstract

In order to protect networks against network security threats, many security components with
various security functions have been deployed, and the configuration and management of those
components are highly complex. Therefore, we need a policy-based security management system to
reduce system administrator’s load.

This paper presents a security configuration analyzing system, which can summarize current
configurations and find security policy conflicts among the configurations of cooperated devices.
The paper also presents a prototype system, which can find conflicts between firewall and NIDS
policies. Advantages of the proposed method to existing techniques are clarified by an experiment.
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<Policy policylD="contentsSecurity001” policyRuleCombiningAlg="ordered-deny-overrides”>

<PolicyDescription>LAN Web
<PolicyRule policyRulelD="packetFiltering001” effect="permit”>
<PolicyRuleDescription>LAN Web
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<SrclP>192.168.1.0/32</SrcIP>
<SrcPort>any</SrcPort>
<Protocol>tcp</Protocol>
<DestIP>0.0.0.0/0</DestIP>
<DestPort>80</DestPort>
</Packet>
</InputObject>
<Action>accept</Action>
<OutputObject/>
<[Target>
</PolicyRule>
<Obligations fulfillOn="permit”>
<Obligation>
<Track>long</Track>
</Obligaion>
</Obligations>
</[Policy>

</PolicyDescription>

</PolicyRuleDescription>
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172.16.10.0/24, any, 192.168.100.0/24, any, tcp) :

(172.16.0/24, any, 192.168.100.100, any, tcp) :
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