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Abstract Recently, infection of Internet worms such as “Blaster”, “Sasser”, and “Netsky” are
becoming a serious problem. To prevent damage from these worms, there are “quarantine systems" that
check the installed anti-virus software and the applied security patches on the client PCs when they are
connected to the enterprise network. They have some problems, however, such that it is necessary to install
certain anti-virus software supported by the quarantine system, and some application programs do not work
after certain patch is applied. In this paper, we propose an integrated worm countermeasure system which
has functionalities such as quarantine, worm extermination, protection, infection detection, and isolation on
network side without depending on client software.
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