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Abstract Time Authority (TA) audits a local clock of Time-Stamping Authority (TSA) in order to
detect tampering of time. It is difficult to verify audit logs of local time after audit of local time of
TSA. Then we propose a method of detecting time tampering by checking TSA by TA. The method is
described as “A Method of Time Certification using Time Evidence”. Because there is the network
delay and the time offset between TA and TSA in the internet, the check may fail. In this paper, we
construct a time distribution system using Time Evidence on the internet, and we get an ideal
interval between checks. We know that it is available to detect tampering of time by using Time

Evidence if the interval between checks are set as ideal values.

TSA Time-Stamping Authority
(1]

0470


mailto:n-kubotera@bp.jp.nec.com
mailto:shima@ap.jp.nec.com
mailto:ishizaki-kxb@necst.nec.co.jp
mailto:n-kubotera@bp.jp.nec.com
mailto:shima@ap.jp.nec.com
mailto:ishizaki-kxb@necst.nec.co.jp
研究会temp
テキストボックス
社団法人　情報処理学会　研究報告IPSJ SIG Technical Report

研究会temp
テキストボックス
2005－CSEC－29（9）
　　2005／5／19

研究会temp
テキストボックス
－47－


@)
TSA

®)

TA Time
Authority TA
TSA Q)
NTP Network Time Protocol [2]
TA TSA
2.2
TA
1
TSA
TA
TSA
[31[4]
TA TSA
TA TSA
TA TSA
2.
2.1 TSA
TA TSA TA TSA

1)

0480

TA
TSA
1 TA TSA
TA TSA
TA TSA

TA
TSA

TA TSA


研究会temp
テキストボックス
－48－


TA TSA tesl tesd4 TA

TA TA TSA
TSA
TA te s 2,te. s 3
tesltes 4
TSA
[ ) TA RN E—
TA te. s 1 =~
TSA 1P e
te.s 2 ——4'\
° TA N \'
IP te s 3 ——(i
* TA te s 4 ——da--"
\ 4
2
3.
3.1 2
TSA
TA TSA

10Mbps 2
TA TSA

TA TSA 2

TSA
TSA
TSA
3
2 2

TA (te_s 1) (te_s_4)

2 (te.s2 tes 3

0490


研究会temp
テキストボックス
－49－


TA

TETEn N S——

te TA_1, te_TA 2
te TSA 2 TSA

(2]

0<T.a 2T g
Tg 2(To+T_d)

Ta TA TSA
T9

To TA TSA
Td TA TSA

3.2

offset

e offset
19.014
-11.708
0.113265

—eTsat

—teTSA 2|

offset

TA te TSA 1,

offset

offset

NTPv4

20

10

80

60

40

20

0500

4 offset

79.071
22.02011

2(To+T.d)

181.558
46.5722


研究会temp
テキストボックス
－50－


180

120

60

181.558

6 2(T o+T.d)

1 offset
9477

182
9477
9477
100%

182

offset 100%

offset

181
9477
9460
99.82061%

181

37
9477
0
0%
37
4.
TA TSA
182
offset
TSA
1 135.5M

0510

TSA

TSA

182
TSA
182

6.6


研究会temp
テキストボックス
－51－


3.2GHz 1.0Gbyte

200 1
33G
1
28
TA TSA
5.
3]
[4]
6.

(http://www.attokyo.co.jp)

[1] C. Adams, C. Cain, D. Pinkas, R. Zuccherato,
“Internet X.509 Public Key Infrastructure
Time-Stamp Protocol (TSP)”, RFC3161, August
2001
[2] David L. Mills, “Network Time Protocol
(Version 3) Specification, Implementation and
Analysis”, RFC 1305, March 1992
(3] , :

, 2003
(4] : , , ,

2004

0 520


http://www.attokyo.co.jp/
研究会temp
テキストボックス
－52－




