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Abstract This paper reports the 4th Annual PKI Research Workshop held on Aplil 19-21st, 2005
(http://middleware.internet2.edu/pki05/), and IEEE 1363 Study Group Meeting on Pairing based Cryptography
and Identity based Encryption held on Aplil 18th, 2005 in NIST.
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AWTI, SF4A19B»H 21 BRT A Y HEKED
NIST(National Institute of Standards and Technology) TBl
&% 4B PKIR&D Y—2 ~av 7 (4th Annual PKI
R&D Workshop) IZ2W\WT, TOMELZHETS. AV —2
Yay i, 2002 EIZE 1RV -2 ay 71 BAREAT
LAsk, ABRSEIRAEEMAR (Public Key Infrastructure, PKI) (28
TOFRT—27 v ay 7L LTHE NIST ICTHESA TS,
BRFEOHEMIONTIL, BA—A_N—JICTHRIB L OB
RERDBR SN TS [1~[4]. 2 PKIFFET—2 2 a5
7, 3B PKIR&D UV—7 ¥ 3y Z7OBBEIZHOWTH, Zh
ENXBK[5), 6] #BRDOZ L.

SEDT—I v ay T~DBMEL 121K THY, TAUH
PADEECSMARKL, 770 (3), ATE(2), AF7F
(2), A=RALFVT(2), /VMT=A(2), TALTLE (1),
A7 801), BE (1) THY, BAILREED 1 ATH
LEABBMUL. F20, BI3BT—2 vy 7OBMER
BiZEhEh 120 £RE, 100 4BRETHENT, SENT—

7 ay 7N D LIIERAROBRME L Rote. T A Y AL
OBMERICEALTIL, H2@ETIR 1L A, E3ETILT A&
2oTEY, BNEYK SNEHEL TLBEDT—2 v ay
PASURS: 711V -R2F il

BMEDS L, KEEREILDZIILETHY, BAFREEE
X120 B12E, ZOMMITEF =Y T A LENLLDOBMBEN 5D
le. BEDT =2 v ay 7 THRITHORIERICMA, BiF
BE, SERVERSBITONZ. ABL LT, PKI OHEER
PR PKIIZE 5% —E X, BAFIZL D PKI, 2—#E Y T4,
RERBAR L, BIERYREELSLLE LEBEOSHFI
BT 28Rs-Thhi. £, ALB~0LBBEKILBET
HY, BRPIL51.5% &LleoTNB.

EBIT, KU—2 v ay7BRERTA® 4 A 18 BIZ NIST North
I CBAf# S v/ IEEE 1363 Study Group Meeting on Pairing
based Cryptography and Identity based Encryption ~% %
MLIEDT, ZOBMMEEZITS.

ABRXTIL, 2 ETH 4B PKIR&D 7—2 vay7Z7n7n
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R, ANAVER, BEREOBMELRETD. 5 ETIXIEEE
1363 Study Group Meeting on Pairing based Cryptography
and Identity based Encryption I THER S/ RERBEZ#
ET5H 6ETARANELDETFT.

2. 7RIS LEE

General chair: Ken Klingenstein (Internet2)
Program chair: Clifford Neuman (University of Southern)
Steering committee chair: Neal McBurnett (Internet2)

Local arrangements chair: Nelson Hastings (NIST)

Program Comittee

Clifford Neuman, USC-ISI (Chair)

Peter Alterman, National Institutes of Health
Bill Burr, NIST

Yassir Elley, Sun Microsystems

Carl Ellison, Microsoft

Stephen Farrell, Trinity College Dublin
Richard Guida, Johnson & Johnson

Steve Hanna, Funk Software

Peter Honeyman, University of Michigan
Russ Housley, Vigil Security LLC

Ken Klingenstein, Internet2

Olga Kornievskaia, University of Michigan
Neal McBurnett, Internet2

John Mitchell, Stanford University

Eljic Norman, University of Wisconsin
Tim Polk, NIST

Ravi Sandhu, GMU; NSD Security
Krishna Sankar, Cisco Systems

Jeff Schiller, MIT

Kent Seamons, Brigham Young University
Frank Siebenlist, Argonne National Lab
Sean Smith, Dartmouth College

Michael Wiener, Cryptographic Clarity
Von Welch, NCSA

Will Winsborough, George Mason University

3. Jagsh

Session 1: Papers - Shibboleth and more

e “Adding Distributed Trust Management to Shibbo-
leth”, David Chadwick, Sassa Otenko, Wensheng Xu, and
Zhi Qing Wu University of Kent, England

e “Attributes, Anonymity, and Access: Shibboleth and
Globus Integration to Facilitate Grid Collaboration”, Von
Welch, National Center for Supercomputing Applications,
University of Illinois, Tom Barton, Networking Services &
Information Technologies, University of Chicago, Kate Kea-
hey, Argonne National Laboratory, and Frank Siebenlist, Ar-

gonne National Laboratory

e “XPOLA - An Extensible Capability-based Autho-
rization Infrastructure for Grids”, Liang Fang, Indiana Uni-
versity, Dennis Gannon, Indiana University, and Frank
Siebenlist, Argonne National Laboratory
Session 2 - Panel - PKI Interoperability and Feder-
ations

e “Interfederation Interoperability, E-Authentication
and Shibboleth”, Ken Klingenstein, University of Colorado;
Internet2

o “International and Bridge-to-Bridge Interoperability”,
Peter Alterman, National Institutes of Health

e “HEBCA and Phase 4 of the PKI Interoperability
Project”, Scott Rea Dartmouth College
Session 3 Papers: Services in Support of PKI

e “The Design and Implementation of LDAP Compo-
nent Matching for Flexible and Secure Certificate Access in
PKI”, Sang Seok Lim, IBM T.J. Watson Research Center,
Jong Hyuk Choi, IBM T.J. Watson Research Center, and
Kurt D. Zeilenga, IBM Linux Technology Center

o “PKI without Revocation Checking”’, Karl Scheibel-
hofer, Institute for Applied Information Processing and
Communications, Graz University of Technology

e “Delegation Issuing Service for X.509”, David W.
Chadwick, IS Institute, University of Salford, Salford, Eng-
land
Session 4: Papers - PKI In government

e “Meeting the Challenges of Canada’s Secure Delivery
of E-Government Services”, Mike Just and Danielle Ros-
marin, Public Works and Government Services Canada

e “The Use of PKCS-12 in the Federal Government”,
Tice F. DeYoung, National Aeronautics Space Administra-
tion

e “Secure Access Control with Government Contactless
Cards”, David Engberg, CoreStreet, Ltd.

Session 5: Papers - Improving the Usability of PKI
¢ “Identity-Based Encryption with Conventional Public-
Key Infrastructure”, Jon Callas, PGP Corporation

e “A Proxy-Based Approach to Take Cryptography Out
of the Browsers for Better Security and Usability”, Marco
Carnut, Tempest Security Technologies and Evandro Curvelo
Hora, Universidade Federal de Sergipe - DCCE/CCET
Session 6: Standards Activities

e “Internet Engineering Task Force update”, Russ Hous-
ley Vigil Security LLC and Tim Polk NIST

e “Pairing standards for Identity Based Encryption”,
Terence Spiess Voltage Security
Session 7: Papers - Scale and performance

e “Side-Effects of Cross-Certification”, James Fisher,
Mitretek Systems

e “Evaluating the Performance Impact of PKI on BGP
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Security”. Meiyuan Zhao, Dartmouth College, Sean Smith,
Dartmouth College, and David Nicol, University of Illinois
at Urbana-Champaign

e “Observations from the Deployment of a Large Scale
PKI”, Rebecca Nielsen, Booz Allen Hamilton
Session 8: Work-in-Progress talks

e “Ceremony Analysis”, Carl Ellison, Microsoft

e “An idea for Instantaneous Secure Enrollment”,
Marco Carnut, Tempest Security Technologies

e “Modeling Strength of Security & Its application in
PKI”, Ho Chung, University of Southern California and Clif-
ford Neuman, USC-ISI

e “PKI Projects in Brazil Jeroen Van de Graaf’, Uni-
versidade Federal de Minas Gerais
Session 9: Papers - Miscellaneous

e “Language Based Policy Analysis in a SPKI Trust
Management System”, Arun K. Eamani and A. Prasad
Sistla, University of Illinois at Chicago

e “Enhancing Security of Security-Mediated PKI by
One-time ID”, Satoshi Koga, Kenji Imamoto, and Kouichi
Sakurai, Kyushu University
Session 10 Paper and Panel - PKI In Healthcare

e “On Securing the Public Health Information Network
Messaging System”, M. Barry Rhodes, Centers for Disease
Control and Prevention and Rajashekar Kailar, Business
Networks International Inc.

e PANEL: “PKI In Healthcare”, Richard Guida, John-
son & Johnson
Invited Talk

e “Progress in Hashing Cryptanalysis”, Arjen Lenstra
Bell Labs (Lucent Technologies)
Birds of a Feather session

e “Usability and Human Factors”, Eric Norman, Uni-

versity of Wisconsin
4. RERNRE

AETIX, F4EB PKIRED V—2 ¥ a3y 72BN TRER S
IR, SRV, BEREOBEL VLSBT 5.

“Adding Distributed Trust Management to Shib-
boleth”, David Chadwick, Sassa Otenko, Wensheng Xu,
and Zhi Qing Wu University of Kent, England

Shibboleth &4, PN YA - F U EFREETS, U=
TR—ADBIERRFT L AT LD 1 DO Thd. KRLTHE, &#—
Ty YA beF Y PrF A MIHEIZEREL TO SRS S
ELvHZLhb, Shibboleth ® b T R b EF AZHIBRIH D
REfEHL, TORMEY X509 EREL A D I L TRIRTTHE
THHIEETLTVS. BELEFFR PEFATIE, B
DREDIER DG BHELRBITTELRETHY, F—Fy ML&
NEERTIMBRTELRE, LLTW3.

“XPOLA - An Extensible Capability-based Autho-
rization Infrastructure for Grids”, Liang Fang, Indiana
University, Dennis Gannon, Indiana University, and Frank
Siebenlist, Argonne National Laboratory

Yy N X2 VT4 - A TF5RbF727F % (GSI) T
2, ABRBURATINREMOREEEL L TEASATNS. 7
Yy FY—EREANSDITE, £ OFFHE GEHERT,
7Yy F=y 7REFRE) BREERS. ZhikY, EBEO
ZYy RT7FVr—va  iiBit RAMEL LT, FHON
RENZ LU, BRI SN2 —FPY— b REHETHULD
ZENTED, REBEELTVS. BEfFED Fine-grained au-
thorizaiton 73 & L Tix, ACL £/ (Akenti, Shibboleth,
PERMIS 72 &), Capability €7 /L (CAS, VOMS, PRIMA)
REBHDN, BEOHRTILI—REHI2 Web/Grid ¥ — & 2%
AT Iy 7 BF—CRAEBE/L TRV, FRITIE, —#
Hy72 Web/Grid 4 — & RIZA L, MAVRIBEA L7 T & R4
87 XPOLA R I TS, FHRL, 2—HFL~ALT0
peer-to-peer SHBRIZE SN TH Y. MIARRAFTRY v —Iz
&£ % Web/Grid 4 —EZADBEEHL TS,

“PKI without Revocation Checking”, Karl Scheibel-
hofer, Institute for Applied Information Processing and
Communications, Graz University of Technology

BIED X.509 ZEFAE % AV 2 PKI X7 A, SEFAEOED
PERERR (revocation check) 23{Th#L57-%, RAEMIZ/2-
TV5. ZORBEITIHE, CAILL > TIXENLESL R
BT HDIZBmN IR FBENPD, 254 T Mt oTiE
NOETOEREZNETHEDITH IR FRENTE. FBXT
T, ZOXIRAIEEIBOFHRE ZMIERL =9, CAK
HLTHYFA U TTI/RRATHZLICL Y EHERERTS
VAT APBREEINTNS. YIab—rasitdh, KR
7 DA UEROE MRV FHETH S CRL, %5 CRL, OCSP
BLEIZEME - HEOHEMEN RV EAREATNS. KA,
OCSP [Afk, 27 747 v b ESHERERR D 1= NREEH — /i~
TIERRATHILENHIEATHA.

“Meeting the Challenges of Canada’s Secure Deliv-
ery of E-Government Services”, Mike Just and Danielle
Rosmarin, Public Works and Government Services Canada

ABRXTIX, AAREYFATO PKIIZ L BRIAEDK -
REIZHAT 52 OB, EORE, SLOrYRRicED
HHEBL LT, A FHICBTBREBBAENATNE. v
T, BFBMY—E X% ¥ #— 55 & LT Secure
Channel (SC) L FHENZBIEY — L A2 EALERY hT—2
EBRVPTERA~EFEN TN S, HTRIZSC 2FIAT 58, epass
EFEEND IS S B RITOARBHERAELFIATX 5. f8E
LT, AT FEELOHBIZYT bR, FHISHTO
RY I—RE VX RA~DERDEVN L BHEEEMME, ERD
FEREDMELNHSD. O, BFEROIMMERRIET S
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rHOYR— MIETAMBELEETS. FELIL, v R
RUECEDAEMBEICHT S I NETORY AL, BIUBRE
FCICME SN TOARVEIEZBAL TN S,

“Identity-Based Encryption with Conventional
Public—Key Infrastructure”, Jon Callas, PGP Corpora-
tion

IBE 27 AQRBKEVEE, +7 74 TORERDFEE
ThHhHEVI EABETONS. LhL, 774 TORER
BEAMOMBENEZ 5. flzif, FTEa—FHRREERL,
FO@REFIA LI A SLEE, VA FFrRNVEEEHD. £
7o, REENEHETHD EVIMERDD. T TERIXTIL,
I E D REERRRT HIDICA T A TRERT S IBE
VAT ARERLTVS. RET 474 VBEMIBE ¥
AFEEAVBZEICLY, BFEVRT LALOMEEM, IBE
L' nonIBE Y A7 AERE I v/ AT, HKENHLOHL
Bige s 2T AL FIFFRE (RSA, DSS 728) &2 R0%%
bhb.

ISR JLEHE: “Internet Engineering Task Force up-
date”, Russ Housley Vigil Security LLC and Tim Polk NIST

ERFETH, MEOV—2vay 7 b0 IETF L L B 1E
EOEBRR, BLUORMROMENSRE Sl #BE L
T, Public key infrastructure using X.509 Ti¥, KF¥= X
Fo/aB, RFC3779 (BUEME 3280bis, SCVP OfER) , &
18 3280bis OF LW a7 & LT, EBMRARMITOR
BDOYHR— b EIEFE L (DN, IRl, A—AT7 FVR) . £k
PKI for IPsec (PKI4IPsec) 123V Tid IKE D7) OIERE
ZaT7 7 ANVEERLTVS. RFRMAEL LT, PKI4IPsec
255 VPN F1L ADBREHRHDH. BFFATIIERICET
BFFaAy MUBEKRTLER, 7atar @345 877
FIZEFRERTHD. WG 0 BIER, BREFHRELITEDRTD
EHDEFAER, BROHOT L—bT—I R, BLT
% credential type DD T 17 7 A MERDET b D,

LM R: “Pairing standards for Identity Based
Encryption”, Terence Spiess, Voltage Security

AHEFEL, KRECHFATS 20054 4 A 18 BICBREShT
IEEE P1363 Working Group D{Z#{L I —7 4 ¥ 7 &MED
1AICEBRETHY, RTY L ITERAVERES VAT LOER
BLEHOMENThhl. BIICRT Y Itk o TEEAT
X2V AFAELT, IBE VAT A, IDR—RADORBTHK, F
% (160bit B4) , ERTELRR( L 2N L, KIRE
{LIESHD B i1X PAR (Project Authorization Request) @ F
57 MRFETH A, PAR T, EHRK OB KL E A,
IEEE-SA DIE#(L 7 ot R IZHEIL TWA Z & 2w EEE
HLMET 5. ¥IEMEIT, 0 PAR % IEEE-SA Oz
ZEB%2 (NESCOM) Zi##H7 5. BREOHROK S ¥ MIIR
S1E% 128/256 £ YLK, BIUORT Y w7 EBEDO LA
Yoyt ERnELLRTVD

“Observations from the Deployment of a Large
Scale PKI”, Rebecca Nielsen, Booz Allen Hamilton

7 A Y W AEREEHKASE (DoD: United States Depart-
ment of Defense) 7% 2000 €12 PKI Z @AM L TLK, %
DAFRBITHAE— Y 350 FADKN, 85% LU EDEHEL
Common Access Cards (CAC) ZFAVWTRITLTWS. XK
XTH, HEREKXEMD PKI OFRLFALENTE, Ak
BIEFPRENTWS. DoD PKI ZERT HBRICE @S~ &
AL LTPKI DR, CA DISEME, YR7 AEHAT 5/ —
FO=7 - V7 b =T OEBREPETOND. E-EHH
TERLMRRELRMABEE L CEEAEORDHERIENE T O,
FIRENPRLMLELTOHEL L TRETHFEEL, Ak
BHELTRRBY V—DRE, 2—¥RT7T7Vr—va VHAEE
T AHBRENFEETD. SHIL, ThooREICHT
DoD O ZNETHORY MHLRSBOBMAREASTHLTND.

“On Securing the Public Health Information Net-
work Messaging System”, M. Barry Rhodes, Centers
for Disease Control and Prevention, and Rajashekar Kailar,
Business Networks International Inc.

Public Health Information Network Messaging System
(PHINMS) & i%, Centers for Disease Control (CDC) IZ&
VB ENT, AVE—Fy bEFLERLTEREOR
Ay —UEREVATLATHS. AWRXTIL, PHINMS 2
HLUTELAREF YT A OBENL VAT AERH LR
NEE S BHEITi, R - R - WEM - FHETE -
Fet, BLIVARVRATAIBITD PKIRTZ 747 U+—,
R OMEEREIZ OV TR LERERA#RE STV S.

JISFLHEE: “PKI, Security, and Health Care”, E
FL—4 : Richard Guida, Johnson and Johnson /%%
5— : Terry Zagar Biopharma SAFE initiative, John
Landwehr Adobe

£5 L—# T 5 Richard Guida 751, KL THOEEFH
ZET5EX2 Y T A OBERBBAShI. ~RTTIZED
BA-HEE LTRES, Fkk, 8% EREHRSH BUY, oF
REBFELTNS. ZhbaEAOREICETSF® (PHL
Personal Health Information) MY BV OBRNPORD L,
BEOEREEZ I N—T 4 L LTESH - Kbt - BE - BFRHE,
BEIFEDRVNA—T 1 L LTERBRSH - BFICOBSh
3. PHI DELOHFMIOWVTH, WS ONDERIZE o THRE
ERTHY, BOEF=2 )T A ORANLELLRS. PHIICH
FTHAEL 7o AHIE LT, BEOER, RRTROEE,
S EAG, KIVAET R, FRENICK L Cretk/REE/
WEERVEL RS, BEO~NNVATFTIZET2EX=2) 74
X, 12 & A LN ID/PassWD X—ZXDFBIEIZETNTND A,
BTEIEEEEIZ bl > TAMEE AWV ERFES— RO HR~
OBEHBEE->TVS. EHFLAVDIILITL->THELAS
FIS L LT, BWHREERN TN D, BLHOARE S
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John Landwehr % “Digital Signature Update Acro-
bat/Reader7.0” &\ V) # 4 /LT, Acrobat/Reader7.0 12351}
SEFBL~ORY AW THHASNE. EFELII 74y
D TRERBAVEDES (ED KX 2 A 2 bERESVOER
LicDhy, BESH TV Va2 L2 AL L, 1999
0 Acrobat4.0 H b FIAFIFEIZ A2 o7=. Acrobat/Reader7.0
TH Lo & L LT, OCSP, RFC3161 D¥ A AR X
7, 7V v Y CAnbOERAE, XML B4, SHA-256 #&:E,
PKCS#11 DY R— p 2L ~DORIERDH D . ARWRBIB=F
BRIz L 57 X b & LT NIST PKI Test Suite (250 LA EDF
A b%27Y7), DoD JITC Certified (£FZ rx 27 Y 7),
FIPS 201 cards (FffitP) Z2EXZIF TS, Fio, AMET
IEPDF TRARWI T VIZx L THBENTETHY, b
A=<y bDT7 74 /V% PDF 7+ —b~EftL, B4L0E

BTN TES.

{R#¥AW: “Progress in Hashing Cryptanalysis”, Ar-
jen Lenstra, Bell Labs (Lucent Technologies)

FRETIE, Ny vaBEBEDL ) REEEF - -BEKT
H D50 EFRA L%, MD4 % MD5, SHA family 72 & D~y
VaBBIIHT I SMTOBEEE RN L. T OB, 2005
F 2 BIZBRENT Wang Iz L 3HFEDOREE (SHA-1 2%t
FTH7UFL-3Y Va BT HHE) AL, SHA-1 M
010 FETHODEFHLE ) THD VI RBERNE. Zh
ETREREINHREILTIVF A - aYJaThh, &
PBRIZBROHIHBIIIORBLRNEEZ SN TEREN, &
ERDBEREEE ST — S ICERTHILNAEERD I L &,
X.500 FEAFITH T DHELHI & LTBA L GEREOY A
M7 2T, MD5 IZESWe B4 X.509 FEHBOM AR &
ATND) . Zok S 2RMER </, Twin RSA EFETh
DH772 RSA AR AT AOBR AR LT,

5. IEEE 1363 Study Group Meeting on
Pairing based Cryptography and Iden-
tity based Encryption

AETH, $4BPKIR%D UV—2 v 3y 7O/B (2005 4
4 A 18 B) IZFAfg& iz IEEE 1363 Study Group Meeting on
Pairing based Cryptography and Identity based Encryption
DEMBEZTH. FL#ILIEEE P1363 V—% > 7 FL—F
CEB2BTHY, T Y ZIZESWE IBE VAT ADIEHE
EZBIELTVS. SEDOBMNEL UL Thotz. A2HT
FHREGENBERITbI, RRORPTLEMNERM TOZS
DHEEECEI > Tz, RXRBRZEOLHEL &L, (L
A TOHESRCBEENEHRREZME L LT, % LD
IEBT VRN 20 0HERBITONE. ALzl
A&l RKREKHL, 1EEE P1363 WG DIEEN% %15 ¢ 5 HP
MR icTalEhT 3.

“IEEE Standards Process”, William Whyte (NTRU,
IEEE 1363)

IEEE © WG TIEEMINIBRICULERFHEEIZOVTHR
REhie., BIICAR Y —% B2, Study group 3% L
TPAR 2BHT5. TO% WG 2#AR, FXxaA  baE
WTRAR Y —RBELEITH. WG I—F 4 I TORECILH
REO TSN UEOBBENLEL 25, BFEPRMLESER
BRENLELRY, BRENKRHLEHE, RevCom (review
committee) IZL VYV FEEIND. TOREICIILBEDa AL K
BT FLRENIZ &, 3L OEDEH(LA IEEE HA K54
CEBELTWAZ LAHREN, TORETONBELRAGEIN
5. IRNHLDOTIHRELMTREIE 3EHNS.

“Pairing Standards”, Hovav Shacham

AT Y 7 OB, X7 Y 7T 3RO
RREDED T A—FREIZONTRERLE. _T7 YLy
ERETOIROF T a L LT, ERTEE . h—F - =7
Yo TDEALTRERDHD. LirL, $RTOELEDELR
BRI D e, EELEEL - FE - BRAXE LI RZ0T, EA
ELTEHEEEDORa -T2 8/ME, L0 —B2I—THED
FIF, #FEPEREETHA IREDOK, Lol tdEZS
VERSHD. BREVHEBTDEASA—FL LTI, —7
i3 Supersingular ¥ £ U ordinary, #HDRBZEBIZIZ k=2 D
%, Tate N7 Y 7 DB EFERAT DL VoI ENETFENT
w5,

%72, Mike Scott (Noretech Ltd.) 75 {7 Y v 7 ni=
BRIZOVWTOENH Y, B TIZ, TRATE B TEE
FTHOANCHLTTZ LY FY—ThDZ & EFEMEERNT L)
BRETH D L7z, BEDOST Y o 7 OHFREIMERI L
5 < “reasonable’ 2EF 2 Y F 4 L ~/IZEV T Tate ~
TV TDOERWell STV 7L 0 BB- L uTELE.
L LT, REMERNSE L Tbh5 LS IRHT 52,
BLUOESRERENToTNBZ L L Hovav DRER L ORIDEE
REBTHETH D Z L 25T,

“D20.1 Draft Standard Specification for Password-
based Public Key Cryptographic Techniques”

2005 4F 3 A 31 B OEFLHICT PKRS-1 12395 e
B ENZDT, TAICESVTRT 7 L D20 2 FH L1 -
@G ESn. BHEIZIL, PKRS-1 KT 3HBED X
U — FERIOHIRRIZ OV TEM, BECTNA—F 2T — Kz
PWTOTREBEIE L. BREDOHRATIE, FEA 2v—
FOERHBBEL 20 BE, 2—FILB/52 7 — SRR
HIRIC 2 3 Rt fsm s nr-.

Ei, T Y VLB IBEZERD K57 MEEICET5
TARD Y a rpfThh, BIEERT ORBAAI RS2
WhrsELabhic. #IROT T, IBEXREE S0,
BEA PABABTEFIBRLTETVEDTEEST~& Tidizl
», BEOHTEDATNS [FAITY L] LiEEDLH A
ERTHES>TW20%, MIZELOTr s FpEET S0
2 2DDIBE N—RDBAEELTY, BAICE+ D oD
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7 FBTEET S 2 LERER) , Lhotka RN SN, A
BOEENHKRBEINL.

6. ¥ &£ &

ABRLTH, %46 PKI R&D U —7 ¥ ay 7 OREHRE
EoWTHE L, U—27 v ay 7BNEIIRX AR LE
FHENEA SNEH, BXRCBRRIHIT—7 Y3y 70
R—bR— 4] EIZABERTWS. 7, IEEE 1363 Study
Group Meeting on Pairing based Cryptography and Identity
based Encryption 22\ THHE L.

] #

AHFRO—ERIL, 21 ##4 COE 7usF s [V AT ARBRFETO
HEEARS 2T AR OXE, BLUMEEBA €3 ARFERIFRR
MENLOXEFZ I TS, £k, B—EETRREWRRENE
FEBRHHE (BTFRREME WEET : 06737) »HOXEER
DAGALR

X 3
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[7] A. Lenstra, “Colliding X.509 Certificates bascd on MD5-
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