#HEEAN HFHROLEES RS
[PSJ SIG Technical Reports

2005—C S EC—30 (63)
2005/7/22

USB T NAAERWET ANV T LTy
REFRDORE LM
FE G B EA Vg wHr fere Rk B—r
TR EBKFERER L ERERA T 4 7 FEK
T 101-8457 FRER TR A X4 HERAT 2-2
FOEMK 11 548 11 B 1102

E-mail: ' {ashino, kokawa, sato} @isl.im.dendai.ac.jp, ' sasaki@im.dendai.ac.jp

HHLEL AU F—XFy FEADERIHED, RET7 7R REORBIIRHLL, TUINT—F OF LM FEE L,
FARBREIMADT-DOEPHEN L ATHHTVFNL T4+ LYy 7 (Digital Forensic) MREIEER STV 5.
S®%IZ, CEOBRAREOMBANHKRIZLE bV, MBELSHERR LEOERBIAREEITo TRV L OIS T
RL, FRCHLRAENTHIVEIICL TV BRI ERBEEX L. 22T, EELIZ0Ld Rz LA
T2, (1) 1CH—FREMDUSBF L RE, (2) EXFY YRABLFEITEA, (a) LBZFThiZLSE
BHEEDLIICTDLLBIT, (b) HEALTRVWILZAATELFREZEELE. bbb T, AREFRO S0 b4
A7ERFEL, FMHETo-OTHRETS.

F—U—F USBTFNAR, ZxLrVvl, bRFVVREBE, Fx—=FNya

Proposal and evaluation of digital forensic logging system using USB Device
Yuki Ashino t, Hirohito Kokawa ', Tsukasa Sato t, Ryoichi Sasaki
' Tokyo Denki University 2-2, Kanda-Nishiki-Cho, Chiyoda-Ku, Tokyo, 101-8457 Japan

Abstract With development of Internet society, Digital Forensic which is the technology and the social structure to
prepare digital evidence for a lawsuit attracts against illegal attack has been paid attention recently. In order to achieve the
accountability of a company from now on, we thought that the evidence that financial accounting information must be not
altered and that proof must be secured become important in order to cope with a lawsuit. We developed the system which
use (1) USB device and (2) hysteresis signature technology, and can prove (a)that logging is obtained only when user
operate the PC, (b) that log is not changed. In addition, we report the system and results evaluated by using the prototype
program.
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