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Abstract These days, Attacks which alter data in memory illegally are one of the most serious security threats.
Although a lot of detection systems have been proposed so far, most of the systems have the problem that only
a part of the alteration of data in memory can be detected. And, some detection systems use secret data. But,
if an execution code has a bug like format string bug which enable attackers to read data in memory, data in
memory might be altered illegally because the secrete data might be guessed by the attackers. Then, we propose
a system which detects the alteration of arbitrary data in memory by attackers. Moreover, this system doesn’t
have the vulnerability that exist the systems which use secret data. )
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