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Abstract
This paper reports Information Security Conference (ISC), International Workshop for Applied PKI (IWAP),
and Secure Mobile Ad-hoc Networks and Sensors (MADNES) held on September 20-23, 2005 at Sentosa, Singa-

pore.
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e Access Control

e Ad Hoc & Sensor Network Security
e Applied Cryptography

e Authentication and Non-repudiation
e (Cryptographic Protocols

® Denial of Service

e E-Commerce Security

® Identity and Trust Management

e Information Hiding

e Insider Threats and Countermeasures
e Intrusion Detection & Prevention

e Network & Wireless Security

® Peer-to-Peer Security

e Privacy and Anonymity

® Security Analysis Methodologies

® Security in Software Outsourcing

e Systems and Data Security

e Ubiquitous Computing Security

00000000 Authentication and Non-repudiation
O Systems and Data Security 00000000000
000271 000000000000 38000000
000000 500 student paper 000000000
0000 3000student paper 0000000000 20
000000000oooooooooooo 150000
student paper 0 8 00 O 0O 00O 0O O Invited Talk O 2
000000ooooooo 1e00oooooooon
0360000000000 0proceeding 0 LNCS3650
goooooo

0ooooog8u3000090 200000000
0 Samos 00000 OOOODOOOOOOWeb[4]0O
goooooo

2.2 ITWAP’05

IWAPDO PKIOOOOOOOOOOOOOd2001000
00000000oOoono 400000 0Call For Paper
O0DO0D0DO0OIWAPOSOODODOODODODOOOODOOO

e Authentication & Verification

e  Bio-PKI & Mobile PKI

e (Case Studies

e (Certificate and its Revocation

o (Cross Certification

¢ Design & Implementation
e Interoperability & Standards
e Key Management & Recovery
e Legal Issues, Policies & Regulations
e Modeling & Architecture
e Privilege Management Infrastructure
® Protocols & Applications
e Reliability & Fault-Tolerance
e Risk Management & Analysis
e Security Analysis & Testing
e Signature Validation
e Time Stamping
e Trust & Privacy
00000000 Trust & Privacyd Signature Valida-

tion Authentication and Non-repudiation [ Systems
and Data Security 0 0 0000000000000
043000000000000 15000000000
0o000O0oboOob 3o00o0ooobooboon 18o0oa
00000OInvited Talk 0 10000000 O OProceed-
ing000000O0O0OO0 (4th International Workshop:
IWAP 2005 Volume 128 Frontiers in Artificial Intel-
ligence and Applications Edited by: J. Zhou, M.-C.
Kang, F. Bao and H.-H. Pang September 2005, ap-
prox. 280 pp., hardcover ISBN: 1-58603-550-9 Price:
US$108 / .90 / £ 62)

2.3 MADNES’05
MADNESOOOOODOOOODOODODODOODOOOO
jdddooooooooooboboobobobobooboobo
OOO0O0O0O0Call For Paper 00 0O0OMADNES 050
gooboooobboooo

e Security and fault tolerance
® Privacy issues

e Security & privacy applications of mobile agents

and intelligent autonomous systems

e Distributed denial of service attacks and de-

fenses
e Mobile code security and verification
e Key management and trust infrastructures
® Security, privacy and efficiency trade-offs

® Secure distributed algorithms
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e Secure & private protocols for dynamic group

applications

e Secure location, discovery and authentication of

neighbors
® Secure timing and synchronization
e Secure/private data collection and aggregation
e Secure self-configuration
e Secure routing

® Analysis and simulation of security and privacy

properties
e (Case Studies
e FEnergy efficient cryptography

12000000000000 300000000000
OO0 1600000000Keynote Speaker 0 40000
OO0D0O00OProceeding 0 LNCSOODODODOOOOO

3. 0000

3.1 ISC’05

A Dynamic Mechanism for Recovering from Buffer
Overflow Attacks Stelios Sidiroglou, Giannis Giovani-
dis, and Angelos D. Keromytis
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0000000000000 O00O000OO0DOOApache
0000000000000 0 full-protection 0O OO
0 20%0 00 00000 selective protection 00 0 0O
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Time-based Release of Confidential Information in
Hierarchical Settings D. Nali, C. Adams, and A. Miri
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Trust Engineering: From Requirements to System
Design and Maintenance — A Working National Lot-
tery System Experience Elisavet Konstantinou, Vasi-
liki Liagkou, Paul Spirakis,
Moti Yung

Yannis Stamatiou, and
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Certificateless Public Key Encryption without Pair-
ing Joonsang Baek, Reihaneh Safavi-Naini, and Willy
Susilo
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Tracing-by-Linking Group Signatures Victor K. Wei

Tracing-by-Linking 000 O000000ODOOO0OODO
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Keynote: Security in Sensor Webs Doug Tygar

Sensor Web O RFIDOOOOOOOOOOODOOO
goooooQoOoOoOoOoOoQopoOo0oUoUUUooogoo
0ofdoooooooooboooooooooooao
TESLAOOOOTESLAOOOODOO MACODDOO
000000000000 D00ODOOO0OPolution Attack
000000000 Merkle Hash Trees 0 accumulator
0000000000000 O00U0UUDUDoDooUgOgg

Building a Cryptovirus Using Microsoft’s Crypto-
graphic API Adam L. Young

00000000 APIODOOOO eryptovirus 000
O00O0OO0oDoOooDoO0OOcrpytovirus 0O OOO0OO0ODO
O000o0o0oo0oU0ooooooOooooooooooao
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Integrity Improvements to an RFID Privacy Protec-
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tion Protocol for Anti-Counterfeiting Xiaolan Zhang
and Brian King

RFIDOOODOOOOOOOOOOOO0O0O0D0DO2003
O JuelsO00O0OO0O0OO0ODO Squezling Euros protocol
Oo00000000oooooOoo0o0o0o0ooooooo
O00obooooooo

3.2 ITWAP’05

PKI Challenges: An Industry Analysis Geraint Price
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On Automatically Detecting Malicious Imposter
Emails Erhan J. Kartaltepe and Shouhuai Xu

0000000000 Email000000OO Multi-
server Authentication User DEtection(MAUDED 0O O
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0000ooooooocpUOOOOODDOODDOOO
JoddooooObOoo0oooooooooooobooa
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A Generic Protocol for Controlling Access to Mobile
Services Shuhong Wang, Yingjiu Li, Bo Zhu, and Nan
Hu
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0000o00oooU0ooooooOoooooooooon
00000000000 0ooooooooooooog
000o0oooooOouoooooouooooooooon
O0000ooooooOoOoooooOoooooooooon
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On Universal

Composable Security of Time-

Stamping Protocols Toshthiko Matsuo and Shin’ichiro
Matsuo

0000000000000 Back-dating AttackO
Forward-dating Attack 00 00000 O0O0O0O0OO
ooooooooUooooooooooooooooo
Universal Composability Framework 00000000
O000oOooO0ooO0OoooOo 300000d Can-
nettid 0 d0O00Q00CCOOOOOODODOOODO
ogoooooo

A Lightweight Delegated Privileges Revocation
Scheme Based on Coding M. Francisca Hinarejos and
Jordi Forne
O0000000000000000o0ooooon
0000000000000 oooooooogpPMIO
0000000000000 0ooDoooooooooon
OO00D0Attribute 0000000000 OOOOOODO
0000000O0O000oo0o0oooooooooooon
O Attribute 0000000000 O0OOODOOOOO
O0000O00O0ooooooggd AttributeAuthority O
O0ooooooU0ooooooOoUoooooooooo
ooooooooo

Generic Fair Non-Repudiation Protocols with Trans-
parent Off-line TTP Guilin Wang

Fair exchange protocol 0 0 000000 DOOODO
ooDoOoDOOoO00ooooooOooooooOooooooo
ooobOoOoooO TrepoOOOO0ODOOO TTPOODOO
00 TTpOO0OOOOOOOOODOOODOOOOOO
000000000000 Generic Construction, Tran-
parent TTP, Offline TTP O 0 0O 0O O O O O Fairness
TimelinessO High Performance 00000000

3.3 MADNES’05

A Novel Pairwise Key Predistribution scheme for
Ubiquitous Sensor Network Mohammed Sadi*, Jong
Sou Park, Dong Seong Kim, Young Deog Song
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Towards a Standards-based Authorization Frame-

work for Mobile Agents Guillermo Navarro*, Joan
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Borrell

J00Qooooooo XMASOXML-based Mobile
Agent Authorization System 000 RBACOOUOOO
gooooobobobobobboooooooooooobo
gooooooboobobbobbooboobobbobooobooo
OOXMASOOOOOOODOOOO 00000000

e Role Manager

e Authorization Manager

e Resource Controller

® Delegation Assertion Repository Manager

e Authorization Decision Engine

Keynote: Enhancing Intrusion Detection in Future
Wireless and Mobile Networks FEvangelos Kranakis
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Fingerprinting0 00000000 O000OCODOQO Ra-
dio Frequency 0 DNAOOOOODOOODOOODOOOOO
0o0oooooo0oUoOoooooOoooooooooo
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Non-Group Cellular Automata based One Time
Password Authentication Scheme in Wireless Networks
Jun-Cheol Jeon, Kee-Won Kim, Kee-Young Yoo

Jdo00oDo0o0oDoooooOoooOoog Cellular
Automata based One Time Password 0000000
J000do0ooooObo0o0o0o0oooooooooobooo
JoooooobOboooooooooooooobog
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Kyenote:
Mobile Ad-Hoc Networks Yuliang Zheng
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Efficient Cryptographic Techniques for
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Identity Base OO0 0000000 OO0OO PKIOO
goboboobooboooooboooboooboobo
OTrust 0O00OO0OOD0OOOCOODODOODOOOODO
goooooobooboobooboobooboo
goobooobobobobobobobooooboon
00000000000 Signeryption00 0000000
goob00o0oo0bobooooboobobO PKIDOD
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00 DSS+ElGamal 0000000000 O Signeryption
O DSS+ElGamal 00 6000 0000000CO0O0OO
gooobooobobooobooobooboobobooo
000 AESO0O0O000000O0OO000OO0O0OOooOn
O00O00o0o0o0ooDooO ECRYPTOOOOODOODOO
0000000 SHA-1OOOOooooooooooo
0000000000000 0000000OooOoMAC
O0oooooooooMACODUOOOOUOODOOOODO
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ARMS: An Authenticated Routing Message in Sen-
sor Networks Yoon-Hwa Choi, Suk-Bok Lee
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4. OO 0O

0 0 O O O Information Security Conference (ISC)O
International Workshop for Applied PKI (IWAP)O Se-
cure Mobile Ad-hoc Networks and Sensors (MADNES)
gooooooooobobo

O O

[1] The 8th information security conference (isc’05) 20-
23 september 2005 singapore.
http://isc05.i2r.a-star.edu.sg/.

[2] The 4th international workshop for applied pki
(iwap’05) 21-23 september 2005 singapore.
http://iwap05.i2r.a-star.edu.sg/.

[3] Secure mobile ad-hoc networks and sensors (madnes)
20-22 september 2005 singapore.
http://www.sait.fsu.edu/conferences/2005/
madnes/home.shtml.

[4] Information security conference.
http://www.icsd.aegean.gr/ISC06/s_index.htm.
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