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A countermeasure against insider with detection of suspicious behavior (part2)
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Abstract We proposed a real-time detection of internal fraud by sensing insider’s suspicious
behavior in our previous work, but in which we found that experimented insiders could be able
to control their behavior and avoid detection of their fraud. Therefore, in this paper, we
introduce to detect heartbeat interval of insiders. It is well known that when human being gets
nervous, his/her heartbeat interval will immediately change. Since it is impossible for human
being to control heartbeat, it is expected that using heartbeat interval as a suspicious behavior
makes it more difficult for even experienced insiders to avoid detection. By conducting some
experiments, we evaluate its effectiveness.
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