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Abstract A VPN is a technology which connects two hosts by a virtual private line. It enables us to
safely access Intranet of a company or a university via Internet from our house or out-of-doors. The VPN
which constructs a virtual network interface on the machine communicates with remote networks without
needing to correct the program. However, this particular VPN automatically rewrites the routing table
of the network, which might influence other programs during communication. In this paper, we propose
a policy-based-VPN which constructs a virtual network environment at each program, which does not

influence other programs during communication.
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Local network

Independent Network Environment
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Process 1 Process 2
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192.168.11.0/24

IP Address: 192.168.11.51/24
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DNS Server. 192.168.10.1

192.168.11.0/24
92.168.10.0/24
192.168.9.0/24

%

DNS Server

Real Network Environment
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DNS Server

Virtual Network Environment

192.168.12.1
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192.168.10.1

QO: Physical Interface
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FERERIL, /Ty MERRFE DREREIRIE S, JARY
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ARaTld, BEAFED VPN ORESICE &L, M
v NI —UBREEHBETSRY > —X—Z VPN
WK BBREERNT=, Fi2, IRV 7y MFRE
AR ERIC KD, 2D DAY > —~X—Z VPN
DFEEH#ZBRRZ. ZORY T —R—Z VPN D
EEITKD, FKIC VPN 283252 EMWTE S
EEZS.

511, RU T —~R—Z VPN 2472 OS THE
L, My MU=V BREOHENEDKEEZETT >
Tn<.,

SE Xk

[1] Kent, S. and Atkinson, R.: “Security Archi-
tecture for the Internet Protocol”, RFC2401,
Nov. 1998.

[2] Hamzeh, K., Pall, G., Verthein, W., Taarud,
J., Little, W. and Zorn, G.: “Point-to-Point
Tunneling Protocol”, RFC2637, Jul. 1999.

[3] James Yonan: “OpenVPN - An Open Source
SSL VPN Solution”, http://openvpn.net

[4] C, Dalton and T. H. Choo: “An Operat-
ing System Approach to Securing E-Services”,
Comm. of the ACM, 44(2):58-64, Feb 2001.

01840


島貫
テキストボックス
－184－




