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Abstract When a PC which the connection is not being granted the permission is connected with an in-house network, a
malicious user might thieve private information, even if a user not malicious, confusion might be caused by the virus.
Therefore, some technologies that detect unapproved PC connection in the network as the MAC addresses of all connected
PC are registered beforehand are developed. However, there is a problem that it is possible to escape from detection by using
NAT (Network Address Translator), and the NAT detection technology is necessary to prevent this. We arrange the problem

concerning the NAT detection using IPid in this text, and we propose a technique for overcoming them. In addition, we

evaluate the number of observations of packets and the correct answer rate of the NAT judgment by the simulation.

1L.IZC®IZ

e, ¥xy T — 27 IHENIFHRFR E 7 1 v
A« D —NEGOMENDHD. ZHHORENEE D
BRD—DITHN DB DFFIAI PC B D . Fl 2 13FF
AATRAND PC ZAERN R > b U — 7 (T8 LTI
BT A —ARNS 5. Fio, BEADOFHAZ PC I
A PC EEW—EIZT 4 VAR PH L, T4V R
WS LTRIEECTHA R Y N —Z 128t L, ~T 7
NEBERZTENLD D,

%5 LIZME~Dx5% & LT Intra POLICE[1]D £ 9
e RIKHE PC 2R A7 00RENH 5. ZOHED
LEIEPCOMACT R L ARZ DM OE#R %2 58 L T
HWNR Y N =2 BB TE D PC HHHIRL, AES
N7z PC OHANEHR TE 2R Z#HETH. LiL,
BEGETF il &7~ PC |2 NAT (Network Address Translator)
[2IFHEZ B A L= Y, Hi72IlZ NAT V—X 2H%ET 5
TET, HFAENTWARW PC 2Ny FU—2 1T
B CETLED. REESNZPC BENNAT & LT
FET D5A, NAT & L TEIET 5 PC <° NAT O N1
WZHERE S T2 PC 2T 5 2 L1ETE 7. NAT #%
B EICHET 2 S 2 b NTEATRETH 570,
ETILORNZ— P HE I I T NAT FEEE% F)

HT 50REMER D 5.

% Z TH & X Bellovin 53 ERZ L TWDHIP~y XD
Identification 7 f —/L K (LLF, IPid) & FHW\ 72 i8(E &
A NEEBREBEIRBICER L, BEE7 v 77 A E1Ek
U CHEARMN R ZIEREZIT-2[4]. & DICAR T
NAT HANCB T BREZ KR L, SRETTR D7D A
NV —F 4 TV RAT AFAE[S][6] D IS HES
IPid DREFHELHNIZ ST, 1Pid % AV 7= NAT K
BT 2B FIEERET D, HIRECS VT2
L— g X T 5.

B ECIIABOMEIC OV TR, 2 =TI
NAT MRENZBET D428 & LT, Bellovin 52382 L
TWAIBERA FBEERAFEITICOWTHR A OoHT L
ENEEZIRARD, F3ETIEIPd ORERC N T 7 4 v
7 DRFHEICOWTHRE, EREITo-OTHET 5.
554 T NAT il O 2 B L=, 555 =T
12 HHEZR T B 1Pid W O BEEME T FIEIC DV TR
N,y NEER & NAT HIE D EERIZOWVWT Y
2= a L VM LD TEORREHETS.
6 HETIIE LD EAHOBHEIIONTIRARD

AR TIL NAT B3 288k & LT, NAT IZRAKH
PC R S AN, EELSh TW AR v b

goro


島貫
テキストボックス
社団法人　情報処理学会　研究報告
IPSJ SIG Technical Report

島貫
テキストボックス
2006－DPS－126（17）
2006－CSEC－32（17）
　   2006／3／16

島貫
テキストボックス
－97－


U— I llE M E T 5.

K UTEZEOH D2 —F R RIEIINAT L — X 25 E
L CAEREGRLIZY, FFHAKR PC Y 4 VA
YL L TV Z LI XA ERIRESC R Yy b T — 7 ~ K
PR LT 35k T 2R LTINS,

1 o8—Fyk
(fF¥RimE)

BEREOHD
A—YHEE
L-IRE

BAER
EHEML
T-&4%PC

BEOHBL—Y
(A ANEROGE)

FrAHPC
\(7 1 L RER)

K1 “RIE NAT & 8iAH PC DER

2. NAT # &Mz 84 % BEarse

Fe % 1% Bellovin H20MER L TW A EER A FEHHB
FEMT 2 NAT MENIIGH TE 2008 9 vk 217 -
oo FLT, EARNZREIEREEIT S 2 DICRIE T 1
7T BB L, MREEEBREZIT 72 [4].

ABETIIREUBRONEEZERB L, Ter ot Li-
WA A NIRRT OB, AiEsM, AV
Z A—2%, 1Pid /3 3EEE, FREESEBR OB LRIz
WTik 3,
2.1. BEFAME BB AT OB E

WERA MEERBENBIT A7 Y bD IP ~v &
@ Identification 7 4 —/L K (LLF, TPid) % FI\V T NAT

DRBNZAFAET 2R A MEED T M THHINTHD.

PNy B EBIIUZIEC P~y 2O IPid ZHH L
R U7z IPid 31 & 3 JE AR & -V T A L B3R TR O 4R
RERSIR 2T~ 5.

Fx lTBmERR MAEMRAEN A 58T L, IPid ([ZD
WTCHHRSRME E R T A —F ERE LT, F-EERA
N E T M DOV S IPid A3 AL A BAR
BNCIRE LD TitA1 5.

2.1.1. AR

IPid ICEZIAENAMEIE, | FONT 2 Z L A0
L4 5. IPid 1% 16bit D7 4 —/L RTHY, 7D 0
FWDHZ LTV, LER-oTIiERIZBEIE LT
v RO IPId IFLLFORITR S,

IPid (i) = imod 65535 +1 (=01,

Z L, IPid(i) T D82 o — 7 VR LIRS,

Xy 7F v LIy o IPid 2 L, 1Pid 4y HEAL

() 2HTEYT L —F v R
Seq(n) (n=12,--) IZBMLTWL . n ORKIEN N
—lr AL R, NAT ORI EERE STV DR
A NI D, RA NN 2L RIS R TED
BEILT R A% D) — RIZ NAT LHIET .
212. XT A —%

IPid WU THNWD T A= L ZOERER 1
IZE EDT.

#1 IPid BENETHWS NG A —H
NG A—H LS
IPid(i) > IPid(i—1) D & =
diff = IPid (i) — IPid (i —1)
IPid(i) < IPid(i—1) D L &
diff = 65535+ IPid (i) — IPid (i — 1)
Seq(n) \Z IPid (i) Z ¥/ D12 D
diff ® LR
(1< gaplim < 65535)

diff

gaplim

Bellovin &3/ v b OBIEREIEE S /N7 A —H
ELTHWTWER, MEEEBREZHICT 720K
BTIIU LT A= DHEH NS &L LT,
2.1.3. IPid Sy AL

IPid Z X35 v —77 v &
BRI SV TR S, K2
U X NERT.

S3JE - KT % 1Pid 4
IPid 3 ¥EEE DO T v =

-
[
-

[

/(x%y7ﬁ)%%m R

Seq(0) Z el L, Seq(0) DIEEHEAT % 0 (AT
b3 %.
(A7 w7 2) 1Pid Sy JEALER
for(n=0; n<N; n=n+1){
diff = IPid(i)— IPid(i - 1)
if (diff <0)
diff = 65535+ IPid (i) — IPid (i —1)
if ( gaplim > diff ) {
Seq(n) \Z IPid (i) % B0
n=n-1
break
}
else
continue

}
if n=N then

9 Hiclz—72r v A& VERK L IPid %387
X2 IPid DN TATY XA

J

AT TV EFATLAT v 2 5BVRLIATT D
ZET—RITAETT A, Ny MRBIETHEICA
T2 #RATL, %M T DY —F VR Seq(n) I
IPid (i) ZHAN L T = 2N 32 L kT
SRR TEDEEFEILT FLADE A ME NAT L—
HIZLHET D,

0osn


島貫
テキストボックス
－98－


2.2. RREFEBROMELRER

o TBER A N BRI OXE 2R T D7
WIZ, BEETS v 7T AEER URGEFER 21T 7.
WERANR 1 HEOLEE, | BOBERA N EHE
I B0, NAT LRBHIET DN E I E It LT-. £,
BERAIR2HBDLEE, NAT LHIETINE I 0%
WEELT=.
WRAEERBROAER, EARRE F CILERIC@E AR 2
BRI NAT i LOSHT&E5 2
LMD DT,

3.1Pid DR RN T 7 4 v 7 DR

AR TIINAT BN D 7= DI P~ v & @ Identification
74— K (LLF, IPid) ZHWA. E7=, NAT D4}
MDA BT 2 —=ANGHHT 53y NEEHIL T
IPid Zfhi L, BEIZFESH L TV IPid & OFERIBIR )
5 NAT HIEEIT 9. & Z TH &1L IPid OFFIESS NAT
NOWMMT A N7 4w 7 I L TlREEITo 72,
AETIHIPd DB E —BMHEE, AXL—T 47
AT 5 (LATF,08) it~ k&5 IPid DA,
0 — A VIBENE 2 5 IPid ~DEE, NAT 7St
HRT7 497 OFHEIZONTIERD.

3.1.1Pid ® B L — g

IPid 1ZFRBEIR T TR DS EUL SRR, 37
v FOFZESEE A R RSEUL ST > b B RS
HERZERT B 16 B v b (0~65535) Difsll - Th 5.
IPid 1Z1Z/37 » FOIEFEILA A T =—2 it
v hEND. b URERF DNV —% TR7y 5 E
fbanzd &, Pid ixpEHb a7y hCHFE SR
5. Fio, V= HERBA LTy MRSESERA BT
JEWZE LThH, IPidITEFE IR,
3.2. OS & ® IPid DR

IPid [TEERA D OS IZE>»TEy hENBHED
AW ZFREN BN H[5][6]. 32 12 OS & IPid D
0 5 ORGE R

#2 0SED IPid OFHM:
oS IPid D LRI
1 o845
T U NIEET B
Yo a UL ENDETIET v
PN )
Linux WSt Uity g mic 1 7280
35
ICMP /%7 > MME 0 lz#iifibd %

Windows
OpenBSD

FreeBSD 1 o843
NetBSD 1 T4 %
Solaris 1 Fomnt 3

AIX 1 T4+ %

Windows <° FreeBSD, Solaris 72 &% IPid D% 1 ¢
DML N SRy b~y X2y T 250,
OpenBSD (X7 > % A72fE % IPid IZ%& » kL, Linux /%
Yo a T LI IPd OEN 1T L7223 & IPid
¥y b4 5. K313 NAT OAMAICHELIR L 7= IPid

ERO1 2800, @7 v ¥ 28k, @ty ayv
1 TOEMT2EEEERL TWVA.

® Linux

IPid
P
IPid

i i i
B3 0S &0 IPid /b

3.3. o—WViEE

Ny NEEET DB A RO OS 3 Windows DA,
IPid % 1 FOEMEIERR 57y b~y ZiZkE Y b
LTV A, NAT OFMEIT/R7 v b &8I L7IZ854A,
NAT ORI TIToi 5 v — A ViE(EIC & - CTIPid O
DL TOHEMLANT ERHD.

ZORAE LTHEA R PC NERTON—F Ny 7 1@
F° NAT ORMI7ZF ClRiEMThbhTWwWizEtEX S
ha. 2 b0\BENMTbIZEE, 04 IPid DE
1IN 5. L7223 T NAT OFMIIT IPid 28I L
TH1IFOWMLARANZ LRSS, v—TLiBENRE
35 K9 IRBREE CIE IPid (i —1) (2 Fb_C IPid (1) AV
HAL, IPid 2% 65535 2B X T 1IZED LifilZ~TL
FIOFREERDH D.

34. N7 47 DRt

Fex 13 1Pid & = — W VIBEOBHRIC DWW THITT 5
72912, NAT L—Z ORMI SR L TL 5234 v K
EHBEIL, N7 T4 v OFREICOWTHRAE L.
341 FITITHND /R T A—4

NAT BEZHEE L7 v NEORRE I+ 2
7=, #£3DRT A= RN,

#F3 ’NIT4 v I RBHOSFICTRANWENRT A—%

INT A —H =S
7 — B VIlIE D3R
L 1 BOWFEHR A k% NAT &HET
Vo RaR hab AN
Wi s{E =R
D N EOWEFRA M 1 BOWER
AN EHEEST D EIER

L IZWBERA e — D ViBE R R ET HMREFR
LTW5. B—ULlEiE 1 BOWEESRA M NAT
LHELTCLEY —ERTHD. T Tu—hLEE
OHEEZFHIT 27202 DT A—FEEAT 5.
FDIEE—FR A BTy R EEG L CEET D
RBERLTCND. [FAl—ARX MREHE LT Ty Fxik
FUIT &0 Z X, E#RAEOBEEARA N 1A
OBEERANEHELTCLEY ~ERERSB., 22T
EBECORI—HR A FDO Ay N EEEE MR 2
TAHDIZZDNRTA—FEEANTH.

3.4.2. FHRIRE R

A3y - OBBIIAY: 2 RRE 2RI AT T2, 3

HAERER 4 1ORT.

go9n


島貫
テキストボックス
－99－


K4 BEMRREONT v MBLEKER

L D
PCl 0.32
PC2 0.00
WFgEeE 1 PC3 0.72 0.97
PC4 0.38
PC5 0.30
PC1 0.04
W7 2 PC2 0.52 0.98
PC3 0.23

F 4 DOFEREMNS, HDHBIEHRA R NAT OIMAl DR
A b LWET DA, B L THEERA N EEEET
DHERNDE NI ERMERTE 2, o, v—hViEE
DBEEHBIER A ML - THEA RIS < 72 5
YAENHDZ LR ginotz.

4. NAT BRENEAfT OFRREHEE B

RITEE &£ TIZ NAT BANCBE 3 2 BEAFHT & 1IPid O%F
P, N T 4w 7 OEPEIZOWTIR 4 A, EBRL
T-NBEIRNZ. KETIIZENS 2B E 2, NAT B
BT 2REOEHE A1T S . £ IPid & V72 NAT
I OFBEIC W TR, IPid DT v & LAy
B4 5 7 7 a —FRCREEMBLIR TR DWW TR 5.
4.1. IPid % FV 7= NAT MANEAMFORRE

i E TICBIF-mER R N B, oS i
@ 1Pid OFAME, v—HV@EfE, V77 4 v ORE
M HIRD NAT BT OFEZ Feu v Lz,

1. OS#%E® IPid OHLHIME

2. gaplim > diff DR

3. ATy ORISR RO R
4. ZEBLAIOMRR

LIXBEAR A N EEREEA Tl OpenBSD X° Linux
NEETH 7y hOIPIdEELS G TE RN &
FEHRLTWS. IPd N7 o Z MBS 554, 1Pid
EONLTHOAERRERIAGONRWV. Flky s
VRS — A LR IPA BN AETHEE, 1B
DIFERA FZ NAT LFHELTLED.

2 ITEEAR A N AN o — LB xS
LTWARNWZ EEZERLTWS, 1—h Ll 5%
WZRAET D LD G2 BT 254, gaplim > diff
DL T TIL IS TE A0,

31X IPid(i) & IPid(i—1) OREFFREIERE %2 ZE L=
%itr, IPid PRI ET L LEBERL TN D.
Bellovin & DR L TWAIEER A N BEBMETIX
Je& Ny N ORI & IPid OB Z ZE Lz
HigE -7, L2 L, NAT OPFHIORZ A LIES <
WEETDRVWE, BERA MEERMEN T A

DEERAPZ2BDORAMERS>THELTLED.

4K 7 PC HE A NAT L—Z & LTCEIEL -
BAICRIERRAET D 2 L 2EHR LTS, BER X
FEEREEHTIY, Ry FU—2 BIZHNS T v b
XY Ty T 5 LK IPd 2T S Z L ava]
BTHhHD. LEN->TIOL S RSB RBRITFED

HTIENAT V—# & U CTENMET 2 7KEE7 & PC O NAT
FERE &, ZOWNANZERE SN DR A N ERATE 20,

4.2. IPid DT & L5y

OpenBSD <X° Linux D £ 512, IPid #—H L Ty —4
TR VL7 WE OB D, 2 THR AT
v FEEE LA R o 0S Z#knl4 5 Hdi[5][6]% H
WAHZ LT A, 2k Y IPid & AV - NAT fi%n
DORGLEITRNEOEFET SN TES. K
41X 1Pid DT X LM ESBET DB E 7 e —& LT
L72bDTHB.

OSSR

Y
BHOOSERILI=A ?

No

NAT&#IE

OpenBSD

or Linux/m ?

A 4

AH XD

IPidZ /U VENAT B H G X DI—5 vk |

K4 1IPid DT X AESEET 12—

EF 0S AT L > Ty FOEETLHRR
NHE— O0S OB END0E 9 nEif~, B0 0S
DR I NGB XZ O TNAT LHET S, BH—
0S OHIRENE N7z 4, OpenBSD X° Linux DZEEhH
R TEL0%F<5D. b L7 v b3 OpenBSD X
Linux 2 HEE SN0 L L TR ENTZEE, IPid
DS DGR E VT2 NAT Brans iz >V TRt L7
TR 720, &9 TRWRLIEH A O IPid % H
Wz NAT R oxtR &3 5.

PEES IR S U2k R U — 2 TIE, AR LT
WU OS ZA# T L= PC O AR LTI-4, 1
ERERREL L TES ZENTES. 2079 08
SRR HLAR T b RAGE PC ORFNTISH T 5.

4.3. BEVELHIFIE

N >y U —7 THIR L7z NAT Baiifiz EA
L7zs LTh, AilEHPC HE A NAT L—& & LT
B;ET D8%5A, NAT L— & CHANCHE i S AL TV 5 il
EARA MERET D Z LT TEARV. UL NAT H4%
BEilinxry NU—2 EEREND T v N ESZERICE
HLTWBZENFRETHD.

T CHAIIARFEEFE SR PC HE A NAT L—4 & LT
;MET D8%6G, ping 7 7V 7 —3 3 VEFIH L TNAT
N—B DRy N EREEIICBIIT A Z LicT 5.
4 X NAT HREHSRE S BV 21T 5 7217 T72 <, NAT
=% L L CEIET D Windows ~ 32T ICMP Echo
Request #1515 L, NAT L—&Z 0 Hi{ESN 5 ICMP
Echo Reply @ IPid Z 34T L TW AT 2R L TV 5.

01000


島貫
テキストボックス
－100－


® ICMP Echo Reply
BEENERAI

NATHR KN e

- ST v

REI—Y RAEPC  Windowsvy
FENATIL—4

X5 =EhEHl & ping IZ X 2 BEEHELE]

@ ICMP Echo Request

REEVELIIO% A B OS FAIEAN & RIfkC, iy
fif SNTAEN AR Y BT —27 TIXICMP /37 v | &3
T5L57PCRH-7= & LTH, ICMP Echo Reply %
W7V PCITRFELELHETE D, LB THER
DI D2 —YNIPid ZFEiME L & 5 LRATH, KK
PC OB O IEEM 2 /R Z LN TE .

5. IPid [ D BN HT Foi5

HIFED TPid & FV - NAT MENZRIT 5 o — i /ViE
15 &3 y M ORI RRIBIRRIZ DWW COME A 5Ok
L0, Brlde—hViEEEHOREHFRTE,
Xy b OBIERER MR ICMRAT L 720 [Pid [ oo B
T FEERET .

A B T3 IPid M D B E
VIal—yg UEERIZOWTIRRS,

5.1. BERFEOME

IPid OB AT Rk (LUF, ##EFE) 11EE
A R BRI E RISy 2B LZEIC
IPid i L, IPid ZIZHERKTH. S HIZEK 1 DT
A =& ZHWT IPid SO ERMOMBEREGREZHR 5.
6 1337 v FORFEIE & IPid fH AR LTI-1RRTFiE
DEITHS.

IPid
@

X6 IPid [ BB FIEDF

PR FIEIL gaplim > diff =T 2 DOHIIRER %
55, 1 213K 6 DIEHRER (O, @, @, ®, @,
©, @) THD. WRRENT gaplim < diff 12X 0 54
T5. )7, ERER (O, ©, ®, ©, @) Lk
KA > THREVELEREL TWL IPd A

gaplim > diff D&M ER = THTICR > TE - & %I
HAETS.

LR, fE O DI K% BA (Broken line
Arrow) , E#AF1% SA (Solid line Arrow) & B&iC1 5.
BA 7217 C7e< SA #EATAZLIZL-Tr—F
NBEDOMEEZBENT A ZENTE S, EHRETE
183 L= v MIEICIPId 240 LIERL L 7= IPid 41
ERENTT 27200 72 DT, Xy b OBIFEREE BRI
TFL720,

5.2. REFIHEOF M

REFEIIHE /1T 2 BA, SA 73 NAT HEDOEIR L
A, HrIZVIabL—a BT, 0k ok
BE2Y BA, SA ZRAEZSELZDN, SA BNRETEHET
DOy NMERBIZ ED X DB LT 500, £
AR LMT L.

5.2.1. FHl 5 1A

Tal—g rTIEe— I BEDOREMREL &
[i]— PC OEFEEEHER D 2 HWT 3w MM 1
~10000 @ IPid %I & LI /ER LT=. &£ L CIRET
HEE W TEBEYIC I A L7z 1Pid 25T L, BA, SA
B4 T2, AFETIL SA 28384 LT- IR T NAT &
HETAHZ LI,

FHMETE B I AT Lo/ 8T A —2 %K 5 ITRT.

RS ASIRFGA—%

PESHT FIEOBEEE & FHI T 1%,

e H L D gaplim | #EHRA b
@D ok | 000 | 000 28
' : 0.99 3H
@L D 0.99 0.00 1A
0.90
@IE& =R 099 0.98 1, 2H
SHMEER OIX D 28 b Sz T SABNRAET D
FETOYy MEREIZ ED L 5 1B T DD E

FEL7-.

L7z

FMBTEE QIX L 22 b S En & XITSA BRETH
FTONRT y MEHEIZED L D BT B0 E R
FEL7=.

FMEE@IEER 4 25512 D=098 L L&D
NAT € D IEZZRIZ OV THGE L=, NAT HE DIEZE
KX, HIHBPEESTEERA BN 1 BOHEARK
95 IPid FIH 5 SA NFAE LR WEER, WA bR
2 BOYAERT S 2 o0 IPid F17° 5 SA ZF4ET D
BEROZLTHD.

FEAHIE B Q~@IZ oW T3 MELHIER (1~10000)
ZIZEI 100 [F1F D IPid 1 2 AR LT L7z, ISR
THRREIZENODOELETH L. £ gaplim 121
Bellovin 523 HWTW A (=64) [3]&2 AJ1L7T-.
522. I ab—Ta iR

FHEEE QDY I 2 L—y a3 VEERM D, NAT O
BNZEE R R PP EEEHER I TW2E LTE, SA
DHETHETICHARRE N v NMENAMLETH D
el FMEEBOD Y I 2 L— 3 UiER
D—EHE=FRK 6 |\TRT.

FRBERA D ERC LA b R KT

01010


島貫
テキストボックス
－101－


#6 SA BDRETIHEITOEH Yy FEAK
(L=0.00)

D 0.50 | 0.90 | 0.95 | 0.99
WERZAR2B 15| 111 | 250 | 1695
BERAR3IE 13 93 | 215 | 1395

26 15 D BAEWVEREEIZEE, SABRETDHETIC
FEA A7y MEHEDHEZ 52 RS hot-. &5
\BERA FOBENEZ D E SA BWRETDHETD
Ny MBSO D Z RS,

FMEEEQD Y I 2 L—3 g USRS L SE VB
BTy hEBNILETD L, BERAINSIAT
HoTH SABRELBEDD Z ERNDhoT-. FHEHE
HODY I ab—y g VRO —EER 7IRT.

#7 SA BDRERAETHIITOEH A Nr v FEHI%K
(D=0.00)

L 0.85 | 0.90 [ 0.95 [ 0.99
WEFARL1E | 9905 | 6503 | 3189 | 617

F£T 16 LBREWEREEZY, SABZRBETLETIC
T 50y MBSO Z B3 nD.

EBICGHEEA@ODO Y I 2 L—a ViR EZM 7,
8 IZRT.

7 1% 1L=0.90, D=0.98 ® L & D/ NI
THNATHEDEERER L TS, ZUTBER A
FlEOLEOREL 26D XDORETARL, E

BEROEBBEZMIT LT VWIS ICEBILebDTH S,

100%

80% { §
o 60%
11 i 1
K 40% ? X
20% k
0%
1518 6370 10000
7Ny NER BB

X7 NAT HEEDOEZEHE (L=0.90, D=0.98)

BEFRA R 2BENPLERINZ2ODIPIASN BT,
2 MBS 5181272 5 F T SA DRI 100%
KiG7E o7 £, WIERA 1 BB AER SN IPid
FIMNBIE T MDY 6370 A T=HT2 05
SAMEAL, EZRN100%1HEAD LTS, 20
FERD O BRI NAT HEEAT H 72HIZiI s v b
B O FRE TREZEBR LTI L2 &R
ot

8 12 L=0.99, D=0.98 ® & & D 3 v MEHIEKI %)
THNATHEDEEREZR L TN D, X7 & RBRICTE
FARANMIBOLEEDORRL 2HBDEZDO-BREEK
L, EEROEBERZ 5 LT WL STl LT 5.

8 Xy NEBIEN 557 2 D & IFEEN
B LTWBDORG05. LER-TLAEEICEND
BRBE CEIBEEIZ NAT HIE 21T 5 72 dI2iE, 237 v MMl

D ERRAAR S RE LR T 2 & 235rh

-7

100% ?"
80%

B 60%

Ho

Ho40%
20% § i

0%
1557 10000
Iy RIS
8 NAT H|EDIELER (L=0.99, D=0.98)

6. BH Iz

AR TIL NAT BREnEIT & U CRBEFHIT O 815 AR A
N BRI 2 NAT SRS HT 2 o
WTCIRARF, F 7z, IPid OFMEE b T 7 4 v 7 ORI
B NAT AR 2 RIS ZPEV L, OS #3AlE:
=2 IPid DREEVELIHIZ NAT MAIISHT 52 oo
WTH 7=, BT, r—H/LEEe T v hOEIE
P [T T8 00 R R & SE RS 5 7= 6D (2 TPid ] D B 454
FIERRRL, EBREOO—H/VIRIEDIEMR L
FEEEHER & WY I SIREFEOMHE 2 50
L&D ERABT, ZORE, HHREIZEL-T SA R
FETDHETONRT vy FOBRE E NAT HIEOIESE
R\ BL RITTZ EmmyinoT-.

IPid % FV 72 NAT B O & LT, AREOIRET
ECIHEAREEZONTL, TDOLETANNT X=X
gaplim 53T LF =2—=0292%Z &, OpenBSD X
Linux ® X 5 72 IPid ®F > # LEICKHET D 2 & 3%
Fehnd. E5IZ, NATICIPd 2% E+ 5T 7Y r—
varF—hUzAOL D IRBEEE BN L TRA
PC ZHi 9 D560, BEOH 52—V MR IZ IPid
T UL NS D X RGAICK L TR EE
UAZENFETLND.

BE IR

[1] Intra POLICE.
http://www.netcocoon.com/jp/intrapolice/overview/ind
ex.html

[2] K. Egevang, Cray Communications, P. Francis and
NTT. “The IP Network Address Translator (NAT)
RFC1631.”  May 1994.

[3] Steven M. Bellovin. “A Technique for Counting
NATted Hosts.” Proc. IMW'02, Nov. 2002.

[4] & L, W FE, WEE R0, R W

“IPid % MV 7o NAT MR IC B9 2 BFge.”
2006 R RS L RE X2 )T 4 VARV T A
SCIS2006. Jan. 2006.

[5] Toby Miller.
Techniques.”
http://madchat.org/reseau/portscanning/passiveos.pdf

[6] Toby Miller.  “Passive OS Fingerprinting: Details and
Techniques (Part 2).”
http://madchat.org/reseau/portscanning/passiveos2.pdf

“Passive OS Fingerprinting: Details and

01020


島貫
テキストボックス
－102－




