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A Packet Filtering Rules Analysis by Decomposing into Matrixes
— Series and Identity Analysis —
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Internet Systems Research Laboratories, NEC Corp.

Abstract

Packet filters are essential for organizations that are connected to the Internet. Network
administrators have to understand precisely complicated rules to manage the packet filter. Moreover,
there are plural filtering systems and several configurations. Management cost keeps high.

In this paper, we describe a novel model called “matrix decomposition” which enables to analyze rules
of filtering and two analysis applications using the model. First application called series analysis provides
virtual packet filtering systems combined plural filters. The other one called identity analysis verifies the
identity of filtering meanings between plural filters written with different fashions.
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