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Client-side technologies of Web applications, called RIA (Rich Internet
Application), are widely used, but an attacker may abuse trusted RIA
components. In the past, we showed that a Java applet which is a kind of RIA
was vulnerable to an attack which we called a malicious recomposition attack. It
is difficult for developers to prevent this attack only through their careful design
and programming. In this paper, we study a possibility of the attack to Java Web
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Start which is also a kind of RIA and a similar technology to Java applets.
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return new FileReader(name);
} catch (Exception e) {
e.printStackTrace();
return null;
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