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Abstract We introduce an original visualization design based on an interactive 3D representation of the traffic
between selected computer networks in order to achieve the efficient monitoring and analysis of this traffic. This
design is based on a representation of the selected networks by textured cubes. Textures are modified according to
the activity of the associated networks. Network traffic is then displayed as links between the cubes, the geometrical
and color properties of these links being used to encode various properties of the traffic. We also present a prototype
implemented according to this design and tests that were madc; to evaluate it. ’

Key words Visualizat‘ion, 3D, Network, Monitoring, Security.

. monitoring task can be done displaying selected information
1. Introduction
about the network traffic in-a textual form and reading this

Nowadays, many organizations heavily rely on computer
networks which then become critical parts of their infrastruc-
tures. At the same time, the number of malicious attacks
against such networks is exploding. In order to guarantee
the security and the stability of the networks they manage,
system administrators must monitor them efficiently. That

output directly. Unfortunately, the amount of data captured
on the network they need to analyze to perform that task
tends to become quite huge and that method is no longer
really feasible. Various tools exist to help system admin-
istrators dealing with this issue. They are mainly based on

automated systems (learning techniques, signature databases
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or statistical analysis).

Recently, visualization techniques also started to be used
for the monitoring task. The idea is to take advantage of
human’ visual processing and pattérn recognition that‘ are
rather unexploited resources in traditional tools. We believe
that the use of visualization techniques can greatly improve
the detection of network attacks.and anomalies. Various vi-
sualization tools for network monitoring already exist. Most
of these tools are based on 2D visualization display zones.
Some try to exploit 3D, however they generally face clarity
and usability issues.

In this paper, we introduce an original visualization design
for network monitoring. It is based on an interactive 3D rep-
resentation of the network traffic between selected network
zones. These zones are represented by textured cubes. The
textures are modified according to the activity of the asso-
ciated network zones. The network traffic is then displayed
as links between the cubes, the geometrical and color prop-
erties of these links being used to encode various properties
of this traffic. As a 3D representation is sometimes difficult
to understand and analyze, we chose to complete it by an
additional 2Dkrepresentation. That 2D representation corre-
sponds to a projection of some selected parts of the 3D one.
It is based on an original interactive grid system to represent
the network space. A prototype, which is also introduced in
this paper, was made in order to test the proposed visualiza-
tion design.

This paper is organized as follows. In Section 2, we intro-
duce some works done iu the field of information visualiza-
tion. We also describe and analyze selected existing visual-
ization designs for network traffic monitoring and network
security. In Section 3, we explain our original visualization
design. In Section 4, we introduce the prototype we built fol-
lowing this visualization design and present some interesting
patterns we were able to visualize with it. In Section 5, we
conclude on the use of that prototype and finally in Section
6, we discuss some future work we plan to do in relation with

the proposed visualization design.
2. Related work

The idea of applying visualization techniques to the field of
network security and more especially to network traffic mon-
itoring i8 quite recent. However, research has been active in
the field of information visualization for a lot longer. Shnei-
derman proposes a taxonomy of information visualization
techniques sorting them according to the type of data visu-
alized but also according to the task to be accomplished {14].
It provides a large panel of available basic techniques that
can be combined to make complex visualization systems. He
also introduces the mantra: "Overview first, zoom and fil-

ter, then details-on-demand”. V&;’e believe tlliit; this mahtr;z.
provides a good summary of the needed functionalities for a

visualization system. Chi proposes a similar taxonomy but

more complete and recent. It is dlso based on different cri-

teria 8].

Several tools already exist to monitor networks graphically.
Most of them are based on a 2D visualization design. For
instance, EtherApe [2] is a tool that graphically displays net-
work activity between hosts. It displays hosts as nodes laid
out in a circle. Network activity is symbolized by the thick-
ness of the links between the nodes and colors are used to
represent the recognized protocols. This tool is well-suited
for a limited number of hosts and connections. But as the
number of hosts increases, the visualization zone becomes
difficult to interpret. Also, the nodes are reorganized during
the display of network activity and that makes it complex to
locate similar patterns of network activity between several
captures.

VISUAL [7] is another 2D visualization system. System
administrators are interested in the interactions between the
network they manage and the outside world, Ball et al. chose
to focus on this nonitored network for their visualization de-
sign. The monitored network is displayed as a grid whose
quadrilaterals each represent a host. External hosts are rep-
resented as markers laid around the grid. Connections be-
tween internal and external hosts are symbolized by segments
linking the tnarkers and the sssociated quadrilaterals. The
color of the segment indicates if the communication is bidi-
rectional or unidirectional (in this case the direction is nlso
indicated). The communication bandwidth is encoded in the
size of the markers. VISUAL also proposes filtering func-
tionalities and it is possible to retricve detailed information
about a host by selecting it in the visualization zone. VI-
SUAL provides an efficient view of the interactions between
the monitored network and the external network. However
a lot of network attacks also come from inside the monitored
network and so, its internal activity should also be displayed.

As for 3D visualization designs, the Spinning Cube of Po-
tential Doom [11] displays data (provided by the Bro IDS (1})
regarding established TCP connections and connection at-
tempts on a cube. The x-axis of this cube stands for the
local network's IP address space, the z-axis for the global
[P address space and the y-axis for the TCP ports. Each
TCP connection is displayed by a dot. This dot is white for
an established connection and colored according to the port
number for a connection attempt. In-this way, connection
attempts are emphasized as they are usually the mark of
port scans. This visualization system successfully uses a 3D
representation that permits easy detection of a specific kind
of attack. However, it does not enable the user to fully in-
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teract with the visualization zone, for instance to zcom and
find the origin of an attack.

IDtk [10] is another 3D visualization system. It can pro-
cess either Snort IDS [6] output (alerts) or raw TCP network
traffic. IDtk is based on the display of glyphs whose at-
tributes are used to represent the components of the input
data. These components can be encoded in the coordinates,
the color, the size and the shape of the glyphs. So with this
tool, the user is free to customize the visualization zone. De-
spite that, the design is limited as it only permits the detec-
tion of relationships between elements of the data (attributes
of the corresponding glyphs will be close or far).

Oline and Reiners[13] also propose several 3D visualiza-
tion designs for network security using either IDS output or
raw network traffic (TCP and UDP).

Finally, as we are interested in visualization systems for
network security, we believe that it is important to keep in
mind that the visualization systems themselves can be the
targets of attacks. Conti et al.[9] deal with this issue and
provides au useful catalog of possible attacks against visual-
ization systems.

3. The visualization design

The current visualization design derives from a 2D visu-
alization design we previously proposed [12]. It was built
to overcome some usability and scalability issues that we en-
countered with the previous design. This previous design was
built to provide a system administrator with both a view of
the internal traffic of the network he monitors and a view of
the interactions of this network with the outside world. The
visualization design we propose in this paper has the same
purpose.

It is based on two different representations of the network
traffic, one in 2D and the other in 3D. Both of them are
based on an interactive grid representation of selected net-
work zones. The 2D representation consists of two of these
grids placed beside. Hosts are mapped on the grids and the
network traffic is displayed as lines joining the parts of the
grids standing for hosts currently communicating. The grids
are also colored according to the amount of activity of the
mapped hosts. It is basically the same for the 3D represen-
tation except that the grids are mapped as textures on the
faces of several cubes.

The design we propose in this paper is adapted to the IPv4
network address space. The information that we display on
this design is to be extracted fromn IP network packets. It
includes: the source IP address, the destination IP address,
the source port, the destination port and the protocol. We
are also displaying the time of capture of the IP packets as it
is an essential piece of information for network traffic moni-.

toring and analysis.

3.1 The grid representation

The core element of our visualization design is a hierarchi-
cal representation of the network space based on interactive
16x16 grids (Fig. 1). Using this system, the user can access
and visualize the activity of any part of the global network.

0.0.0.0/0

A.0.0.0/8

A.B.0.0/16

A.B.C.0/24

Fig. 1 Interactive grid system.

Hosts are mapped on the grids according to their IP ad-
dresses. In the IPv4 system, IP addresses are coded by 32
bits. An usual way to represent them is to use the dotted
quad notation, IP addresses are written in the form X.X.X.X
where each X stands for a byte (8 bits). The initial state of
the grids is a mapping of the IP addresses on these grids
based on their first byte. It means that one quadrilateral
of the grids is associated with all the hosts whose IP ad-
dresses share the same first byte. Then, from this state, any
/24 network can be accessed by gradually selecting the bytes
of the network address. For instance, if a user selects the
quadrilateral standing for the value 192 on a grid, a new
grid is displayed, replacing the previous one, that represents
the network zone 192.0.0.0/8. Each quadrilateral of this new
grid is associated with the set of IP addresses whose first byte
equals 192 and whose second byte equals the value mapped
on the quadrilateral. In the same way, the user can select
the second byte, for example 168, the grid is refreshed to
represent the 192.168.0.0/16 zone and he can finally select
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the third byte. At this point, each quadrilateral of the grid
stands for an unique host. :

So in the initial state, the grids provide an overview of the
global network activity. The data is quite aggregated and
each quadrilateral stands for a lot of IP addresses. From
this state, the user can modify the interactive grids to make
them correspond to smaller network zones and so access more
detailed information as each quadrilateral stand for less IP
addresses. Also, one of the advantages of our hierarchical
representation is that the position of a given host on the grid
system does not vary. If several data sets are displayed on
a visualization system using this kind of representation, the
detection of specific visual patterns is easier as the network
space representation is constant.

As for the mapping algorithm, bytes are mapped using a
quadtree scheme (Fig. 2). We selected this kind of mapping
because it has an interesting property: if it is used to wap IP
addresses, it gathers them in subnets on the grids. In a way,
it permits to represent the logical network topology, which
is quite interesting for system administrators,

0100
00

0110|0111
10 11

Fig. 2 Quadtree mapping.

3.2 The 2D representation

The 2D representation is made of two interactive grids
which behave as described in Section 3. 1. One of the grids
stands for the hosts as sources (referred to as source grid
from now on) and the other one for the hosts as destinations
(referred as destination grid from now on). The network
traffic is then displayed on that network representation as
lines joining the source and destination zones. One line is
drawn per packet captured and the lines are colored accord-
ing to the protocol of the packets. As for network activity,
the quadrilaterals of the grids are colored according to the
number of packets sent (for the source grid) or received (for
the destination grid) by the associated network zones. The
higher the number of packets, the more vivid the color.

3.3 The 3D represent:ation

The 3D representation is based on textured cubes laid out

in a 3D space. Each cube stands for a network zone which

can be either a /0, /8, /16 or a /24 network zone. The faces
of the cubes are textured with grids. Like the one used for °
the 2D representation, these grids behave as presented in
Section 3. 1. For instance, if a cube stands for a /8 network,
each quadrilateral of the mapped grids represents a /16 sub-
net. Three faces of each cube are mapped with the source
grid corresponding to the network the cube represents (re-
ferred to as source faces from now on) and the other three
faces are mapped with the destination grid (referred to as
destination faces from now on).

The activity of the different network zones are represented
the same way that for the grids of the 2D representation, en-
coded in the color of the quadrilaterals of the mapped grids.
Two different color scales are used in order to differentiate
the source faces and the destination faces.

A source face of a cube can be connected to a destina-
tion face of another cube. In this case, the traffic between
the network zone represented by the first cube and the one
represented by the second cube is displayed on the visual-
ization zone. For each packet captured, a is drawn between
the quadrilateral standing for the source network zone (on
the texture of the selected source face) and the quadrilateral
standing for the destination network zone (on the texture of
the selcqtcd destination face). The use of cones permits to
simply visualize the direction of propagation of the packets.
A transparency effect (Fig. 6) is used to display the time of
capture information associated with each packet. The older
the packet, the more transparent the cone. In addition to
that. the color scale used to indicate the protocol of a cap-
tured packet in the 2D representation is also used for the
color of the associated cone. )

3.4 Interactions between the 2D and the 3D rep-

resentations

The captured network traffic is displayed simnultaneously
on both 2D and 3D representations. The 3D representation
can provide an overview of the traffic between several se-
lected network zones as several cubes can be placed on the
3D space. Regarding the 2D representation, it can provide
a detailed view of the traffic between two selected network
zones. So the idea is to combine efficiently the two proposed
representations as they provide two complementary function-
alities.

A pair of two cubes can be sclected on the 3D represen-
tation and the traffic between the two associated network
zones is then displayed on the 2D representation. Similarly,
a pair of two cubes of the 3D representation can be synchro-
nized with the grids positions of the 2D representation so
that the network zones represented by the grids also become
the network zones represented by the cubes. It enables the

user of the visualization system to analyze finely (using the
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2D representation) suspicious network traffic he detects on
the overview (3D representation). If this suspicious network
traffic happens to be malicious or quite unusual, the user can
modify the settings of the overview in order to finely monitor
that suspicious traffic directly from it.

4. The prototype

4.1 Implementation

In order to test the accuracy of our approach, we imple-
mented a prototype written in C language that is based the
proposed visualization design. It uses the GTK+-2.X {3} li-
brary and GtkGLArea[4] (OpenGL widget for GTK+-2.X)
for the graphic user interface (GUI), and the Libpcap [5] li-
brary for the packet capture. It is known to compile and run
on FreeBSD, GNU/Linux and Mac OS X operating systems.

4.2 User interface

In order to separate various functionalities of the proto-
type, we chose to organize the interface in four tabs:

¢ The "Visualization” tab (Fig. 3): This is the main
screen of the prototype. From this part, the user can visu-
alize both the 2D (at the right side) and the 3D (at the left
side) representations of the network traffic. At the center,
the user can access several controls which are also grouped
in several tabs:

— The "C” (standing for "Capture Controls”) tab: It .

provides the controls to start a live packet capture and to
open a previously saved network traffic dump file.

— The "V" (standing for ”Visualization Controls") tab:
It provides some controls regarding the two visualization
zones (reset them to their original states, refresh the display,

S

— The "G” (standing for " Grid & Cube Controls") tab:
It provides controls to select cubes on the 3D visualization
zone, to synchronize the 2D and the 3D visualization zones,

— The ”S” (standing for "Scale”) tab: It provides the
color scale (association between colors and protocols) used
for the cones and the lines representing the packets.

e The "Messages" tab:
printed under this tab. During the packet capture, packet

Some status messages are

headers are also logged here so that the user can access this
kind of information if he needs to.

e The "Preferences” tab (Fig. 4): The user can set some
options and modify the behavior of the program. For in-
stance, he can modify the color scale or set a filter to display
only matching packets on the visualization zones.

o The "Help” tab: To display some basic information
about the prototype.

4.3 Use of the prototype

For the tests we chose to display five cubes on the 3D vi-

sualization zone. However, it can be modified and adapted
to the user's needs. In the initial state, the cubes at the left,
middle and right all stand for the local network (a /24 net-
work zone). The cubes at the top and at the bottom both
stand for the global network (the /0 network zone). We kept
that configuration for Fig. 5, Fig. 6 and Fig. 7. So the inter-
nal traffic of the local network is displayed between the left
and the middle cubes. It is also displayed between the middle
and right cubes. The network traffic displayed between the
bottom and the middle cubes is the incoming traffic from the
global network to the local network. The network traffic dis-
played between the middle and the top cubes is the outgoing
traffic from the local network to the global network.

For Fig. 5, we used a small capture done on our local net-
work from a connected host. The 2D visualization zone is
set to display the internal traffic of the local network. The
observed traffic is quite common, the local traffic is mainly
constituted of broadcast activity. We can also notice some
POP3 packets to our mail server. For Fig. 6, the trans-
parency effect is activated and we can see the cones standing
for the packets vanishing on the 3D visualization zone.

Regarding Fig. 7, we probed all the local network on the
port 22 (SSH) from a local host. The portsweep is highly
noticeable on the 3D visualization zone and the 2D visual-
ization zone then enables the user to get the exact source of
that attack.

5. Conclusion

This paper introduces a visualization design combining
both 2D and 3D representations of the network traffic. This
design is inspired by a previous one we proposed which had
some scalability and usability issues. A prototype was made
based on that improved design in order to test it. We used
this prototype not only to display several network traffic
dumps but also to visualize network traffic in real time. We
were able to detect several patterns corresponding to abnor-
mal activity with the help of the prototype. Using that kind
of visnalization system really simplifies the detection of such
patterns in the data compared to classical textual based tech-
niques. The proposed visualization design has proven to be
scalable through the 3D representation of the network traf-
fic. Also, interactively combining both 2D and 3D represen-
tations lets the user finely control what he is visualizing. We
believe that using our prototype can significantly improve
the efficiency of the network traffic monitoring task.

6. Future work

The current prototype includes all the basic functionalities
corresponding to the proposed visualization design. How-
ever, some further functionalities can be added to simplify
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that were displayed on the 2D visualization zone in order to
provide a quick access to them. We also plan to improve the
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