2006 — CSEC — 34 (57)
2006./7/21

#E®A OO0D000  fFREE
IPS] SIG Technical Reports

F—RA g —sF—FEWHEL LI-arT 7 2 MVEHFEORSE

whosEt M EREhtt ik ozt

FABKERER Y AT LBHER T 305-0006 K- < EH REE 1-1-1
it BREHHRAS T 102-0082 HEH TFRAX—EET 6

HHEL RxZ, T3 —2RETHEDICHF—OLFHBEFAL ALY, ¥—R bo—21l X5 HEFRIEL
FTARLVWIWEEITFATVD, COFRHRELHWETTICE, ¥—Rbp—20ar7F7 AL, BE=
LY A MR CHEET O LENRDHD, FFETETHIaLF 7R M, FZEV—-To TIHEH TV S - web
TSUTLFELTVD, Lol —E— FOERAREEV Y, 22T, CFHREZMNALR2CY—Ro—2R
HENHE, 227 7 2 bOMMHIZERTERIWRIEF —1 <L bO YA I ZBROZIR D, TOMBEART S
7212, B2 1R BEOHMMELEIFICE/MTS L0 9 dt Vectorize FIELZIREL, EREZITo7. FORE.
EERE L EE L B A IcH S, HHBERETHT% ~ 13% ML L.

==k F—Rbo—2 377 R BRI A7 ML BRTEER

Extracting Contexts From Keystroke Data
Munetoshi ISHIKAWAY, Mizuki OKA!t, and Kazuhiro KATO?

t Graduate School of Systems and Information Engineering, University of Tsukuba Ten-noudai 1-1-1,
Tsukuba-shi, 305-0006, Japan

1t Japan Society for thePromotion of Science Ichibancho 6. Chiyoda-ku, 102-0082 Japan

Abstract We have implemented a verification system that continuously verify current users using keystroke dy-
namics. With a privacy protection motive . our system does not use characters associated with keystrokes but
only nses timings for verification. For an accurate verification. it is essential for our system to be aware of nser’s
contexts so that the svstem can compare the sane kind of contexts. In this paper. we propose “dt Vectoriz-
ing” methad as a solution to nchieve an accurate verification. Our methods looks at different time interval to
characterize kevstroke sequences. Our experimental vesults showed an increase in verification rate by 7-13 % on aver-

age.
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