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Abstract This paper proposes a new anonymous communication system called 3MN (3-Mecde Net). The system
can be regarded as an extension of the Crowds-based anonymous communication system where each node in the
communication path decides its action by probability; whether the node sends a message to the proper recipient, or
to another node. In addition to these two actions, 3MN can choose the third action, that is, to encrypt the whole
data set and to rewrite the temporal destination. By adding the third action, we can show that 3MN preserves the
anonymity of the proper recipient, and reduces the load for encryption and decryption compared to the Onion-based
anonymous communication system.
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