HERA 000000 R8RS 2006 — CSEC — 34 (37)
IPS) SIG Technical Reports | 2006/ 7./ 21

NREEE S e FaiciEks<
ASEKEE— VA< VEEO X 2 7 2 EE b

A A EIE

t R LEKREREBT ¥R T 226-8502 Mz )| VBRI THAK X R F T 4259
E-mail: tjun@fe.dis.titech.ac.jp, ttkobayasi@dis.titech.ac.jp

HoEL AHTIIABILENTMASDERELHBEOHOEF 2 7T RRFERT 2 baVERRT S, pagr gl
ZADURECRIE S X, 22 BT 3 BEAEKO AT 4 —IZHH L TV S RELHETH Y # 2 visy
BREE— A< VR TIRHMBEH I 2 M ORET 2BHRACHET HMBLRIEIh TS, REMRLR
~8 h Az LSV RITERETHE. SRCEE—VAv VBBV TR ShRE AT ek
L2 EGT 52 LRTETH D, REF D b I VZHEHEMIZE TR n i3 LT O(n?) OFRMIRLE LE
L4 B%, ax h—ifibic ) ORELIT0() THB, BIMERTITMATIN 1000 288 % 5 KRS TSP I
BWTH, ZANHLEN CRAFRERICEET S Z LARENE.

X—— R wAFS—F g—Fa Lan, FTL530—, K, ABLLE, TSP, 4774 F=—r<X VA b

Secure optimization of Traveling Salesman Problem
using Scalar Product Comparison Protocol
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Abstract We propose a secure local search protocol for the distributed combinatorial optimization problem. In
the distributed combinatorial optimization problem, information regarding the cost function is distributed among
multi parties. In distributed Traveling Salesman Problem (TSP), traveling costs between any two cities and city
sets to be visited are distributed and private. Distributed TSP can be securely solved by secure local search based
on private scalar product comparision protocol without revealing distributed information. The time complexity of
our protocol is O(n?) in preparation phase where n is the number of cities but the computation time is kept o(1)
per one iteration. The waiting time required to complete the optimization is reasonable even when the city-size is
more than a thousand and the optimization is processed without sharing the distributed information.
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agement
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T+a0, XFE X%/ multiparty computation protocol
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TRRMEE, MEMET)18), HHHENL), F-F~—2
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Bzt LT e bare—Hh e LARTMIRORVvEN
EWHIREENRHD.
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LOBTHRERINT, BER~DFEREEL 2V, FEE
a—FlREIbNET Ty 7By 2 2L LTEI =0, FEMH%
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SHMEAZE D IELMBOF L LT, 4 2iEEE—
A= (Traveling Salesman Problem, TSP) %Iy L(F
3. SYBUTSP TRV, AT <& L BHMBHa R
PO S—F 4 — I ENRTV D, 2K TSP DEREY
REMEYT DB, AT ZOOHMLHERT.
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HThs.
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RTEBRPUEREDT-HDOTR bar i@ L, TORAEL
HEBEBRIZ L > T2 2 L4 A ETS. BES 2 b=2
NMEAFEa—Y AT 4y 2 L LTI L B2 BFEREZ R
D EFTWEMN, KOBELFIE~DEER T BRIZTET
b5, EERTIHEYL, SBTSP 0R4L2LY, Ty THy
Z[HE (KSP) ELEMNEME (VRP) 7o, X204
IR TH 5.

UT, 2ETH TSP L EORFERIEICH>VTHELIZHRHA
L, TSP IZBWTHERBTRETTFTA R —E,F =2 5TEFN
KOWTHITS, 3ETCRTa fhartoerFo 77
ny s L ABENRRE T FarERAL, Zhi vk
TH 2T RRFRFELRRETS. FARET o baroitil
BRIZHOWTLRBT S, 4 BCOHERERIZED Xy by —
J EONEBABOWTERE 0 haA0MWERELRIEL, £
DOEBELXFMTS. LI RTRRELAZ 70 banh, ¥
D L&D RBBERTF — & 2F NIRRT ENCHONTERTS.
6RIzE L L, FEOHFHEIZOVTHRNS.

2. Distributed TSP and its Privacy

2.1 Traveling Salesman Problem
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Fig.1 An example of 2-opt neighborhood, left: tour =, center:

tour removed two edges, right: tour added new two edges

27 = (01,2:01,3, +, 02,3,02,4, 1T =1,n) (1)

LRBATD. ZIIT oy €{0,1} THY, TR vi,v; XS
ERKERPIFEETHIEL, £ TRThIE0ZRE D4 Y
TS ERTHS. RKIHE SN BEREELTOL TR b
NTREATS.

T = (d(”l' v!)v"',d(”h”")' . (2)

d(tlg, vs), esey d(vg,v,.), aeny d(v..-;, U'.)).

T ZC d(wi, v;) T v, v; MOBEREZ B HEEREMECH

B.ozy kb, N7 bR MO ©HE. ZoL & KER
B f@) RTRO L5 HEn B,
fz) =y"=. (3)

TSP Bififbiz, z B I BARTHBZ L E2RIEEL,
5D yizonT f(z) TR/MET D RBLMBE LTERLS
ha.

TSP i35 % - BRIV TE2TORTHE2KET S
BERERERDD Z ENAME 252, FFRETHE, £
BRENE (n BHEIL) 4 2L LOBHIZET 5 HEHEER
ARODMEEAB LTS,

TSP {ZHWT, b M-S RENE S IR RE L ARE
i%, k-opt IEFIZ X DRBHERTH S, k-opt iEF LI, BE
DRERE y I LTIEED k ADBEERY E£Y, ~INVL UM
BEBREND X ITHAR k RXOEEFITINLS Z L TER
ah3. Figl Iz 2-opt M OB T4, LATFILEHFET
BOsRFEEROT ALY XLET LTS, 2L N(z) i
a—PF—RERT DLER « DOEFTHD.

[Local search based on neighborhood N(z)]
¢ Input: Initial solution z.
e  Output: Local optimal solution z*

(1) =z €& N(zc), N(zc) + N(zc) \ {z}

(2) If f(z) < f(zc), thenz. +—zx

(3) If N(zc) = @ or satisfies some terminate condition,
z* « z. and output z*. Else, go to step 1.

RBEEFRIZ, AV oniEHIzE-3< RIS~ DOIEN
RESHh TS,

2.2 Data Partitioning Model and Privacy in Dis-

tributed TSP
nEn/)—FEELLIRERD VCV IZonWT, &

subset of cities subset of cities
v v
\ J . J
1-searcher 1-server mode! 1 her model k her 1-server model
(Scenario 1) (Scenaria 2)

2 BB TSP IZBIBF—F5WEFNL
Fig.2 Data partitioning model in distributed TSP

BB V' ODAINFHFALI0THY, VT =R -3
d =n'(n'-1)/2BDEEEL L 57, ' @i LKET S TSP
REFEND. ZOLEKER z DIR MLV THRENS
TSP &M o -y L WD, LM, AHTIHERD VIV
12845 TSP 2% 9.

1RITRLIEZO0YHY A6 FHEh5 L 51, TSP
BEHBTTAL 1 —iky, V BLXEz IHETS. LLyd
V' BIBENEN T 54 <— il Th o biE, v7—
iz 2V RLCRBRTIZLIITES, Fh, YT—O
AP z-yidzBEIPRy L ULTHREMET S Z L3 TCE ARV,

V' CEREND TSP ORBEY 7 — 4 BFET B —F 1 —%
searcher, 2R bX_7 & —%{RFEFTB/—F 4 —% server LFE
HAZElLES. ZobE, fLHMARBBRE searcher 2
V' %, server 3y 24 ICBRIFLTHEY, V' &y idEWNNITS
AR—=FTHIRIATHD. ZOF—73BEF V& 1-server
1-searcher model >5 VML (1,1)-TSP &BERZ &IZ T3 (K2
K), 1RIRLEYTYA LR, BRBaAIRIF—izE
35220 (1,1)-TSP ORGEROLSITHY T 5. Zo0%
SHBRRD AR IRII—%FHE, 25472 MIR—DF
T A R— b RrEEMEMR A E S L — MEELE TV, Zo
DEUPLA 77— SN BB P ERETIMETHS.

AR MR E—yBy=p+p+..+p lZybl&h, i
F B D server BT I NIz y; {RIF L, searcher # V' %%
HLTWDHLE, ZOF—2FHEFNE k-server 1-searcher
model 3 5% (k,1)-TSP LFER (Fig2 ) . ¥V F 213,
ZDEFAMIAELTNS. ZOo0FELENEAFLRRD
ARIRIE—%DLDL, 2747 MITT A<~ 2Bkl
SPEIHET -l an-RBEEN— b2 ERTHMET
H5. .

ZOEFALEMBLT, VRV =WUVl. UV DLz
SFEN, i FB D searcher BHPE Ntz V! #{RIFL, server
Ny E2FEFTBETFT VL 1-server k-searcher model 55\ %
(1,k)-TSP (F24) LMER.

FETSP DT T R —EZDNTERT B0, 48
(1,1)-TSP (V = {A,B,C, D)) ¥zt 3. BT 3E=F
(Trusted Third Party, TTP) ZFIRLTZ® (1,1)-TSP 24
<#8, seaicher it V' = {A,B,C,D} %, server ity ¥ %h
Fh TTP BT 5. TTP RALIOEBET LY Xh%k
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KT, Mz =(A>B—>C— D A) 2RBRL, %
% searcher iZi%27/- kL& 3. searcher itAiBA¥ z* %73
WBBLE, seprcher XEDMOFMERY T — 21 =(A— B
DoC—A), z3=(A>C—B>D— A)DaR btz

DIAREY bREVT RS, ZOBME, searcher (XH

OENMIZODFREX ' y<myytaty<z2opEAMBZ
Lizies.

TTP AV vwnWhizd7e bary, TTP 2AW357o
b a AP EIZE R 2 TITIER2 D 272 /e, searcher i 2 LA E
DZDE DI BTEXRELDONTITOH TSP < 2 LIZFH
BTHD. ZhEEMLT, l-server 1 searcher model (Z3{7F
55 TSP Ot ¥ = 7 RELI, UToRkiciRRahs:

Problem Statement 1. ((1,1)-TSP BB {k) Server it
A RNy H—y %, searcher REHOBHIRAE V'CV 2 RHE
LTW3, Z—ADHO7a b arOEITORE, searcher it V'
DOAINIHFLIATHY, YT -z EBNSTE 2 L, Y
7—aX BT 5 220 EOFREXEHB 225, ThilsMIE
LRV, server [XT HEA2,

l-searcher k-server model((1,%)-TSP) & k-searcher I-
server model((k,1)-TSP) iIXZ D EHFD BRRILRITE T
EEINS. RETH, BENBLET o a3 a8
TSP D&% a7 RRBBRAZIC OV TRAT 5.

3. SWTSP OO tFa7HEBHELTOH
an

3.1 BEAMLETO L

S8 TSP OBITHRFEIZEVT, step 1 B LU 3 id searcher
HHMCRITEMETHSD. —F step2 14 searcher LTI E
FFCE2V, step 2 Tz LEDEFz DaR L yT .z &
¥z DHBRERVSLETHS I &2b, searcher & server
ORMORFHERIE, UTORENFILRMBEIZIBFEND. &
ENTBEOBHLUATIIRT.

Problem Statement 2. (BEMRRILKME) Alice A5~
#—z1,22 € {1,.., K}, BobB_7¥—ye {1, K} %
BELTWS. LD y>0,z2-y>0THD. ZADRK
D7 a b ILORTORER, ZAZAEOKRAERORERER
TRERX T € {1, 1} 23HT58, ThUSRALARL.

LRoOMEERICE IS RENFRT 2 FaL21) 277

[Protocol : scalar product comparison]

¢ Input of Alice: Private vectors 1,22 € {1,...,K}¢

¢ Input of Bob: Private vector y € {1,..., K}*

¢ Output of Alice and Bob: Inequation 7 € {4+, 1-}

(1) Bob: Generate a private and public key pair (sx, px)
for homomorphic encryption and send pi to Alice

(2) Bob: Encrypt Bob’s vector ¢; = Ency, (vi) and send
it to Alice(i = 1,...,d)

(3) Alice: Generate numbers r,r',7" € Z,, randomly,
such that d®K2 < r,r <r' < 1+ g 0<r" <dK?

(4) Alice: zyy — rz2 7'z

(5) Alice: Compute w,, = ( ‘:ﬂ c:’"'") - Encp, (r")
and send wy, to Bob

(6) Bob: Compute § = Dec(wm) )

(7) Bob: If S < 0, send I- to Alice. Else, send I, to
Alice.

(8) Alice: Receive an inequation

1l 2y BEV 6 i EENREN 2, c DL FEOEREHS
bt. 7o barOELS LE¥a YT 4 IICBTBEEIX[21)
ABREnEV. ZoFa banfzBsng, Alice RABIC
ooy AP RRTHENTESD, 2%, LBERIZE
ENRFTIHN, X2 F—DU~<FiL Alice NHHIZRETE
B8, #RELTK/DE Alice Iz LAAG VIRV,

3.2 BEARLBICE I BHFER

FEiTit, HERARERES T FariBnT, (1,1)-TSPO
THDRFRFEERRT 5.

ARG B —DERE ZE, WHRE V B LCRHE p,
server & searcher DM TEBIh TIN5 L &, FEMAFHLE
WESL X a7 RBHERT 2 baUToL B E
ha:

[Secure local search for distributed TSP ]

e Input of Server: Private cost vector y € 2%

* Imput of Searcher: Private city set V'CV, V'] =
n<n

e Output of Searcher: Local optimal tour z* € Z}‘(

(1) Server:
(8&, px) for homomorphic encryption and send px to Searcher

(2) Server: Encrypt cost vector ¢; = Encp,, (y;) and
send it to searcher (i = 1,...,d)

Generate a private and public key pair

(3) Searcher: Generate a random initial tour z. from
Vl
(4) Searcher: Generate a set of neighborhood N (z.)
(5) Searcher: z €, N(z¢), N(zc)\ {z}. be&, {0,1}. If
b=0, Ty &~ zc, 22+ x. Else, z) ¢~ 2, T2 + =
(6) Searcher: Generate numbers r,r',r” € Zm ran-
domly, such that K™ < r,r <r' < (1+ ghx)r. 0 <
" < dK?, @y —rz2 —1'z)
(7) Searcher: Compute wy, = ( “.'=,cf'"")-Enc,,, "
and send wy, to server
(8) Server: Compute § = D(wy,). If § < 0, send I_
to searcher. Else, send I} to searcher.
(9) Searcher: Receive an inequation I from server. If
=land I =I;, I + I.. Elseifb=1and I = I_,
Ie1I..
(10) Searcher: If I = I_, z. + z and go to step 4.

(11) Searcher: If N(z;) = @ or satisfies some terminate
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condition, z* - z. and output z*. Else, go to step 5.

step 5 IZBVT, z & . 13T X AITEREN DA, searcher
X step 9 IZBITAHFERERIEICL ST, z-y & -y IZBIT D
ELWREXZBDZEHRTESD. DRIT, step 555 step 9
T CORRI, BETEFEICKITS step 2 L 2 FLHRMEL
FBRLTWD, Zord, LLE—OABKOMARBESHTY
SR, ZoFa barizl VBB, BRORBFTERIC
BWTHBBRLE—HTS. step 5 BLVIZKITH swap #RfE
%, S OFFFIZBT B server DAL (statistical attack)
P BIzTbR TV BED,

server & searcher D Hld ) -y & zo -y DHEERLE
B, stepsd 236 B ITHMIT THEEMNTILEICHET5120,
ERUSNORMBLBLRNVWZ BRSNS, ORBIEE
FarDtEFa V7448, Zo0TFA~_— YT A ba
NVNOEBRMPLRAHBDT T A R —%{REIT 5" composition
theorem” {Z L o THATHZ &N TE D, ML) 28RS
iz,

3.3 BMIEEEERMHURIZEATIHR

AEHTH, #8770 FarosMH ks X CEBHERIC
ONTERTD. FAT vy 7ORBEHHRE L BEOHE DR
MHARLS ICEHEBHERRIR 1T LHLA TS,

HIBRSER: server & searcher DM DiB{F it step 2, 7 H &
CBICBWTRAETS. A TSP IZEWTIL, server D3R |
Ny Py BB ENTVBMR, searcher DV T —~_J #— g,
T IRTIIEREIND. Thwpx, F—¥( FORIF—y
A server IZ & > THFE{E&h, step 2 123 T searcher {Z5%
BEh T3, ZOifif8i server-sice DY ¥ —-RNEWEh i
WIRY, —EORIUTEhEI.

server-side DEEF{L~7 2 — PR S hi-ix, @ig, ¥
T =7 bk —2EMT 57N wm % searcher A5 server
~EBT B step 7 &, FTHK% server 1 b searcher [Zi%{87
Sstep 8D ATy T THD, BIRT v 7L bilif§aR bR
BE—F—ThY, AT TAR—REZBENRVELT
LZOMBIIEBTERW=®, ZOAFyFIZELTIRCA
ULEEaR b 2RLTZERFTETHS.

BEFEIRTSER: step 4 123UV T, iE{5id searcher IZ L » TAR
Eha. bULABSREBRMICRA LTS L LS, MR
it O(n®) BUEIZA 58, BREOEHELERL, HVREEL
IBEDHEFEHERTDHZ LT, BBLhO(n) iZETHI
MWDz eNaRChB.

FMHAEROBA»O LR LIR bh9BERT v 7L, step
TILBITARRUHETHS. ZORAF v FEFA—F IR+
3 LEMS B RIL O(d)(= O(n®)) ThY, KHEMBEIZIZS
WTHIDATyTHRR ARy 71225, ZORF vTITH
TAHBREBBT A0, EFRECLL-TERSLIE

(D FHFE—RILFVACRESEDLZLIZL T, S<ODEPE S20
DERFL BT 1/2 225,

#1 #F7o b LoRMIEER X CBIRMRER

‘Table 1 The time and tion plexity of the proposed
protocol. ‘
step time time communication
(non-cryptographic) | (cryptographic)
2 - O(n?) O(n2)
4 O(n) — —
8 O(n) — —
7 — o(1) o(1)
8 — o(1) —
9 — — o(1)

it, 2EEICASTHERITOR2NZ L E2RATS.

PIZHE, 2-opt it 2 DB ZBRE, HILWZoDHEMAS.
IokE, FEEME 2D @o S bhih 4 ThE. o &
T B 2opt KL TEREAEYT—ELED. ZOLE,
RIF—rz—r'z. DZHOOBERILr, ZHOOBRIL ' Th
N, RYDOETHBERIILTOTHD. step TIEHITEEH
HETIX, TOXKBADOEAXy TTHIENTRTHSL
o, FFMERIL 2-opt EF CIRRERS—F—ThB. Lb—
B, EHREIIL > TER XN BN u THEHA,
step 7 (20T SOFMMA R O(u) IZEHH Sh, WM n ik
FLR2WY, SBIEER TRV TSP 2B TH IR MBI
X O(u) 2ETHZ &m0, ZOHERZAUENNTIZE
BEETHILELILNS.

step 6 Tid, = & z. DEREFWRD7-0Z O(n) BLET
H5. AVSEGHREOEEBICL - Tk, ZoRELERA—
Y—OHRA/CRITTHZ EBFAMETHIAE, ZZT—Mitd
BIZOEHIZLE.

BEARDIX, step 2 S D step Tix, HIEHER L 20
HEICET MM REN, —2DOEHRERD: Y XA —
F—-lx bh, BFRZIZEELLEVWETHS.

3.4 RESIHESRAR

BRI baroRs—FE Y F42B3E0IC, FiK
TSP 2k} 5 ERFEBL 1T/, ZOFRTAVLNMEI
burmal4, berlin52, st70, rat195, att532, rat575, pcbl173
THD. BHEAICHIEFIL, TORMHEORHEERL TS
2T OMEX TSPLIB [20) il Sh TWA LD THS. 7o
b IMZENT, searcher IMEE OB 28Biks V' 8
RYyDZEMNTEDHN, MBS, ZI TRV =V ELE.

512-bit 35 LT 1024-bit keyPaillier 5% [19] % HFR%
B3 & LTRY . server £ X U searcher 711 5 L J2SE
ver. 1.4.1 TR S, server 35 & U searcher % 100Mbps
Ethernet LiZf# &h, 7o F hik Xeon2.8GHz(CPU),
1GB(RAM) Windows PC {ZBWTEIT&hi. HEizHwn
T, LT 4 SO M E ME L.

(1) Encryption : step 2 IZ5\ VT, ¥ —/3%4 FDRY
Z—ZE LT D - HIZBE L= i ERR

(2) Downloading : step 2icHW\'C, BE{LShimd— <
P FORY & —% searcher BF T o — K557 bizEL-
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FE

(3) Comparison : step 5 25 step 10 2354 T, searcher
RZODORRDMEMO 2 R R BT D72 HICE L =r#i

(4) Optimization : step 2 670 haIAETEEC,,
searcher M ¥IMARE £R Lnic, BMANLRBPTRER%LES
7o DIZHE LIFrA)

3%, LREFABO, HAHBITHITHHEMRMETLTW
5. WS, SEAHERMTHD.

3 LB, Y—73 oA FOXRY ¥ — DSk L UM S{E
~Y D searcher D ¥ Y »u— FIZET 505/, Wiz
HLT2ROA—F—TRMTHZLERLTVS. BH{LIC
HT R ISIEA T BV S, ﬂﬁ%ftli")"—/"ﬂ‘mﬁ‘(”ﬁﬁ—fﬁﬁ
TH 57, searcher DR HLEFMIZIIEEL AV LIZERE
hicw. ¥yro— Fb‘i?‘:l-‘t&%"#ﬂﬂ%ﬁ'ﬁ‘é step Th D
A, Z @ step I3 searcher A3 server & #% Tl 4 5 VIRID A
HITENB. 512-bit key ORERTIX, ¥U v o— FisMlicA—
Ry FRELTNS.

3ETIXaA POKB—BIHZY OHAMRMERLTY
5. RFFEROITPIC, HERICE  ORBOHBERENT
bhdlkdh, TORT v 7OHABHMILRNZ EBROLN
3. M cAZ L I, WRICES I HRSMIEShRicH,
PbhoP—BIZRENTVS. 7L, 512-bit key 12K TS
rat575 B3 L U pcbl173 DFRERTROTHLLANRR OIS, 2
DRERIZIERE B{LIE (step 2(e)) BT 2MEOHEICLS
LDTHS.

3 A T3, searcher 2 AFTRLEMZ 1G5 = HIZBE L =1L
F%# LT3, 512-bit key 125V T, rat575 3L U pebl173
IEENEN 8.2 ¥B LU 38 N TRIE{ES hiz. 1024-bit key
23V T, FhER 50 7B LU 166 FTRIifiEEnd. 3.3
277 LI BR{E D TREZITHLZVEE, 512-bit key (28T
rat195 ZIGEL L2384 4 ALLLOEMR 1570, #idit
DOEHRHFEFIZKENZ LB DNS.

4. BEISOFaILDOHEE

AT, BEAREBEOZLF —F (—~DERL, *
nERWEE 27 R2RFIREERY R, £k, K TSP L
A OMHE b RE LM ~OFEBIZ OV TLERTS.

4.1 (1,k)-TSP ~D#3R

BWEMBLENT, Alice 23 21,22 %, Bob 43y ZfRFL T
BLEIZ, 2y BEWR -y DRDEHEETS.

Bob ORZ ¥—Hy =T 0L SicHWEN, Bob
1,...Bob-k BERERBBEN~SI ¥ — ! ZRELTHBEL
£5. zorx, BEAEET S L, (Thy) o

E (Thim) o RUBT BEHOT B b 2AAART 52
ENTED. ZhE (LE)-PEEREFERZ LTS,

MWD DIz, 3-party TF L ((1,2)-FIFLHER) % =T,
k-party EF NVA~DILRIABR THS. RIE (1,2)-PIBIH M
HOMBEREUTIZRT.

Problem Statement 3. (B (1, 2)-RTALLARRARE) Alice A

Ry B —zy,z2 %, Bob MR F— gy %, Carol i y2 %R
FLTWS. 2Ly =y +1p 51,22,y € 25 THB.
ERTERI 2 o-+m) - (n+w) <0, Iy %
z2-(+p)—n-m+y)20LT5. ZAOMOTa b
ANORTORKR, Alice ITREFRXT € {I,, 1.} 28530%h
LIAHET L1722V, Bob & Carel 3T H 1840,

WIE (1,2)-NREREEO b0 a b arz U TITRT.

[Private (1,2)-Scalar Product Comparison]

o Input of Alice: Private vectors z1,z2 € {1,...,, K}¢
® Input of Bob: Private vector y € {1, ..., K }"'

K}

Inequation

e Input of Carol: Private vector y2 € {1, ...,

¢ Output of Alice, Bob and Carol:
I1e{l., 1.}

(1) Bob: Generate a private and public key pair (s}, p})
for homomorphic encryption and send p} to Alice

(2) Bob: Encrypt vector c1,; = Enc,,;‘ (v1,¢) and send it
to Alice(i = 1,...,d)

(3) Carolk

(si.p,’,) for homomorphic encryption and send p} to Alice

Generate a private and public key pair

(4) Carol: Encrypt vector ¢2,; = Encya (y2,:) and send
it to Alice(i = 1,...,d)

(5) Alice: Generate random numbers r, 7', 7", such that
dEKP<rr<r <(l+ ) 0<ri <dK?,0< 1 <
dK?, 2 —rzo — 7'z

(6) Alice: Compute w}, = (]'[‘_ o ‘) Encp (r1)
and send w,, to Bob

(7)  Alice: Compute w?, = ( =1 c;';‘ ‘) . Encpi(ré')
and send w,, to Carol

(8) Bob: 'Compu(;e S' = D(w},) and send §' to Carol

{9) Carol: Compute §% = D(w2). If S'+5% <0, send
I_ to Alice, Else, send I to Alice.

(10) Alice: Receive an inequation /.

Si+S=rz- (¥ +) =’z - (W + )+ +rf kY, I
PR Z ZCHEIET 28, 7o banoELILEXx=2 V74
13021) EEROFIETRIZENTES. (1, 1)-RENBELE
L OIS, Bob 26 Carol ~, S' = ragy -y —ray-y1 +1f
NIFBINDETHSB. Carol iy BEW z2 [T2WVT, Sy &
RlikOIMAT, ! NHEFAONBLBD LB TELL. &
R DHM ) BEIU ) BEATL S' BLTS? ItV T
MBS TV A7, Carol i3 8! & 8% DEME ) IZOWT
fHEBs Z R TERN.

ZORE (1,k)-PBHBIC K-S E, (1,5)-TSP Dbt
¥a 7ARRFRES 0 banrZ i EbizEhns.

4.2 S (k,1)-TSP ~D#3R

Alice DR F—ifzy =Y % 2l 20 = T8 sb DX 5z
HEEh, Alicel,... Alice-k BERFNRAY ¥ — 2, 2h 2R
mLTnas, (Thet) v (Thoet) v 2RneeT
A70banhEzronhsd,. ZhiBE (k1)-P5HLEE RS,
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RUE (&, 1)-PlEBD D7 0 b ok, BE (1,k)-H8
L@@k, (1,1)-NRBRLROAKRIERTHRDZ LB TE S.
S (k,1)-TSP 1%, BAWMARENR V' = VVuWu.. oy
DEIHHISh, k party IBFEENTWVWS5E TSP Th
5. (1, k)-TSP Dizh D& % 2 7 REETEFRITWIE (1, k)-
MRLE DS /T 6ICB B TELEN, Fik (5, 1)-TSP O
e X a7 R RMER L RE (k,1)-NELEBE»OH 2 E
HE#THD. ELLENMLEBIBIES V 2EWS
BN ETIZT v ¥ LTIARROEIEREZ MM T 5 2 L B EEH
LThD. 3 (k, 1)-TSP DDt H* 2 7 e inB {LikOWE
t, SEBOBHTHS.

4.3 FOEHMOHAHELERBEMB~ DR

AT, TSP o2 R FEKENBEH AT S TS &I
LT, tXaT7RAERELBENHLET 0 b ar i Hvn
THEE L. 8-o7C, 87 a b=z FEKAABMNE
Lo THRENBRLIE, FOIEHOHLE DU RE(LRE
HEBEETHS.

F v 7 v 7 M (KSP) it—20F v 7H v 2 othlz iz B
KELDEBHADLIIGRIRTIMETHS. PO R

k& cyyemeq &L, TERNFROGBPOMEE vy, ...,va EF 5.
KSPIX Y qw; S W &L, A0 Y, cc; PRK
L3 L RBARE SC{1,...,d} ERATIMETHS. B
SIS TSP LA (0,1} THRAESh, 2R FEKB S
CHEPBIC L > THE S h 5 72», #E7 0 FarHfE
AETHD. o

ERREHBEME (VRP) HUToRIcRR NS, /—F
MBV LaXMTFIC X TSP LRI ERSHS. /— Ry
BEFBTHY, TOIEFLO/ — FREOKEBFTHD. VRP
a2 RN ERBEI RV T—DREERATHMETH
5. EYT-RE{ENLHBL, &/ — FEERI—E3>
BEIL, BUERERMICH> TL 2U%ERDHS. BEPOEHD
BRI IR ORER Q #BA TR LA,

V7 —DOWE it TSP Rk~ ¥ —TRESh372%, VRP
ICBEBWTHIRBT o b aLBFRTETHS.

5. b Y Iz

A TiE, REPRBERERS o FanrizEsnwg, tFaTh
RFE#RODO 7o barzRELE. £, SR TSP O
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F— I RBEFANETSTA R —%ERL, ik TSP BER
Za barickoTREiftEhadZ LR LE. #87n b2
AL, EBRKHZE VT O(n?) OFMI R LEL 35K,
aA b—RiEdHi ) ORERIZERA—F—IZMX TS
7e¥, WMATHAS 1000 2 THLELFHLEMISRRHE
Z LR TBRAIFLE.

#RIe baL TR LHEARBRREICKT S REFE
RLER, ZHO0RLRIMOA FHBOAZEFAL TR
KNN3 TERPHRENTATY XLLY, Lh @0 A
Hea—YRF 4y 2 ~DIBRRIFRETHD. LO®ERAS
ta—YRF Ay 7 R TSP S ~D i, $H%OBMET
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