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Abstract In this paper, a private scalar product comparison protocol is sudied. When private vectors xj, x2
and a private vector y is distributed among two parties, the private scalar product protocl compares the magnitude
of x; - y and 3 - y privately without revealing any information regarding privte vectors. The security of proposed
protocol is shown following the simulation paradigm. As applications of private scalar comparison, we show the
protocl to solve private linear discriminant problem and private Euclid distance comparison problem.
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B, BRONR—F 41— aBENET—2ZHRELT,
EFNThOF—22HEAM ST, F—2DFS54189—%

REL N E ERLGHNEIUTT 3070+ VNRAIKR
MATNTVD S, BoF—aA v JORF TR, Wik
A=V TT7NVIY XL F—22HERTILT S — b
RITTBRHOTT M AVHBBREE A TVS. Pinkas 5
BOWRLTEMS N-F—RIEDVWT, Zho6EEVKEIRYE
FIIDI TN XL X DREREZERT B 7V TY XL
ZRELI|1). £9T 54/ —2{RB LT Association rule
DOHFE(2] *®, k-mean ¥ FARVY T3], RAIT R}
T — 7 DHIERE [4] X Z DfHmehns.
COXSBEMLANVDP LT XL, BENRHITER
T AREBTRLAVDTO b aNBEBENF 42 FT0Y Y
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BEOZ7O baNE LT, Yz L y BZDDNR—F 41—
KEGHMLTWR L XiC, Atz y 254 X—PCHBL, %
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DRET 5T 54— MR FUOREIEHEE N5 R
B&H3. BIAIE, Alice H z,Bob # y BEHLTED, WHEMN
MR ¢y 2B L &I, <Y 2—OFRED (0, 1)¢ 2
BETRTWBES, Aliceldz & o -y ZAWVT, y ORHEE
SRR TR BT EDTETHS.

o TLEAT IV TY XLDOFTIC, AR HBEEROIH S
B EnBBEKE, WRONEHRERETS 70 habk
D&, WROLBROBEHITTS 70 b LDES N, Rild
BHERIPIENEVS HCLDRLTHS.

RRLLROBERIE L THRE W3 L7V T) XL0F%E
UFEBNTB.

BESAZNARIA: Alice &7 — % 20 IKDWVT, sign(B-x0) I
Ko TF—2HMT 375 R EHGT BRGNS f(z) =8«
ZHEFL TS, Bob ik 7 SADNFHEETF—4 2 ZHHL TV
3. ZAOMO 7O FaNVOER, Bob 3 F—4 x OIRFIER
(B, FNLSHITLEEV. Alice BALHR.

CORER, BIXIET—1BISAIRNFF—21y bic
Ko TEPLIMNIBERIEL, 7547 6DV IR
MCBUT Y2547 Y FMRET 37— 2 ORRIFREERT
Y—ERRKEHENS. IRFIER (TOBE ) MY —ice>T
RETEVRRE AR ISAT Y MNCEETHT LT, Ml
94T Y A R TRITHETH D, —H, 7547V MY
BHTZT—2PBETEVRER, F—2 o 2P —CED
T &, WY — Y A RTRYTHMETHS. UL, #5l
BBEIUET—EDBENTIRETHHBRWU, -2 DFSE
TIAR—EHATS 70 PR EE &S,

WEI—2 Yy FIEREELRAGE: Alice IXHIR po ZHEHLT
3. BobHIR p1,p2 ZHFLTWS. ZADMOTO +an
DR, Bob xRl —2Vy FERE (po—p1)- (oo —m)
BEY (po — p2) - (po — p2) DFDEBOKRERZ Y, Th
L&A, Alice (MAIG 800,

TOMER, FAKIHMLTWSE/AVT—Tx > P,
HOOBISHEENrETIC, BELTBUHERODERNERE
TR, FATETSS.

BEEHESHERBEME: Alice 32X B f(z)= 8-z
ZFRLTVS. Bob BRREME X = {z0,...,zn} ZRIF
LTW3. ZAOHODT O b OVDER, Bob i {z1,...,zn)
Mo Bz BINZT B8 2° 283N ZhLGHIAL R0
Alice B @& @4,

COMEE, ARERTIR FEESERENBABA DY
BAEEEICOWT, Y—/ X MEEERIEL, Y547
VRSOV IIRAMISUT, Y347 > MHMRFT 2R
LA H BRSBTS TR MR HORE BT B Y — U RIS
N5, WRIBRTIX FERHRBENBMEORE LT, K
Ee—b A< Y (TSP) PRHBERRE (VRP), —XA%
RO (QAP) X ERRISNTWA. AFRH, 79—, M
EMF T XL E, T2 ST B MR RRE I

DIFAIER AR L2 — Y RAF 19 7 LBAB{HEBILT,
DEIRY—ERABRBTZILNTES. COLSHKMED
& ZORUEIC DV T [16] EBREET hiew,

AT, EEDLSHLBTIVIVXLODELNTF 4T T
2y o LEBARLEE 75— McRITT B HDTa b
IVDRBELIUEDOLH2Y 74 ICHT BHRAEITS. UT
RIAXOHRTHS

2 TETIRIBR 7O b VTRV ZIE B30 SRR L iR
ZHNT 5. EBEARLERMEERCL, BEOHEKO
HBEDYE T, AREEN TSI/ X— MIRRTTRENT
LREIRT S, 3 8Tk, BEARKE Yo FLERRL
ZEOELELeF2 VT ZHAT S, £lZoHFRICOW
THRYTS. 4 ATRBEATLR Yo bobo, BEGTER
SIMRAH X CHEL— 2 ) v FER LRI~ OISR Z T
SsTHRER o bankzeh, SEOBYEEMEERY.

2. BBE0ZE

ARTEER 7o b VIS 28 S8 BRERICD
WTBEAT S, £ hoOEREHTOMMAEREDEK
Lo THIRE W AARLEY o b U ORI 5.

2.1 REIULHS

AMREERE, THERRER, MR HBHORHO
HRMNBTEARNET VY LLOM (Gen, Enc, Dec) h 5t 5,
FERT N TY XL EBER & LMADH (i, pr) ZE
BT 5. TSRS EAEERME (additive homomorphic) T
H2E o, RMREREL mi, my € Zn IKDWT, UTFHEE
195,

Dec,, (Ency, (1)) + Ency, (ma)) = my +ma,

Dec,, (Ency, (m1)™*) = myma.

NHHERIE S RITHERWE FXSMOBY, KESHCX-T
BRENTZDDELDBEELIDNT, EHLOBEXNE
L550NXIENET 2hERZIIZIENTEEVES, BB
ELMEHEND. Paillier BHF [9) QIMEEMELH L, HHRET
HBEBRO—DTHS. Paillier FEROFBHUC DV TIR(E
gepmEIniwv.

2.2 2-/\—F4—7OFNWDT 511

R TRE /I —F 14— semi-honest ICIRTPS LT L Z2HHR
&35, semi-honest &k, {1—F ¢ —I, JObFIVREIT
fiz 3 Ml THRERT I LERE, Yobalo
ETORFYTEELL RITTBRB[BLOLTHS. ik
semi-honest /3\—7 4 —ItBR T hi-fife VT o ran
DOHALAONEEBE 5T 3. semi-honest /3—F ¢ —if
DT AVOEFaVF IR [6) IKBEVWT, UTORICER
ThTVa.

= (N, ) EEENSEARMNTHIET 30K L T 3.
B=F4—1DRN 2, "—F4—20ANZy T3, ki
N% f%&AHETS 28—F 4 =70 b2l d3. FObain
FUTHDIA—F ¢ — 1 D view i, viewl(z,y) = (x,7',m},...

,m}), R—F 14— 20 view ¥ viewd(z,y) = (y.7%,m},...
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ymd) EBREND, TIT, r,r? REN-T A ABTREE
BREABTHY, m RBELL i BEHOA Yy —V%H5D
. TOEE2R—F 4 T AINVD TS 13— T OR
KERENB.

Definition 1. (2-/3—F« 70 k2D TS 118) REN
B f icVT, UTORERTSEXRHET7 VT XL
S BXU 8, WEETZE0E, NI f2 754 X—bcHE
T3.

{S1(=, f1(z, 1) }enetnaye =° {view! (z,9))eyetonyes (1)
{SZ(ya f2(xsy))}=:.ue(n.l)‘ =° {Uimg(mv'y)}:.ye{ﬂ.l]" (2)

T T, =i, HEROBBIATEE (computationally in-
distinguishable) TH5Z E2RT. K1 & RN2E, 13—
F4—0D view B, TDON—F 1+ —DAF - HADHRICT 74
AMEEHRASERGA 7TV TV XA 81,5 KE> T3
L—rEnshbid, 3—F4—R 70 balORTIKL >
THALSOEREREV T L EBK LTS, BlicOWT
& (6] ZBREhiw.

2.3 BEARTO N

REART 0 b VOMERSZ L TIRT.

Problem Statement 1. (RBEMBIHIRE) Alice XY
R—zy, 20 € 28, BobPRYE—y e Z3 BFHLTVS. =
ADMO T b UV OIYTORR, ZANSHROMITHR = -y
EZHETEHN, ThISHIFLEEN.

BEARNE RSO 7o F oV RERERIATVS.
Vaidiya SOBETIR, HBUI—F ¢+ —TERS > X LIT75
EHREL, BEORIZ—2FVHLTIIRED>TRRAIT
BLERESTTFIAR— bR 2 —2FBTILLLIC,
ZhoORBRBEMEC K> TAMHENRTEINS 3]
Atallah 51X 1-out-of-N oblivious transfer I £3 { $E AR
7o FavERRUE(12]. Goethals 5i%, ZhenFut
VB BRETEBV TR Z—DH 3ERIFEHRT
RT3 LERL, &HRetOBOERERERSICESS
REAM D b aVERRUE. T Goethals 5ic k3%
BN o b aERT.

Zn BHEIREU M ICBIZ3EXBMETS. £ p =
Wmjd] 95, £RTOWMEBS mIcDVT Zn LT
f7bh, H13—F 4 —ik semi-honest IKIRFS> LDOLTH. T
DEE, oV TORICERREN S,

[Private scalar product protocol]

e Private Input of Alice : z € ZJ

¢ Private Input of Bob : y € Z¢

¢ Private Output of Alice : z-y—~s4 modm
(1) Alice: Generate a private and public key pair(px., sx)
(2) Alice — Bob: Send py. to Bob

(3) Alice — Bob: Send ¢; = Encp, (z:) (i = 1,...,d)
(4) Bob: Compute w — [J2_, ¢

i=1

(5) Bob — Alice: Send w' = w - Encp, (—s4), where
SA €r Zm
(8) Alice: Compute Dec(w') =z-y— 354

EEU e, BEOHMHI L Sy FLIC—DERERINT SR
& d. kiz g,z ldy,z Qi FEOERERT. 0D
FVIEBNT, Alice D F 54 73—, Bob DRITHEN B
PSS HERNRHE SR THY, £ Bob DTS4V —i
HRERNICRETH BT LATRENRTWS.

2.4 BFM70 FERNERRERORESR

i, AMT O b alosfitEBZEbEICk > THE
TRZAMEB SO Fald, BZ3RATREVWTTIIAN
Y—HRRENENC ERERT. RIE— 1,39, y KDV,
FERI_ Bary-y—2-y<0, I. Bap-y—x1-y>0 £E
93 L, ARERMERUTORKCRRENS.

Problem Statement 2. (FBEEPIBIHLEERIM) Alice ¥R~
B—zy,25 € {1,...,K}4, Bobh o %—ye{1,.. . K} %
FBRHLTVE. ZAOMOTD FaVORITOBE, AR
HOKXNEBOERERITER T € (L, I} EHETBH,
ZhppH3fas @,

2.3 WRLEBERR IO FaLEFIBTACLILEST,
PRI BB IC ST HETH 2. BEAM YD Fabicgs
{BEARLE T FalE M TCRY.

{Protocol-1]’

* Private Input of Alice : z;,22 € Z,‘f

e Private Input of Bob : y € Z,‘f

¢ Output of Alice and Bob: T € {I,,I_}

(1) Bob: Send ¢; = Enc,, (1) to Alice (i = 1,...,d)

(2) Alice : Compute w1 — [IL, c™*Encp,(—s4)
where s €, Z,, and send w to Bob

(3) Alice : Compute wa — [[5, ¢/**Encp, (—s4) and
send w2 to Bab

(4) Bob: Compute Dec(w;) = x1-y—s4 and Dec(ws) =
zo-y~sa. If Dec(wz) £ Dec(wi), return I_ to Alice. Else,
return I3 to Alice.

(5) Alice: Receive an inequality J and output J.

TRU 214,220 BRENTFN 21,2, D i BHOBERERT.
Protocol-14&, EEUWHEREREZEXZH, Alice DRI 2—IC
B892 A Bab ICIRIRT B AEMELD S, step 2 BXV3IC
DWW, Bobid Dec(un) = z1-y—~sa & Dec(wz) = z2-y—sa4
%18%. BE»SHEERTIC LT, Bobid :

Dec(wz) — Dec{w1) = (za-—x1) 3w (3)

%#8%. DED Bob IXMBOLBHERIEITI T, AMDE
SEZEMBT LHTES.

z1,z2 € {0,1} DX 5 IKERESPLBEE N TWB S,
(21— 72) -y D5 k1, 72 DRFARFIEET BT LI SHARAT
FETHB. &oT Protocol-1 ik FEMM L ORBEERIC X
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nEF 2 7 oREN.

TOTO VL, 21y & ze -y DEE%E Bob DD YIC
Alice WMTS K KBET BT M TES. BICAK, #Hhic
T, Protocol-2 ML TORCERETh 3.

{Protocol-2]

(1) Bob: Send ¢; = Ency, (3i) to Alice

(2) Alice : Compute w; « [I%, ¢/ Encp,(—sa1)
where sa) €, 2, and send w; to Bob

(3) Alice : Compute wa « []%, c;**Ency, (—s.42)
where sa2 €, Z,, and send w» to Bob

(4) Bob : Compute Dec(w1) = z1:y — sa1 and
Dec(wz) = x2 -y — sa2. Send Dec{wi) and Dec(wz) to
Alice

(5) Alice : Compare Dec(un) + sa1 = .z -y and
Dec(wz) + 842 = xa-y. Ifxa-y—z1 y £ 0 output I,
Else output I

Protacol-2 Tld, Alice DRBFEDONRY & — z,,x, XRBEH
B, Alice i oy -y BXE 20 -y 2185728, Protocl-2 &L
EBC BV TEF a7 TEV.

3. MEASLRIO |~:)DOJ$E$

3.1 BERRLBSOFIN

MBECIRLEL S, BEARESBEARTD RO
VOBRBEDETCREF 2 TERITTZT LT, FiE
CRBEABREBOHOF LT P LEERTS. XY
R—DOR7TEE d21 LT3, QOB T TRRI 52—
DEBHEE D=(1,...,. K} K22LF5. RELEE, 0%
ABERLAT 2 —OAREBAOHERETY. FEEARLE
REEMRL OO T VR ToL S KidiiEhs.

[Private scalar product comparison)

¢ Input of Alice: Private vectors z1,22 € D

¢ Input of Bob: Private vector y € D

*  Qutput of Alice and Bob: inequality I € {4, I-}

(1) Bob: Generate a private and public key pair (s, px}
for homomorphic encryption and send pi. to Alice

(2) Bob: Encrypt Bob's vector ¢; = Ency, (1) and send
it to Alice(i = 1,...,d)

(3) Alice: Generate numbers +,7',7" € Z,, randomly,
such that *K® < r, 7 <1’ < (1+ ghz)r 0 <" < dK?

(4)  Alice: Tm —rz2 — 'z

(5) Alice: Compute wm = ( 4, cf’"") - Ency, (+'")
and send wy, to Bob

(8) Bob: Compute S = Dec(wm)

(7) Bob: If S < dK?, send I- to Alice.
to Alice.

{8) Alice: Receive an inequality I and output [

Else, send I

Alice (X HHIC 11 L 2y BTRTEB T LICERI N
DD, KBKREAFEFIRET I, kT3 75—0
JEFFE Alice PEENCHRETE D58, MR UTHBERIZ
Alice {2 LHMHIS hixlo.

3.2 BEAMLRIOFaNOERIVTo

FHTRBRLUELBEAREE O VDOELE L Fa
V74 RMATS. £9, I baVOELEEERTZED
OFEEERT.

Lemma 1. L > dK? LdK* <r,r<r' < (1+ =) 0<
" <dK?eTB. i

S=(z2-p)r— (x1-yp' +1" 4)

L4n TDEE, 2TO 1,22,y € DICDWT,

2 y—x1°y>0 &> S>L (5)
T2 y—x1-y=0 <> —LdK? < S < dK? (6)
T2 y—21-y <0 <= §< —-LdK* (7
TH3.

Proof: (5) DT H&REEZETRT.
S—1" = (z2+ y)r = (z1 - yp’
> @2y = (@ Y1+ )
= (zz2:-y—x1-Y)r— #(31 ‘9.
ey >y &, rDHEDIIDET 25y = dK?
yT1y =dKi-10LE §—r" R X, S—1" > 23 > L.
2T, 2 y-z1 y>0=>S> L ThH35 HRERHZ

L>dK? XD EHBETHS. LoT (5) REhie.
BT (B)BRY. =X < WA, 0<r'~r< 2y <L

TH5. &oTzriry=z2-4 21 9pF0&D,-
S—r" =z - ylr-+')

= z1-4(r—r)< S <z y(r —r) + dK?

> -LdK? £ § < dK*
o T (6) HREhs.

B (7) BRT. ETHHRHERT. Sy 120y
DEEHIDET ¥ = r+1 DHEBRATHS. &oT
Ty y—z1 y<ODEE,

S—7" = (z2 - y)r=(na -y)r'

< (z2-y)r— (z1 - 9)(r+1)

=—(z1-y—z2 Y)r=z1y

< ~r—1< —LdK? (8)
BV TR MR RT.
S—1" < (22 y—m1-Yr—m1y < —LdK?

KHEWT, 2y < LAK?* &b, § < -LdK? =
Ty y—x -y <0 THB. KoT(7)RENiz. ]
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Lemma 1 2H\WT, 70 FVOELEEIEET 2.

Theorem 1. Alice & Bob!& semi-honest \CiREBES L 93. T
DL E, Alice SHERBULET D b LORTHR, ELVER
=5 - 2183,

Proof: S R, (4) THEE NI & &, step 5 KBV T Alice
KHEENS w, &

At = (ﬁff""‘) - Bncp, (r')

i=1

= (f[ Ency, (yixz.ir - yiz‘l.ﬂ")') - Ency, (")
i=l

= Ency, ( i (y.-xz,.-r - y,-a:x.sr')) - Ency, (r")

= Bncy, (r(y - 22) 7' (y - 22) +1"). ®
TH5. wAIC, Bobid
Dec(wm) =#(x2 - y) = r(z1-9) +7"

% step 6 T185. Lemma 1 &V, § < dK?2 a6
oy~21-y£0, Z5CHINE z-y—z1-y>0H
BIrd 378, Alice RELWARSR2EZ. O

#W T, scalar product comparison protocol DEF 2 1) 7+
ZIERT Bl Hic EO0HEEEETRT.

Lemma2. S>L &953. L>dK*DLE, 2> &3
1:5:0)) 21,29 € DIKDOWT, S = Zor — zu‘lv+ 7 %iﬁt
(r.o',") », LdK?<r< r', 7. 021" < dK? i
BWTHRL L —HEFEET 5.

Proof: S>LOLE, LemmalkD, z2 > 21 THB. 21,22
BEXENELE, ' IKDVWTOFREAEN

S= 2T — Z]T’ + 1‘” (10)

&, §—1"H ged(z2, z1) TRIDYINZ S, MIFETS.
0< 2 <22 dK2BX, 0L 7" < dK? OFEETHEYIC
Y= EFTBELTS—7 =088 LWITB. %2 =X

,n=8X) etmmmb K108 =7 IKBOT,

S Xgr—Xﬂ' (11)
LEMTHD. TCT, 1< X < Xa < dK?, &' > L/dK?
TH3.

FEABRRNL = Xor - Xir DRD—D% r=vo, ' =1h &
T3, K11 D—@RI

{v':S'rn +Xit  (t=0,%1, £2..)

= S'T(,| + Xat

THD r=x i3 s OEEE LT,
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o —+ _ S'(ro—ro) + (X2 = Xa)t
f[t) = - . s:nm +X12t lr (12)
df(t) S'{(Xz2 ~ X1)ra = (rp — ma} X1}
Fey= (Sra + Xut)? (13)

LIB. Eito= g(ia:—{,x)l IDWT flto) =0 THB. T
DeE, g=r ¢ a7 %ﬁn?ﬁ&t MEET I DO
X5, ;

SEMBOHR LD, (X2 — Xa)ro — (f'(’, —-r0)X1>0 BX
U (X2~ X1)ro — (rh — ra) Xy < 0 DZDDPEBEACNS.

MBI, (X2—Xa)ro— (rh—70) X1 >0 DBFERERS. T
DG t =to (HET f(t) R EICOOMBMUMBRTSES. Xo
Ty f o) < g53 B5HE, [to,to+1) OFET f{t) < ghr %
BRTEM ¢ PPTLLB—DFETS. to= FPY %
R (13) CfRAL, 8BTS L,

(X2 - X1)®

S’{(Xz —‘Xl)f'o - (1‘6 -
LK LK
L/dKz~ L

fito) = m)X1}

285, £oT, L> 'K 561 2= < by ka8t
MEETRT LHmREhi.

REE, (Xz—Xi)ra—(rh—ra)X1 <ODIBEREXD. TO
L&, ¢ =1, fHET F(t) B ERADMBEDPEERTHS. Lo
To fta) > —gin BBW, (ta—1, 1) DFEET F(t) < — g%
EHETBE L FDPEL LE—DFETS.

EREARE, to = B2 R 13) KRAL, BET
3L,
s _ (X2 — X1)?
f (tn) - S'{[Xz - X;)To - (-r", - Tn)X;}
_ LK LK
L/dR:~ L
%183, XoT, COBATEL L> KI5 2= < 1y

BB PP LA —DEET ST LR ENT.
BEED, L>dKADLE, 2> 2 KBERD 2,20 € D

2WT, § = zr — ar' + " BEET (nr',r") 3,
LiK? < r < 7220 < 240 < v < dK?P BV TH

Tleb—HEFEETRCESRENE. D

Lemma 3. S< -LdK? ¢35, L>d'K¥DLE, n<n
BBERD 21,20 € DWOWT, §= zzr— ar 1" il
T (o' ") B, LdK® <r < #2202l 0 7 < dK?
RBEWTPEL LL—EEFET 5.

Proof: Lemma 2 LRI, r+' lKBF3—@RICEALT
fO) =2z @&R12C, Ft)BR13THEDENE. oL
&, f(t) < Tt REICTHE  MEETBRERER B,

SEEBOBELD, §'(X2 - X1)ro - S'(rh —m)X1 >0
BIU S'(Xz - X1)ra— S}(T('] -7)X1 <0 DDDEEH#E
Abhs.

MBS, S'(X2—Xy)ra— S'(rh — o) X1 > 0 DREREX
B. f(t) ik tg = LIS Chorid @ BNT, f(to) = gk TB



3. S <0THBLICERTBL, t=1t HET f1) & T
CMORBREVRRTSES. £oT, f(t) > - i F5IE,
(to = 1,ta) DEET f(£) < zhy ZHRTBHE L NEET 3.
to 2R (13) KRAL, BETSL,

Flto) = o= X0((X2 = Xro = (16 — o) X1} ®
S8 +ra(X2 — X1) + Xa(rh — 7o)}
o PK*-dK*
-L
183, &oT, L>IKHWDEE, Fta)> -5 THY,
TOLE U2 < by BAEH L PR LL—DFET S
LHRENE.

BT, S'(Xz — Xi)ro — S'(7h — ro) X1 < 0 DIBAEER
B. f(t) 3 to = LECS0mmd 12 gmn T, f(ty) = Zhy 2
Y, t=to LT (1) BTFICODBRMEK TH3. LoT,
£(to) < 75z BOIE, (ta—1,L0] DREAT f(t) < 7he BME
THRY ¢ BEET S, to 2R (13) KRAL, BETSE,

Fleo) < d’K‘I-Id‘K"_

285, &oT ARIZL> TKY DEE, f(to) < 7ks
THY, TOLE LI < L BB L BEET DT LAVR
Ehie.

BLEED, L>dKY¥ DL E, 22 < zy LBEED z1, €D
K2WT, § = zor — 27’ + " BT (07, F7) B,
LdK? < r < '\ B2 < ghy, 0 £ v < dK? EBVTH
B L —MFETACLNRERE. O

Lemma 4. z2 = 21 B3 EED 21 € DIEDOWT, § =
zr — 217’ + 1" BT (00" 1 S OfHICHIHDLET
r<r B2 < e 0S 0" <R IRBWTAEL L b T
FY5.

=X, §-r"= z;(;'—r') a5 " EDWTER
5. 0< 2 SdRE?BX, S—r" = B2 BB " IX0L " < dK?
KD Lb—DEETS. ZOEDVT, f=r—-r &
WIBH, LdK? <r<r\ 2= < gy, 0< v <dK2ITHV
T, B=r—r" BHBT S r REECHEESTS. 0O

ZHhED Lemma ZAWT, 7Ol DbEa))F 1 2R
T. 2R8—-F 4 =70 P VDTSV OERICE DT,
73—F 14 —D real view &, ANBITCHUADBILER TN
7z simulation view A computationally indistinguishable T
BLE FON—F 170+ IVORITEED SRAENY
ME/ENT LHFRENS.

Theorem 2. Alice £ Bob 1 semi-honest W85 5 %k 61,
scalar product comparison protocol & Fa 7 THY, 7ot
IVOR{TH, Alice & Bob ZELWFF RS OMHMER
TV,

Proof: Alice D710 b A VHITIZ T B real viewD? &
simmlation viewDZ4,, XX TO& S IciiiREh 3.

A =
D= {2],12,01,-“,!-'4} )
21 27.0€{1,...K}2

A - -
Duim = {mhx?ich---ucd} .
o dmmpe{le.. K)e

%7 simulation view % Alice DAN z1,z, LHH IS
WTHUTRLSIKERT BT LIZLES.

(1) 2BAR p. 25 XLk,

(2) & =Encs (5:) 2B TZCye, 2 LT3

LDt E, BESRIWBEEER/OLD, D L D4, ik
LR y BEX5RTH computationally indistinguishable T
55,

#2T Bab @ view IC#83. Bob @ real view  D? & sim-
ulation view DE,, BLTOkSiciitah 5.

DB = {y,wm,S}

B e &
Dyim = {y‘ Wy, S}Ihrz.ye(].....K}d.

Bob @ simulation view % Bob DAF y EHF T DH#ZH
WTLTORICERT BT LIt LS.

(1) &UI=I-86, & L5 %, Fr-y—51-9<0
BT LI, FUHLIERTD. £S5 CHINE, 5 &
Eo B, Ta-y—F1-y > O0BWTEIE, SUHLRERTS.

(2) ##F,FRPE® <if<# < (1+ k)R 07 <
dK? BT X SIS L ERT B,

(3) 8= (%2 -9)F — (&1 -y)i + 7 ZHATS

(1) 2R 5 2SO HLCERTS

(5)  ibm = BEng;, (5) ZHET S

C O sumulation view IZ DV T computational indistin-
guishability 2579, £FELHIE, {y,5) & {y, 5} D indis-
tinguishablility Z7R9". distinguisher i&

1,22, p€{1,... . K}4

5 = (z2- y)F — (z1 - y)F + +7" (14)

WY (re' o) BEETENE S MEAD 2 BXC 1,
EVFy I TBIENTES. LULEDLSE (r,r' ) I
HETE L i U digtinguisher (3 S & S 2RI TESBC L
&%, LHALEHS, lemma 34 BLUs5 L > KM
V LAK? < 77 < 7 < (L4 2)7 0 £ 77 < dK? B BIE, {E
BO ),z KDOVTR 14 ZEET S (r,r,r") PR LS
—HFETBT L EZREL TWAD. WA, distingnisher i3
COHETE {y,5) & {y, 5} ZRPIBZ EHNTEEN. #
FRMICIX (3, S} & (9, S} REK r, v, " D—RiEDT DI
indistinguishable T&3..

£, {wm,SY {im,S} IREBRSBBEED X compu-
tationally indistinguishable T%%. {y,wm}. {y,Bm} &%
EERTHS. y & S, SBMIE, Thonlanthtss
D¥ and DE,, i compntationally indistinguishable €3 3.

2-party computation O 7J A /3—DEBMC LD, theorem
MERAEhT. O

LAk, Theorem 1 HXU 2 &b, SBEAMLE YD Fald
ELEELF2 V74 HNRENE.
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3.3 BEARLSO—MILE

TNETICRLUERE, AR 0 dK CIREBT L
ENHBL LTWBLS, Y 2—0ER{HEE D = {1,..., K}
JK228LTWe. AHiTRIhEABP OEZEBRI MV
T s.

RIZ—ICORAENEENBBEE, TOTRIMI(L0)®
BOHMULHEMED, o' = (2,1), v = (5, -1 +1) DL IKE
Y5, ZOLE ¢ =xz-y-1+1>0&D, (EEORY
2—ORBOTRZ 0 XD REL TR LHFTE, HBULR
JoranvEFETRLNTES.

TS 3BT LEMEICRD ZEBE &L, ARHHN I
sV I BAEEFEEREINE+STHS.

3.4 BEARER 7O JVORTTR

A TIRBEARTD F bic kY 58 RSG5,

7u iz BV TREBMHIIRO X E VR T v ik Beb
D step 2 ICBII B y DEROMBI{L L, step 5iCHII S z, D
BRERICODVWTORENRTHY, ThERITTBICHLT
O(d) TH3. 172L Bob OBFIX 7O kb 2IVHIAEHC offtine
THEMULHRIFUTHL T LHETHS.

EEROBEENAROAZVATF v TRATF v 7 (2) 1B
% c; © Bob 15 Alice "NDEETHY, BERIC O@W) THS.

=12 L, BEARLEE HRETY, 5D Bob DXJ ML
PARET Alice DY FOBZMERZEBE BB/, B
LB step(3) S OIERT B T &N TE B, BEANRLL
B—EH Y ORTRIE, BEHERIC OQ) MABTEHNT
235

BRI HBEAEINRI IR EES &b U RS £,
HEREOREARTD b VEERT SR, Bob R0~
2—BRETHB T LEATHBLLTIW I —AHBL, DX
3 RBHFICE VN CTHEHIRT T o N ERITTS
TLNTES.

1, HBEOBEART O FIVDOBAAICE VT, Alice
O RZ—HERNCE L, FTOBILRINEVIEE, step
5 DRFUTIBFOREIMTTT 5 T LI & > THMRHIME
HEE NIRRT R LR A B C e TES.

(16) io B4 2 RMEMAH S DY RBCRIE T, TORRER
MAUT, MR, mERRe bic, K—EH:D 0(1)
MR TVS. ‘

4. WEASFLE7O FINVOSH

AR TRBEARLEE D halEELF e Tnuw ol
U THERETREA RSB~ O B A R4

4.1 BERERIE

FEERRIRE L IR MNETIC BV TE - & LR FN) Y5
ELTHIShTW3. UTMEERERY.

Problem Statement 3. (FBEMAERIRIZL S 5 ANE
RIE) Alice ¥ 72—z € (1,...,K}, Bob MRS
y=0-z,B8€{l,... Ky ZBRLTV3B. ZAoMoTo b
DVORFTOER, Alice iZXT ZI—IRAWER (true, false} %2

B34, ZhLUHEfS @RI, Bob ik FEIE BTV

Bob H4& DRI f(z) = 8-z R EDHAODTFSHERFER
KHISLTWS. Alice B=DDRY Z— (¢ +n,n) ZAKL,
Bob 2MRET 3 gl L THEART D L ERTTS L
LS. EEL X Alice BEDBERORT X—TH5. T
DrE, WEOMOTD VDR, 8- (x+19).8 1 DHR
BREEXS. CRIZ Bz 0 OLBEERICHELVIESD, Alice
BRBEARER YO Fbic X o T 2 BT 3HBIRRE TS
AR— BB LHNAHETHS.

UL SIS IR BT ERIER TH BN, A—RIVELED
HBEDUR L > THREINB T R— RS E— =3
RCBWEERERTZEALEN, TNEHLDEHEDETIR
it DOt ¥ o 7 RGBS MRAIIE TS 5.

4.2 1—2V vy FEEROXNMNIZ RS

-2V v REEOKRMIEOMMEERELTICRT.

Problem Statement 4. (MBEEERELLEEAMA) Alice X7
Z—pi,p2 € {1,.-., K}, Bob B %—p, € {1,...,K}?
ZRELTVS. ZAQHOTO P IIVORITOHR, A-
ice @RI Z—MWO2A—S VY FER (po—m) - (po — 1)
v (pn = p2) (o — p2) DRNEBOHRERI TSN T € (14
I} 2350, FRLBHIALEGY. Bob BAIHREL.

ZOEBVT,

Ty =pr+p2
T2 = —~2pn
y=p—p2

L95L, Alice HFD 2 Him & Bob A2 1 IO D
a—2 v FEROBE,

(po=p1)- (po = p1) = (po — p2) - (po — p2)
= (m = p2): (pr +p2) = (P2 — ;) - (2m)

=y n-y-r

LEBETHR, RSSO UEEAETSS. S0
& Bob Mz &, Alice B y,z1 ZRIFLTWVBH, LUTOR
K70 haVEEETSE L TELWBRRERSZ EHFT
3.

(1) Bob: ¢ = Enc(z2,) £ U, Alice iKEF

(2) Alice: wm = [1c{¥ Enc(—r'(z1 y) + ") ZHEL,
Bob I8

(3) Bob Dec(w,,) =rzs-y—r'z -y+r’ ZHEL, *
DF S Alice ITAE

ZOAE LN, EERO 2 RHOEREOKNE TS ~<—
M T LA AETH S, RO RIDEAEDA/NER
OBZFALTRITEND 7LV XL k-mean i LD Y
SREVITTNIVXLEECHE LT, BEEYORHT
BE{HFELTEY, BEART D FaVETOESE7NVT
Y X LADSANTETH S,

B BETES A —F S - a Y VAT LT
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2RAVERBRIC VT, MIRERAM S TRBRIEREITS 70T
YALE ENDIERGER NS,

5. BbYic

AT, HROYA FEFRUERY Z—DORHADK/NE
REHET 2HEARMELERL, ThERIHLWI Ot
VERR UK. HEABEERT D Mo, #EROTBEMR
78 FaVIEREFENINESPERVED, BTLEAR
OMFERELEL LEWHICAWEERS, XhBvLL
DEeFa VT4 2RET BT ENARETHS.

FETBEARLREFATME L LT, BEAEREIMNE
BLUHEL—2V v FERERMENOBAMZRLE. &
HMSAR L LT, HRIGEEREFM LETERRMES
HIFoh3d. ThoDV AT LIHBOM MRS ETRE,
HNPICRETIRENDD, T34 —DBRHSHEN S
3. BRULE7obalzfifiTaILickY, XhEReRY
AFLERHTB LN RE LEXLNS.

7, ER7oraVBERA -V a VIEARABT LD
AfEchsdeHEAONS. BEToralzfIALERXY b
T—BHOH LY —CZADMRT BT LHSHOBET
H3.
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f =

1. Paillier cryptosystem

ation,” In Pr
»

Paillier cryptosystemn is known as one of semantically se-
cure cyrptosystems with homomorphic property [9].

The public key of Paillier is the RSA modulus n = pg,
where p,g € P, and element g € Z, whose order is divisi-
ble by n. The secret key is A =lem(p— 1,9~ 1).

In Paillier cryptosystem, a message m is encrypted by

c= E(m;7) = g™r" mod n?,

(A1)

for a random integer r € Z,. As shown in A-1, Paillier
cryptosystem holds additive homomorphic property.

The ciphertext ¢ is decrypted by
2)-1’

(A2)

¢ = Enc(m;r) = L(c* mod nz)L(g’\ mad n

where L{a mod n?) = (a—1)/n for an integer a such that
a=1 mod n.

Tt is known that that semantic security of the Paillier cryp-
tosystem is as intractable as breaking the decisional compos-
ite residuousity problem.
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