#HERA 000000 BIRME 2006 — CSEC — 34 (11)
IPS] SIG Technical Reports 2006/ 7/ 20

FELOFBEEMNL Licq v &—% v MIRERZEY A7 LORRE
t@E R mH e

t LBEAE RN 2R T 060-0814 ittt ItRIb 14 &9 TH
t JeEBEARE RS > X — T 060-0811 JtiHILRHILEIL 11 &FE S TH
E-mail: {{ueda,takai}@iic.hokudai.ac.jp

HSEL FE AUE—Rv FEFELRIC Lo THMICHER LD TETHED, FEBRYS Y F—RY
FASEERARET ARSMEX TETWS. AV 4—2 v FTRERSHRERST R TESRME, BREETI
EHLHRcERLTLESERENSS. CORKREERT S, FELOA va—2v FHIARREBERL
KNSR EENE, —ATFEERDTSA Y — b ERT32EN S5, FRMTEA Y 4—2y MNCEHLT
WBFE LD PC L TRTOMERITS, 44—y FIRAERZEY AFLIDWTHERS. A—FFy bOR
ry bRy PFrICEoTA VY E—RY b7 7L AOBEREHICITY, Web R—-Jix ¥ BRI E N HiE2mHL,
BEZHFTV—CLORBLERTZT LICKD, TOLAEAZRHLILERE, REHCHLTRTA-VT
ERICEET 5. AMTIR Y ZAF LD Windows 75 v b 73— LETOREL, KTy bR+ TFARET I ER
{ERHIC & 3 AROMEIC DWW TENS.

F—J—F EHXE FLLORHE HFHEH Web FFaiZb

Development of Internet Watchdog Systems for Children Protection
Tatsumi UEDA'! and Yoshiaki TAKAT'

t Graduate school of Information Science and Technology, Hokkaido University Kita 14, Nishi 9, Kita-ku,
Sapporo, 060-0814 Japan
{1 Information Initiative Center, Hokkaido University Kita 11, Nishi 5, Kita-ku, Sapporo, 060-0811 Japan
E-mail: {{ueda,takai}@iic.hokudai.ac.jp

Abstract For today’s children, the Internet is one of the most familiar and useful information media. However,
the Internet sometimes can provide information harmful to the children. Guardians need to watch their children’s
use of the Internet to avoid potential risks of contact with harmful information. On the other hand, we have to
consider the children’s privacy in communication. In this paper, we propose an Internet watchdog system which
operates in every child’s PC connected to the Internet. The watchdog system always checks the Internet access by
Ethernet packet capturing, and samples the words from the downloaded texts such as Web pages. The collected
words are immediately compared with the system’s dictionaries of different categories, and then children’s Internet
access tendency is analyzed. This summary of analysis is periodically reported to the guardiens via e-mail. We
have implemented the Internet watchdog system on the Windows platform, and evaluated the overhead for packet
capturing and access tendency analysis.
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