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Abstract

We have proposed an image-based user authentication system which is inspired by “Where's Waldo?". The
system is using human characteristics; the second trial is easier than the first trial. However, the system has
a drawback that by observing the legitimate users’ authentication trial, it is very easy for illegal users to
steal the authentication information, since legitimate user directly clicks on the place of the authentic
character to complete authentication. Therefore this paper tries to enhance our authentication system by
introducing a concept of “Spot the difference” so that the system can achieve one-time-password-type

authentication. In this paper, the availability of the modified system is evaluated through basic experiments.
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