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Abstract Disclosure control of natural language information (DCNL) is application to SNS (Social Networking Services)
privacy protection. Before sentences in the communications are disclosed, they are checked by DCNL and any phrases that
could reveal sensitive information are transformed or omitted so that they are no longer revealing. DCNL checks not only
phrases that directly represent sensitive information but also those that indirectly suggest it. Combinations of phrases are also
checked. DCNL automatically learns the knowledge of sensitive phrases and the suggestive relations between phrases by
using co-occurrence analysis and Web retrieval. It transforms the sentence in different ways for different reader classes. The
user’s burden is therefore minimized, i.e., they do not need to define many disclosure control rules or write different
sentences for different reader classes.
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