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Proposal for the visualizing method of

searching characteristics of node
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Abstract: Information about the network worms, such as how they exploit vulnerabilities, infection symptoms, how to
remove them, is widely published, but “worm propagation characteristics” - how they behave on the networks to cause
infection - are hardly provided. Among other characteristics, the way a worm looks for potential targets is especially
beneficial in estimating the infection rate and range. It would also help network managers in implementing countermeasures
to protect their network and the Internet itself, but the information needed is not sufficiently available. In this paper, we
present a method to visualize periodic patterns the worms exhibit when looking for the targets, and the range and randomness
of IP addresses they target. Furthermore, we show the effectiveness of our approach through worm categorization based on
the quantified target-search characteristics of the worms.
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