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Protocol for carrying Authentication for Network Access (PANA) can carry user’s information over transport
layer, it provides environment-independent authentication for network access. Because PANA is in
standardization now, there is no API definition and there are few implementations. In my work, I defined
PANA API and implemented PANA modules using it. And I verified practical effectiveness of API definition
through interoperability test between my implementation and Toshiba’s implementation.
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2.1 Protocol for carrying Authentica-
tion for Network Access (PANA)

Protocol for carrying Authentication for Network Ac-
cess (PANA) IF, RBAEEHRE M T VAR — B TEHEET LS
2 hANNTHSD. PANA THEIFBIESN 5% PANA Client
(PaC), 3BFEY 51l%# PANA Authentication Agent (PAA)
EEELTED, UFTRINLOHEELFALTPANAIZ
DWTHEAT 5.

2.1.1 PANA Session

PANA Ti&, PaC & PAA & DIz PANA Session &\
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Eh 248 (PANAAUTH.KEY) %>, PANA_AUTHKEY ®
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PANA IZ X BFGELATIZET 2 5 207 =—X&BL
THbNS. 207 x—X%iELTPANA IZ X BREATH
na.

o Handshake Phase: PaC & PAA & ®fd T PANA Ses-
sion #HEET 27 =X,

e Authentication and Authorization Phase: =—#1 &
TR EHREFIR U CRIE - EREREITD 72— X,

Access Phase: BENBHBL, AV F—Fy b~DT 2

EREFROLNIZT o —X.

o Re-Authentication Phase: PANA Session M R34
NBFNZEHRIEEITV PANA Session #FH 357 =—
X,

e Termination Phase: PANA Session ## 73457 x—

PANA i & % 31X Handshake Phase 2> H#5% 5.

PANA X PaC 25 b PAA MG LRET 2 Z ENFRRTH S
75, PAA » GBS 554 D Bootstrap DFEIEICH L TiZ
PANA @ﬁﬁf" IZBZ SN TNV, ZZ T, PaCh B
BT ABEICOVWTHATS. T PaC HBEICLELER
% B4R ’d’é 7’_ ®IZFIFH &4 5 Dynamic Host Configuration
Protocol (DHCP) iz £ 9 PAA W IP 7 KL AR REL, %
D IP 7 KL A{Z PaC #% PANA-Client-Initiation (PCI) %
¥#(ET 5. PCI #5%iTH 72 PAA X PANA-Start-Request
(PSR) % PaC iZ#% Y PANA Session DBifh#{Z% 5. PaC
X PSR MiE%¥ & LT PANA-Start-Answer (PSA) % PAA
1% % Z & T Handshake Phase 3 #& T3 5.

Authentication and Authorization Phase it PSA %%}
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L ANBEES. PaC it PAR MOiRE L LC PANA-Auth-
Answer (PAN) % PAA {035, =2 TZ#&E N5 PAR/PAN

R RBEENTEY, PaC DFGIE - HERERPET
Ti’)if PAR/PAN DORMAMAITHN 5. I - EREESK
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REETHZ L CRIEOKEE PaC 12452, Authentication
and Authorization Phase 3% T3 %. IR LIHE
X, ZOFFET PaC-PAA T PANAAUTH.KEY M#H
&, LARBICZT 5 PANA A v —Yi2id MAC 23 &
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3% & Access Phase 2348% ¥, PaC-PAA M TEHHIC
PANA-Ping-Request/Answer (PPR/PPA) #%#95. =
DAy E—VORBIZLIVEVORESAHERBTD. £z,
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1% & PANA-Error-Request %32 LHFIL =T — 2 @507

PaC PAA

PANA-Client-Initiation
PANA-Start-Request
PANA-Start-Answer

PANA-Auth-Request
PANA-Auth-Answer

: PANA-Bind-Request
PANA-Bind-Answer

PANA-Ping-Request
PANA-Ping-Answer

PANA-Termination-Request
PANA-Termination-Answer
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2.1.3 PANA OFl&
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o BIEESRE b T AR— MNBCERET .

o BiFr—Vxr heT 7RI b=V ETIEV2—
NRB 2 ICERSNTND.

o BHIIRBITRD.

PANA X M7V AR— NETOREERIT O 729, BIEBT
MDD AT 4 THREBIEEETILITLS. EbZ, 77X
RA U PERIEEY 2 —VEDBETREL 2D, T/ EARAS
YIFREDIANEDRITHIENTE S, EBET—
Vb (PAA) X T 7 BRI ha—AEFHEY2—
(Enforcement Point: EP) #5083 22 &N TE S8, Ak
Wl LRk y b U — 7 EE L 72 B, £ LT PANA
TRTRCOE®RE Attribute Value Pair (AVP) W5 H T
BATWATEY, AVP 2 HICERTAZ LI VESITH
RETLRBTA A LW IOFIELH 5.

2.2 Extensible Authentication Proto-

col (EAP)

Extensible Authentication Protocol (EAP)[2] 1, #~
RBEFAREY R — b LERBIE7 L—b T2 L LTHA
INTVWS. PANA O THE EAP N7y R AVP & LT
PAR/PAN I &N 2 TR &5, EAP TIIEBIESh
5% Peer, PBIET 5% Authenticator & 5. EAP T
i, HTL:%U"% 4Dy FORAEND,

o EAP Request: Authenticator 7>% Peer ~FRIEICHME

RIEREBERTD.

o EAP Response: Peer #>5 Authenticator ~FBEIZLE
RIEHREET.

e EAP Success: Authenticator 2>% Peer ~%
LieZ e &mR5.

o EAP Failure: Authenticator 7% Peer ~FRIEA L L
TeZl®ExD.
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EAP i, REMFRD - KK T 5 £ T EAP Re-
quest/Response MO X#WAEHMVE L, ZDFHER % EAP
Success/Failure T{Z% 5. EAP Request/Response {Z&
ENHF—FERBINBZ Ty VOBEBRBTIRES
KICLVERD., BFERTIE, RAV—FR—2RORHEL
1T 5 EAP-MD5 & HHi3tH # (Pre-Shared Key: PSK) {2

LBR ﬂ%ﬁﬁEMﬂ%mm% RIEEHF L LCRATS
EAP-PSK I L A3BFEFIEL K 2 (27,
Peer Authenticator

EAP Request (PSK First)

EAP Response (PSK Second}

EAP Request (PSK Third)

EAP Request (PSK Fourth}

EAP Success

2: EAP-PSK IZ X 2 3R3EFIE

EAP-PSK TiZ, B2 T/RL7 & 5 K Peer-Authenticator
BT4 2077y ERBTE. 2TOAYy hRR#EN
REIEN KT B & Master Session Key (MSK) MA&ERK S h,
PANA Session (ZE SN 5. #IZ EAP-MDS5 TiX MSK 34
MENF, PANA Session IZIZfi b E X Liei.

2.3 Diameter base protocol (Diameter)

Diameter base protocol (Diameter)[4] i3, BIE - HERE
BIC— AR FAERINE R MR 72 AAA (Authentication,
Authorization, Accounting) (2 %E22{§#% Diameter # v
=YL LCEDRY—NETEET L 72 barThsd, A
R TIE, PAA B5ITER-72 EAP /37y M %8028 —
NETEXTHIOICFAATS. 22Tk, Diameter A vE—
CHEWMHET AP — % AAAs, Diameter A yE— IV DNEE
KT 29— "% AAAc LEHETSH. F£7-, Diameter A v
TV OHHEE TS ) — FE AAA relay (AAAr) LIRS,

Diameter ITHRIZE LR TERART 7V r— 3 VBNE
FEINTWS. ZD 198 Diameter LT EAP ¥ v k&
MBS D= DIZFIA 415 Diameter EAP Application(5] ¢
& %. Diameter EAP Application Tid, EAP Identity &\
HSHREFIA LT AAAc B2 —VFLAEZEIBL, #hi AAAs
WCERET B, TOH%IT AAAs L a—¥H AAAc 2#RALT
EAP 7y bOEZH L, BEEAITHNLS. Diameter EAP
Application TiZ, Diameter-EAP-Request/Answer &9
AvE—UNREREINTEY, AAACAAASHITIIZ DA Y

—UIZEAP X7y b ERFG LT EAP X7y M RBT 5,
Diameter EAP Application |2 X 2BEFIEEK 3 (2R T.

24 RYRNI—HOTFHRRBIESRAFLOE
X

AR THEET DAY NI~ 7V B RABHEVRATF ADE
ERIZOVWTHAT 2. AMETHETEI Ry FU—2 T2
ARV RT LOBENER 4 17T, fihe LTika—

Peer AAAC AAAR

EAP ldentity Request

EAP Identity Response

Diameter-EAP-Raquest

EAP Identity Response

Diameter-EAP-Answar

EAP Reguest

EAP Request

EAP Response

Diameter-EAP-Request
| (EAPResponse)

Diameter-EAP-Answer

| (EAP Success)

EAP Success

& 3: Diameter EAP Application iZ X % 583 F/E

PR ED PaC BT 7 ¥ 2N —# LD PAA I\TREER % H
L (1), REEREZITRS7T 7 EAL—F1T AAAc & L
T AAAs (CHBAE - ERZERRE (AR 5 (2). AAAs [25R3E - 18
REWLITV (3), ZORRET 7 £ AL —F 2BE LT
PIERD (4).

Diamatar

7‘7!2]&-—&

aA—Flx
PANA

B 4: Xy hT—2 T 72 RBIEV AT LADERR

ZDVATLTIE, PAA & AAACIZFE—/ — N ETEE
T 5. EAP ORI L > TAER E N MSK # AAAs 1B
AAACIZEEEL, S HIZF—/— FETEMEL TS PAA I
T & T, PaC & PAA £ ORI T PANA_AUTH.KEY O
EENTRELRD. TOVRATARETOAyE—Y 70—
EH 5 R

BE, ZZTHBALEVATAOER T FasizonT
I¥Z N Zh Internet Engineering Task Force (IETF) iz & ¥
HEEBED LN TVWEY, 70 barfof v &7 =—R7i
CIIREETHY, BEDAR TR I 2OVAT AL LTH
ESE IR+ THSD. &bz PANA % EAP-PSK 11
BR®LF LN ZL bV T r—av b LTEETS
7DD API b ED LN TRV, ZFD7ed, ZOVRF A%k
12DV AT AL LTEESEFITRL, @Jf’ﬁ*ﬁ‘E%iof_
AT TV,

3 EE#@*‘J }"7 777t7anﬂf
S RT A
ZITE, BEOXRY NI T I RBIEV AT ATH

% IEEE802.1X[6] (2 oW CHH L, 2 TR LRy hT—
IT Ve RRIES AT Ak OUREWBETT .
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PAA/AAAC
PANA-Client-Initiation

PaC AAAh

PANA-Start-Request

PANS-Start-Answer
PANA-Auth-Request
(EAP-Identity Request)

PANA-Auth-Answer
(EAP-identity Response)

Diameter-EAP-Request

(EAP-Identity Response)

Diameter-EAR-Answer
(EAP-PSK First)

PANA-Auth-Request
(EAP-PSK First)
PANA-Auth-Answer
(EAP-PSK Second)

Diameter-EAP-Request
(EAP-PSK Second)

Diameter-EAP-Answer
(EAP-PSK Third)

PANA-Auth-Request
(EAP-PSK Third)

PANA-Auth-Answer
(EAP-PSK Fourth)

Diameter-EAP-Request
(EAP-PSK Fourth)

Diameter-EAP-Answer
{EAP Success)

PANA-Bind-Request

PANA-Bind-Answer

X5 VAT LEEDORA -V T a—

3.1 IEEE802.1X I & 2NN

IEEE802.1X i%, Port-based access control &> LAN
R—hR—2ADT IR ha—r&{TH27a harTh
%. FREEEk % HY MK % Supplicant, Supplicant b M3
FEEREZ XTI T 5K %L Authenticator &V VY, Suppli-
cant & Authenticator & DHETEAP /37y hOZHBELT .
Supplicant #>% Authenticator IZ# &#7= EAP /37 v MI
Ny 72y FORIEY —CEEEI N, FOLERERIFEE
#—/3%>5 Authenticator Z##H LT Supplicant i(ZES 5.
Supplicant & Authenticator & D Tid EAP encupsulated
Over LAN (EAPOL) &2 71 h s L %FIfA L TiThiL .
EAPOL &ix, =42 VUV IBD7 L —LIZ EAP A% v |
EATENMETBILTT—Z Y VB THOEAP 37y bD
RPEEFREE L2 harT, T2V IBDOAT 4T
DOERLIZRRDFTEAP Ry b7 ML EN 5.

3.2 IEEES802.1X OREm

IEEE802.1X iX, BIED L HITF—4F U 7 @ T EAP /¢
Ty b RBBRT BT A NTHD. EORED, F—F YL
7 B TCORIEICERT BMBARN OWEETS. Z0M
BREUTICEITS.

o« F—BYLIBLY LIOTu haLERBALET 2k
A3y ha—/BTRR.

o BHaBT—2 Y I BOWBITHIE TE LW,

o TIVRARA Y MBRFET—T = b & LTEIETS.

IEEE802.1X %, LAN R— hE{I COT 7Ry bu—
MATHEFIE L TCWAR, IPT7 RVAR—ZADT 7 Xar k
2—ADEIBRTF—HVIBLY BT o hargFIAL
7 7Ry ha—VEfTI N TERV. 72, EAPOL
TRT—F IV IRBDOAT AT LT L—ABEHELTY

578, HalhTF—2 Y I BOWBRMBBET 2 L) 2RE
ICILGEASEE LY. 512, IEEES0.1X TIRF—F V2
BCORIEITILWVWIME L, 77 EARL L RBREED
WEBEITIOMLERSHD., LOLERT 7 EARS IRESD
LIARBENLEINLTHLERRY NT—2 T 7 AN
HBHINALOILBELEZ B L, ZFNEFNOT 7 ERARA
v MR R R 2 TR LT, BBZTOLOM
A MRENLERETHLOO IR SR KE L R BAHMED
HDH, BHETHAT S PANA IR, ZhODORENRTTHR
HINhTHEY, IEEES02.1X L D LEMERH B EELS.

4 B

TITE, Ay MU= T B RBIELV AT AR LT
BUCHAEZ EE L2 PANA APl O&RE « EHEIZHOWTHH
T5.

4.1 F—FTIOF¥ETL

BHRTHELIZXY NV =T 7B ARIEV AT L2
DT —FT I FXEFTNVER6IRT., 2—F DR LTI
EAP Peer 7—% v & PaCF—% UM, 77 ERAN—HF LT
PAA F—F> & AAACT—F 08, BIEY— 3 LTk AAAs
F—% & EAP Authenticator 5 —T > BEIET 5. PANA
APl H=2—¥ DR L THET S PaCT—T L 77 &R
N—F LT PAA T —FCHAEINS.

. )

&0 D 4

15P2
-

}._

Diamater
APl

Diamotar EAP
i il APl

Diameter AP

TIRAN—S emz=tizb | e =

B T—FTI7F¥EFN

4.2 FREtiESt
BREEH L LT, UTIIHT5 3 8icESE2 8L,
BT 3 MEERIRSE L, BE - EERTS.

o BIERBEIZEFELRY
o HRMERZES
e Ay —F VT4 EERTD

BIEREICEKFELRVRE L VD O IPv4/ve &V o7
FRAT7a FatrilioTEBNIEDLBRZLDRWVE S 72
BRI THD. £/ PANA O L) REBE{h DT a Fanizd
BIREOBRER CHRBLERT A TS L H B0, D
BRIIFHCHETEL L 2%, E-ARICADETESI
PRMBITRA D KD TN A F L CALERH B, EKE
Rl 272012, API & LTEETAIRDEZ TE 517K
BRBICRRE L7 < Tikde b2y, 7880 a—F 2R
BRZ VAT ARFIA LB A v E— Uk —o—2 A HT 5
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LI RBETIIEFOESBA MRy 7 blaoTLEVKRE
RBESEETAHAEELSDHE. TOXIRBELHZD
bV FRA Ly RABIZLY A v~ PR EFINET S 4
EXHD. ERERBHTAZ LR EIATIOEELEE
AT O LEMH D,
4.3 PANA APIDEt « £E

Z ZTik, PANA API OG- EEOEMITOVTRT.
4.3.1 =LY

PANA API Tix, a2 —A Ny 7 DBRBUIL O A v —D
ZERRLIA LT U NREROUBEIEETHZENTE S,
Ay —VREHRCRUHENR 2 — ANy 78R v —Y
a—Ny g, B LT Y PREFIFECHEND T -y
TabA2—a— Ny 7 LIS,

AoE—Ua—nANy X, AvE—VORBEI LIRS
FTHZENTED. AU Ay E—ITH Request 7> Answer
DLVl 2Da— NNy IV 2BFETEZILLTED. Ay
T—Va— Ry ELTRGELILa—A Ny 73, 5T 5
AvE—VERETDEA v VOREERTY, ELVLD
ThHDLHMEINTEHEDLZE LA v V%L L
THITROTZRETHOHENS., A vE—VORIETELWN
HLOTRWEHENZBE T ANy ZRUOHEAT
PANA-Error-Request BWE{E a3, FAv—a—nnRy s
X, PANA Session D54 7 %A L, BERIE, AvE—V0OF
3%, PANA-Ping-Request M%{E D F N EHITH L TR ETT
BT, METBHA X hDF A LT U MEFIZ PANA Session
DA TFE5IEHE LTRRHEN B,

4.3.2 TILFALYF

PANA APL %, 4BEOR Ly FEFRIFA L TAENITD
N3, TREFNDAL v FIZ2OWTE LITRT.
R 1: PANAAPIDA L vy K
Bkl J

{ZI/“/FZ:

ALV ALy N PANA APl OF{EL 2D ALy K.

JRF—=AVLy K AyE—VEZTREAL Y K

tyvarALy R GA<—RBETIAL Y K,

A—=ARNy T ALy K| 2=y 7 #FOHT ALY R,

AA ALy NiX, PANA API BFIR S5 & BN E
BNHALY KT, URF—ZALy REkyar ALy R
2ED. URFT—AVLy Nidselect() THICA v 2=V %%
LEETS. AvE—VERTRALa— ANy I ALy K
{ERk LALFE % £1T X 523, PANA-Client-Initiation 72171
IDALy FNTUEINS. £y a ALy FiZ PANA
Session D74 7 XA 5, BBIE, A vE—VDOFEE, PANA-
Ping-Request DXELHICF A v —TCERL, ENhdiyA
LT U RTHEIa—NNRNy I Ay FEER ULEEZETE
5.

4.3.3 BEIFANL

PANA API Tik, BREZ 74 Vb YIHIE R % AR
ML EITD. BET 7 A VOERITIZ TV — Oy —L
NEERXMLFEREE S, ZZITRELLERIL, A1
ALy REERFICHIBL S, FDOAL ALy RAERL
T _RTORLy NIZER SIS, BREV7ANVTORESE
B%R 2T,

R2EBREZFTANVDOREEE
W J

pana-port UDP #— + &5

PAA-Identify PAADIP 7 FL X

PDL-IRT FEDHE A LT U MR
PDI-MRT BRBEIA LTV NER
PDI-MRC RREREK

PDI-MRT B RFEHE

SessionTimeout | Ty a L OF4 L7 7 NEH

SessionPing Ping D&{EHR

process Tk ZDRE (PAA or PaC)

ReauthTime BRI

4.3.4 EEK - BE

PANA API Tid, 7—Ev .2 FETHDICBET I
EiRE LTEERES 2 B2 41#&E & LT PANASession
Wi, PANA_AVP #&{6, PANAMessage Hi#{Em 3 2
DOIFEEPERIN TS, PANASession #iEE 1T PANA
Session DRFFTHEE A L& LTHD. PAA BERO
PaC & OIZ PANA Session 2R 2 Z L BARETH B 79,
PANASession #&EFIL Y X MEES L D, PaC-PAA OfH
BhORICEY —BIERBSNIBBFEX—L L TRETD
T EMTED. PANAAVP HEIT AVP OELER > #EE
T, PANA CTlE 1 2D R v —UBNEED AVP 280729,
U R MEEE £ 5. PANAMessage #& (41X PANA X vt —
VEKRL PANAAVP #EEO U R F 2 A E LTHE-.

FBEEE LG TICR T BB EBES TV A,

o PANA API Ok « MR AT 5 BISL.
o I—)LNy 7 kB - BT 5B,

o PANA Session % EFH 7 5%k,

o PANA # v b—JHEET 504,

PANA API O#I{L - fERx %47 5 BB%KIZIE PANAOpen(),
PANAClose() BEZENTHEY, PANAOpen() iZBRET 7
ANDFREI, ALy ROMERE V> PR LAE E1T 5.
PANACIlose() THA Vv FOBIR, AT UEHOBKE N>
T EITD.

A=y 7 R HIRT D BRITIEA -V a Sy
7 &% & - BilkT 2B40CTH 5 PANARegisterMessageCall-
back(), PANADeregisterMessageCallback() &, %A <—
=Ny 7 w2 ek - HIBRT B80T H 5 PANARegister-
TimerCallback(), PANADeregisterTimerCallback() #7&#
ENTW%. PANARegisterMessageCallback(), PANAReg-
isterTimerCallback() TIZBFE LI 2 —N Ry 7 2 —EITH
A BERED, ZEOE%518E LT PANADeregisterMes-
sageCallback(), PANADeregisterTimerCallback() TE& L
Tea—ny 7 BERT 5.

PANA Session # 27 282X, PANANewSes-
sion(), PANAEndSession(), PANAGetSessionAt-
tribute(), PANASetSessionAttribute() WEZES LTV 5.
PANANewSession(), PANAEndSession() i PANASession
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WSRO MBI - R E1T 5 BT, PANASetSessionAt-
tribute(), PANAGetSessionAttribute() i PANASession
WEED A 8B - RET2HETH 2.

PANA X v — V& EET 2B8IZ1X, PANANewMes-
sage(), PANAFreeMessage(), PANASendMessage(),
PANACreateAndAddAVPToList(), PANAFreeAVP() #%
E&EIN TS, PANANewMessage(), PANAFreeMes-
sage() iX PANAMessage W& % ¥I#ML - B85 2 B% T,
PANASendMessage() i3 * vt — V& #ETAHKTH 5.
PANACreateAndAddAVPToList() i PANA_AVP &k
UL L AVP U & MBI 52T, PANAFreeAVP()
X AVP U X b BAED PANA_AVP S % B UATHK
THREKTHD.

PaC/PAA ¥ —% X, PANAOpen(), PANARegister-
MessageCallback(), PANARegisterTimerCallback() % &#)
WWETL, APLOPIEIE a—N Ny 7 OBEEIT). ¥0Th
DA—Ny 7 DR TCRFITE S/ A v2— % 5 PANASet-
SessionAttribute() {2 & 9 PANASession #i&E kD 2 > 3%
®H L, PANANewMessage() TH LW A v E— V%R L
T PANASendMessage() TIER L7 A v — V% EET DL
WHREBHEIT) Z & CEEFEETHS.

5 fEiE
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