RN HERLEES TS 2007-DPS—130 (26)
IPSJ SIG Technical Report 2007—CSEC— 36 (26)
2007,73/1

Web 7 75— a VBl 5 EE L ANIVOBRITER 7 O —HfE

HEERF 1t EERH REEMA | TR IMIRIF §

tHART A « U— « T LREEBHZER P ERYF 2V T 0 KEBEREE
242-8502 %) IR RAOTH M 1623-14 221-0835 %) I BRI i) || XS R HT 2-14-1
{sachikoy, kudo}@jp.ibm.com {mgs054503, oyanagi}@iisec.ac.jp

BE5FEL 3BWeb 7Ur—yavicB0e, 77RAFIC K> TRy 2L ROTF—ER—ARIC
AEBENTVLBEERERELTOTE, —AF—ZPREENRICZFDT—20@YICRbNE D
E3hE, 7TV — g vOREIKET S, XTI, JavaT™ SEICBWTAS ba—REEER
ZICEDER T O—FIEETESEEERB AT S 2IC & D, FITRIC Web 7 Uy —2 3 Y OETIC X
BZAEYEEROGIHEERAIET 2 ARERETS. BNAERT7TO—HEEE L 75— 2 RX—XT7 72 2%
HBETRC LK, T—AX—ZADLRABMENERE, 7SV r—2a v ORTEELT, —EOE
|7 O—HER) O —D FICHREST BT L HREIC LS.

Language-Based Dynamic Information Flow Control for Web

Applications
Sachiko Yoshihama 71 Takeo Yoshizawa Yuji Watanabe
Michiharu Kudoh Kazuko Oyanagi 1

$IBM Tokyo Research Laboratory
1623-14, Shimotsuruma, Yamato-shi, Kanagawa 242-8502 Japan

{sachikoy, kudo}@jp.ibm.com
tInstitute of Information Security
2-14-1 Tsuruyacho, Kanagawa-ku, Yokohama-shi, Kanagawa 221-0835 Japan

{mgs054503, oyanagi}@iisec.ac.jp

Abstract In the three-tier web application model, sensitive information in the back-end database is in-
tended to be protected by the access control mechanisms at the database management system. However,
the access control is often not effective since once the sensitive information is retrieved, protection of the
information depends on the behavior of the web application. This paper proposes a dynamic information
flow control mechanism for Java-based web applications, especially those involve database accesses. The
approach inserts inline reference monitors (IRMs) into the program by modifying Java bytecode, and
then tracks and controls information flow within the program at runtime. Bytecode rewriting technique
allows support for legacy software without source code, and being independent of Java virtual machine
implementations. The proposal enables protection of sensitive information throughout execution of ap-

plications.
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