FEEREN LB B
IPSJ SIG Technical Report

2007—DPS —130 (22)
2007—CSEC— 36 (22)

2007731

A—HRMEEEL-ERIEEES02.1X R D EX

= K EOH
& =y

o
wom fE

AVE—Fy MEGEDTZDDT 7 EARL v MBIT BRBIEHFR L LT IEEE802.1X BAEAFIA
ENTVEY, BEOFRTHESAAABTRA NDTT A A — RN BEELEE CRRT AHEN
bbD. BAIXZOBMBERBRT B0, INV—TELEAVEELARBIESRNEREL, EELTE
7. LL, ZOBARIEFRTHI—FRPBBREIN TRV E W BERD 5. ZZ TER T,
YRR IN—TELEZFAT B EICLY, =2—VRKEMEES L OE4 IEEES02.1X 3B

REDREEITV, ZOFEELTS.

An Implementation of an Anonymous ITEEE802.1X Authentication
with User Revocation
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The IEEE802.1X authentication is used well as an authentication protocol in the Access
Point for the Internet connection. There is a problem that mobile host’s privacy information
is leaked to the Internet service provider in this protocol. To solve this problem, we have pro-
posed and implemented an anonymous authentication using the group signature. However,
there is a problem that the user revocation is not considered. In this paper, an anonymous
IEEE802.1X authentication with a user revocation is implemented by using a group signature
with a user revocation function, and the authentication time is evaluated.
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