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Abstract Observations of packets sent over the Internet with distributed sensors have been widely
attempted in order to estimate and analyze the characteristics of intrusions. The accuracy of estimation,
however, depends on the distribution sensors. In this paper, we propose a new method for analyzing
independence of sensors given statistics of port, source-IPaddress and sensors based on the scan logs
observed by JPCERT/CC and our own sensors using the TF-IDF (Term Frequency - Inverse Document
Frequency) and PCA (Principal Component Anaysis) and evaluate the propose method.
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# 10: B— My P SRD K/ ISDAS &

>4 O Eiiiu(CT)

si | el | uge™
a7 -0.04 0.34
820 -0.03 0.30
sg -0.03 0.42
823 -0.01 0.42
826 -0.01 0.25
830 0.03 -0.12
s28 0.05 -0.19
812 0.06 0.37
815 0.06 -0.16
829 0.07 -0.22
825 0.17 -0.01
823 0.18 -0.08
sg 0.18 0.24
s24 0.19 0.04
8y 0.21 0.02
84 0.22 0.08
817 0.22 -0.12
sie 0.22 -0.09
821 0.22 -0.02
P 0.23 -0.06
813 0.23 0.03
814 0.24 -0.02
18 0.24 0.10
811 0.24 0.07
s19 0.24 0.01
sg 0.24 0.05
P 0.24 0.03
82 0.24 0.01
s10 0.24 -0.02
ag 0.24 0.03
R 16.64 3.73

® 11 BELT FLRBAYy P SRDLE

N
ISDAS & ¥ ¥ D Eifiu(BT)

si | w3 (BT | ua™)
512 -0.34 0.16
818 -0.34 0.18
sg -0.34 0.18
820 -0.34 0.02
832 -0.34 0.18
813 -0.32

817 -0.32

829 -0.28

828 -0.21

sa7 -0.20

84 -0.17

sag -0.10

8y -0.05

83 -0.05

sg -0.03

811 -0.01

s10 0.00

814 0.01

s2¢ 0.01

a9 0.01

82 0.01

s1s 0.02

830 0.02

816 0.03

s19 0.03

s34 0.04

sg 0.04

825 0.04

821 0.06

F 0.07
Eﬁéﬁ 7.81
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# 12: ISDAS O& v J OB v MR
[ "7y P&

XY

G

192953

132141
185463
8297
139024
74109
52707
23809
119558
89410
125450
10169
28951
152905
853
99728
8849
12842
109684
2600
102859
22369
3242
28459
14650
244635
14242
6203
6120
88688





