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Design of a Sensor-based Certification Technique
for Anonymous Encountering Information

Takurou Sakai, Akira Uchiyama, Yoshitaka Nakamura and Teruo Higashino
Graduate School of Information Science and Technology, Osaka University

In this paper, we propose a certification technique for anonymous encountering information. In the proposed technique,
each mobile user holds a small sensor with a short range wireless device such as RFID tags, and fixed sensors are sparsely
distributed in the target -area. Each user exchanges and keeps encountering information obtained from the other users
or fixed sensors. Encountering information is helpful to enhance reliability of location information for location-based
services. However, we need consider privacy of users carefully. For this purpose, anonymity and unlinkability of
encountering information is guaranteed by using a hash function. We have implemented the hash function on MOTE
and confirmed efficiency of the hash function on computation time and power consumption through the experiments.
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SHA-1 5.9uWs/byte

A—HFEDEB a1 ha—v & OEEEReng
T BFIE, EEETFL S OEERL - EEMEICBIT 21
R data; i OMERTHEBLINZLUMNE, —RED
HMBERAKRTSH. | OMBERITRTLHERELTHDY,
Clidi, X] & « T IFBRLROH THEBIHETH 5.
L 2—¥ i B3R ID Gd) ZAWVWT, data; ZBESIL
L (Cz = C[ld,, data,-]) ) Cz' & ’idi 7‘3‘61“‘:‘.52'«7’:
MD; = MD[idi,Ci] B&LU C; ZIJO—RF¥ X+
5.
2. MD; & C; ZZELa2—Y j REEIBRKICEE
U7etiisR ' & DEBIER E;; 5 MDIE; ;] Z3tHE
U, MD[E;,;) L2EER (MD,), data;, 5K ID
(id;) BLUEBR; BhSER LT MD; = MDlid;,
MDI|E;:;), data;, MD;, R;] % i \OBIET 3.
3. MD; Z3(5 L7THiR « EREMMLUKRID Gdi) &
EL¥ R, MSHER LTz MD; = MDlid;, R, MD;] &
R; % jITRET 5.
4. iR j I3EEERE LT By = < MD}, MD;, MD;,
MD[E]-/J-], dataj, C;, R;, R; > ERETS.
I— & OELBER Ei; 1K BNy ¥ a lIHST B\
YVaBEBANOANMENEEND. E1FIARIE C; #EST
BETHBDT, 1—Yi LOEEIER B 1330 TR
HETHS.
EERT O b VTR U B E ORI, EA
TO bV EERTHZDOTERKT 3. EEETOan
ERIBRICLT, EH 2, 3,4 BEHIID.

4 FHMMsEER

REAIMENERE IR LI REATHED & 5 AN
7, FEEEREIT /. REITIE MICA2 LMENS
ZigBee HUSDIIIEMHIAR T/ A ABEEH LI/ ML VY ) —
F MOTE [7] ZFH\W\ e, HiF4¥ A X 160bit D7\ > 2 BEEK
SHA-1 [8] Z MOTE LicE#E Lz LT3, Ny 2B D
FEREE, 1 BB 15usec. (15 x 107 %sec.) THB T
EAHERTE . BEARCH W TRURAEZET BT —
2T UTHT D FRAHIE Ny ¥ 2 M EHVIHETH
%. #oT, RAMNGEE TOMBERIFRIAIRETHS.

RICAFEBES B XU\ ¥ 2 BB X BENHEE DL
2175, 30K [15, 16] I23B8W\T, MICA2DOT ZHWViz L
&0, RSA ORFS{L7 VIV XL (RSA-1024 [9) , ECC
DL VTV XL (ECDSA-160 [17)), 7N ¥ 2 BEK
(SHA-1) ZThZhOFHEICX 2 EEBRESRDBENTY
5. MICA2 8XU MICA2DOT D¥EEIRE 4 DED TH



3. TNOOBEBNEBBERAICELDD. Ny Va2l
1A B OBEBNHEBEENRDONTVS D, £
FAROIIRT T PV BF BNy ¥ 2 BHOFE 1 |
B DENEEBEERD B, 1—F L OEERICB B\
VafEDANE Y bESRALEBDE MD; = MDlid;,
MDI[E;j:;), dataj, MD;, R;] T#&%. MD[E;;| &Ny a
BETHZNE, Ny ¥aBBOBHEY MIHOT—2Y 1
ks, £9 Ejlj =< MD;«/, MDJ', dataj, MD[Ek"]'],
MDy, dataj > 6 MD(E; ;] &t RRHCRE LNy > 2
B DANT—2 YA A2 RML%. T Tid; @328y
FHNE 22 WO ERBHTEBDT, id; DT—2YA X
ANA boNETREEZD. £ datay IR LALET
MRENn3. B, ¥—E 2% 1 BEMTHEAThIET
DERELT, RESLCYN A%Z6EY N BHE6EY
FOFEF3NNA FTRITES. ARZMAZ T LZ2EHEL
Th, At s AL bHNE+DTHB. (EIRRIC 10km
WA OFEBICERT 2 HA%EEAS L, 16 €y hTRTH
&, 10000/2' = 0.15m OEFE THBEERERFTE S0
T, x FBRE, yBELEIC 2131 bHNETHTHS. o
T dataj K981 b &5, Ny ¥ 2 BI¥IE SHA-1 ZF]
Ad2L, NyVaEDOYARXE 2031 b THB. £\
¥ 28 MD(Ej/ ;) ZERT B I DICREIR AN T—2Y A X
1398 81 R & B, data; 1EKI98A &, MD; 1 20 N1
FTHY, HER; DY FREREFSTOERVDT, TTT
B1INAMTEXD L, MD; ZERT 51D ixT—
AP ALRE 5ANA b exB. L&D, Ny aff MD;
EERRT B BET 152 34 bAREICKES. 5T,
REART 1 12— L OEEERE(ER T 2 BROHEESIE
5.9uW s/byte x 152bytes = 897uWs = 0.89TmWs TH D,
RSA-1024 & U ECDSA-160 OFtEIC A ELHBEN D
ZNTNR 17340, 1/25 IHET 5. DLEKD, Nyva
B O ERAIEIER I L, HBREH DRIz, BF
AR THES BEMAE/ NIRRT T O RETRETH S.

5 F&&

AT, NEISHREFE Uz B A2 DS SRR
FAERMIRER Uiz, BEANTI, EREBLUTY V7 FkE
HERFOEBEROINE O b VEERL, {Kithek/
AR _bIC RERREAFEEL DRV Ny ¥ 2 B AV TR
FHU7z. BBRARANEIRAR L CRETRETH B T L R TR
T Bk, Ny Y aBiE LT SHA-1 % MOTE klc$s
U, EBEZITo/k, ZTORBR, FHERMIIEL, HEEHDL
RSA ZFW = \BIRIES & LN TIERIC DT L H SR
TE. 5%lE, VI al—yavickoTREARDEE
R =58V 74 5 EICBT % HREFHE %217V, MOTE
FicEET B LT, EMERE/ MUK ECEIEATRE TS B
CLRHERTHTPETHS.
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