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Recently, leakage of privacy information becomes a serious problem. As a cause of the leakage, there is a case
that privacy information leaks via network by user’s mistaken operation or malicious operation by a user who has
authority. To solve this problem, a new software technology that prevents the leakage is necessary in addition to
existing security technologies. Therefore we developed a communication control mechanism in privacy-aware OS
Salvia to check process’s eligibility of executing socket systemcalls based on data protection policy. A policy can be
defined for each file which contains privacy information. Users can specify data distribution scope using IP address and

netmask in a policy. In this paper, its design and its implementation are described.
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1 <?xml version="1.0" encoding="UTF-8" standalone="no"?>
2 <IDOCTYPE data_protection_policy SYSTEM "policy.dtd">
3 <data_protection_policy>

4 <default_access>

5 <read>deny</read>

6 <write>

7  <write_access updata="deny">deny</write_access>

8 </write>

9 <send_local>deny</send_local>

10 <send_remote>

11 <send_remote_access>deny</send_remote_access>
12 </send_remote>

13 </default_access>

14 <data_protection_domain type="none">

15 <ACL>

16 <context>

17 <group>

18 <group_id type="own>1001</group_id>
19 </group>

20 </context>

21 <access>
22 <read>allow</read>

23 <write>

24 <write_access updata="allow">deny</write_access>

25  </write>

26 <send_remote >

27 < send_remote _access > allow < /send_remote _access >
28 < ip_address > 192.168.20.0/24 < /ip_address >

29  </send_remote >

30 </access>

31 </ACL>

32 </data_protection_domain>
33 </data_protection_policy>

3 XML Ic &k 37 —2{R#KR) > OiedH]

4

w
FOUONEX

A Linux send system call

Time [micro sec]
~

1
. B Salvia send system call
0
A B
SystemCall Type

K4 send ¥ AT La—)VOILEERERY

6.2 1t &E 57 1

Salvia DXy b — 7 EREOLREFTM D72, 6.1 Hi TR
Ll T — 2 FHR ) Vchto Te v A5 I a— ) )VALFRO §IH
B A= Ny REFHAIL 7. RERBRENZ, CPU 7 Intel
Pentium III Processor 900 MHz, X € ') 128MB @ PC/AT H
iz Az,

FEATI, 10KB DT T4\ T 7 ANV REET RO H—
FIVAERD Linux @ send Y AT L=V & Salvia D send
AT 3= )VOIPRR R 2 L T2, BHAIG W, RDTSC
(read-time stamp counter) MRZE> /=7 Ty 791 7 )V
DEHEE Bz, Salvia ® send ¥ A5 a3 —)U T, Linux
D send Y AT LA—)VOBREICINA T, (a) TIANTT 7
AIVORE, b) IV TFAFORRK, () AVFFA LR
R D OLBOBEERE T 3.

Linux @ send ¥ A7 L I—)VOJEERRGE, ¥ 1 p BT
%%. Salvia D send ¥ A7 L 3— )V OYIBERERIIE, 13 p
#THY, Linux OBEEE RO NERE, (2) £ 0.8 1 7, (b)
o5 p M7 p WTHoT Salvia D send VA
7 I\ 32— )V O IR R DAL, Linux @ send Y A7 L
a—)VDK) 3 fELixo T (M4 BHE). — 7, YUK T O AN

1

Time [micro sec]

W s A N ® e

-

2 3 4 5 6 7 8 9 10
Number of applied policy

B 5 FTP ZFf U BEROIIRRFRS

TIANY T 7 A VEGEHH U TOEROHEER, 7513

T 7 ANVEHLORELUSNE, Linux D send Y AFLI—

WV EE—DYEEZIT> TOB T, =3y RiZ 0.8 p #

BETHS. £, FTP ¥—NTR, 1 DO T 0t AHEHRD

T7ANVIT I RZITS. 2018, FFETETIAN

VI 7 ANEFEAMTEIIEC T, T RicEEE NS5

KDk U< 725, ZORRD (c) ORI, BRI N7 —

SRR ) ¥ DRI LB LTINS % 723D, Salvia D send

VAT L a—)VONIER R S FRRIC IS B (K 5 BR).

7T EDbYIC

BRI T, T T4 N EHROE IR = s 5 7 8ic,

R NEFEE 3 JB, [, VI MEERFIET S

FELZORBIZOV TN, AFE TR, WELHEHE

ZRET B, IP 7 RLRCERHL, AV FF A 57—

ZRHWRY T ICEDNOT, £ 1 D send_remote ICHFEN B

VATFLA—IVDETEIP T RLAERY bR AT D%

AOTHIET 5. S%OBEL LT, B D 2 HOBEDRE

RE1T5.

B2EXR

[1] MHZATBGEAEREE Y Y 2—: EAERRHERCHE
T HHEEERERER,
http://www.kokusen.go.jp/news/data/n-20050325_1.html

[2] #33k A, —H0 ISE, BF] 28—, KAMR ZEf: Privacy-
Aware OS Salvia ICB} 27 —27 72 ABEDI Y5
FRAMCEDHIENT — 2 RE AR, HRUEES
MXEE AV a—F 4 VTV RF L, Vol47, No.SIG3,
pp.1-15(2006).

[3] Security NEXTfE A % 8 & M ¥ ## — %,
http://www.security-next.com/cat._cat25.html

[4] ZRSEEARER, F 5, R E=: VA7 L - a—)licxt
T39IV T 7L AEZZ SysGuard DEREH & 23,
TE AR 23053, Vol.43, No.6, pp.1690-1701(2002).

[5] ¥ EA, P2 W, &M HE, HE BRI
VAT LORE, ERE: AV Ea—REFa) T a1,
Vol.2004 No.22, pp.61-67(2004).

[6] National Security Agency:Security-Enhanced Linux,
http://www.nsa.gov/selinux/.





